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YcTtaHOBKa U HacTpouka VEOS

1. TpeboBaHua pnsa yctaHoBku VEOS

1.1. TpeboBaHua K 06opypoBaHuio

Mepen MOHTUPOBAHMEM CEPBEpPA B CTOMKY ybeanTeCh, YTO OH COOTBETCTBYET HEOOXOANMbIM
TpeboBaHUAM:

e TpeboBaHua ons CKAT

e TpeboBaHus ona GUI

e TpeboBaHua ana QoE

e TpebosaHua gns COPM-2, COPM-3

o B cnyyae BbISiBNIeHMS HECOOTBETCTBUIA Ha AAHHOM 3Tane obpaTuTeCh B TEXHUYECKYIO
nogaepxky VAS Experts ons onepaTUBHOrO peLleHmns Bonpoca.

1.2. TpeboBaHusa K pasMeTKe AUCKa

PasmeTka aucka ansa MO CKAT:

e ~ 20 b pna KkopHeBoOro pasgena.

e OcTaBLleecs NPOCTPaAHCTBO BbIALINTL OJ19 AUPeKTOopun /var.

e CKAT He ncnonb3yet pa3aen SWAP, HO OH Hy)XeH A8 CUCTEMHbIX 3a4aY, Ans 3Toro TpebyeTtcs
Bbloenntb 4 I'b.

Wcnonb3oBaTb TN Tabnuubl pasgenos GPT

2. MoprotoBka K yctaHoBKe VEOS

2.1. NMoproTtoBKa cepBepa

e OTkn04nTL Hyper-threading B BIOS gns MO CKAT!
e HacTpouTb CepBep Ha MaKCMMaJibHYI0 NPON3BOANTENbHOCTb

2.2. Co3paHue 3arpy3o4yHoro Hocurtens
Ccbiniku Ha ISO

e VEOS 8.10 OnbxoH (SHA-256 checksum) ong MMHMManbHOM YCTaHOBKM

ApxuBHble Bepcuu
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Cnoco6 1. MogrotoBka yctaHoBo4HOM USB KapTbl naMaTu

Hanbonee nonynspHbIi B HacTosLLEe BPeMs CNocod YCTaHOBKM ONEPaLMOHHOR CUCTEMbI Ha
KOMMbOTEP NpeacTaBaseT coboit yCTaHOBKY C YyCTaHOBOYHON USB KapTbl NamMaTu.

Unetbootin, Multibootusb and Universal USB Installer - yctaHoBwunk VEOS HE BYLET

@ He ncnonb3ynte nonynspHole nporpamMmmbl ans 3anucu USB-OnckoB, Takue, Kak
paboTaTb, T.K. 3TV NPOrpaMMbl HEKOPPEKTHO KOMMPYIOT YCTaHOBOYHbIN ISO-06pa3

3anucb USB-pucka Ha OC Linux

Ans co3pgaHmsa yctaHoBo4Horo USB-aucka Ha Linux/Unix 3anycTtute KomaHay dd:
> dd if=VE0S-8.7-x86 64-Minimal.iso of=/dev/sdz bs=1M

o Mpu 3anNnMCy HY>XXHO YKa3blBaTb BECb AMUCK, a He pa3fen Ha HéM (T.e. /dev/sdz, HO He
/dev/sdzl)

3anucb USB-pgucka Ha OC Windows

1. Rufus

Ansa 3anucu 1SO Ha USB-anck Ha Windows M0>XHO BOCM0J1Ib30BaTbCs Nporpammont Rufus obsa3aTensHo
BbibpaB pexxum 3anucy "3anunce B DD-06pa3":

* rNlaBHbIN 3KpaH Rufus


https://rufus.ie/ru/#

& Rufus 4.3,2000 ra: %
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2. Diskdupe (dd) ana Windows

MapameTpbl KOMaHAbl @aHaNornyHel napameTpam Ha OC Linux. QucTpubyTuns DD ons Windows MOXXHO
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CKa4daTb 34€eCb.

Mpu ncnons3osaHum dd ona Windows, cHavana 3anyctute dd --list u, BHUMaTENbHO NPOCMOTPEB
cnncok 6a0koBbIX ycTponcTB NT, BbibepuTe ycTpoincTBo noxoxee Ha \\?\Device\Harddisk1\PartitionO ¢
onuncaHuem Bpoge "Removable media other than floppy. Block size = 512". ByibTe 0CTOPOXXHbI C
BbIOOPOM yCTPOWCTBA, B MPOTUBHOM Cjly4ae, Bbl MOXKETE UCMOPTUTb AaHHble Ha APYruX Anckax!

Cnoco6 2. NMoarotoBka yCTaHOBOYHOIO AMUCKA

TpaAnLMOHHBIN CNOCob yCTaHOBKM ONEpPaLMOHHON CMCTEMbI Ha KOMMbIOTEP NpeacTaBaseT cobon
YCTAHOBKY C yCTaHoBO4YHOro DVD-aucka.

3anucb obpasa gucka nop onepaumMoHHon cuctemon MS Windows

®ann ISO-0bpa3a Ancka — 3To han cneymanbHOro opMaTa, NOArOTOBEHHbIN ANS 3aNUCK Ha ANCK.
Insa 3anucu 1ISO-obpasa nog onepaunoHHon cuctemon MS Windows ncnonb3ynTe crneumasibHble
nporpammbl: SCDWriter, Nero BurningROM, balenaEtcher n gpyrue.

3anucb obpasa amMcka c nomowbio Small CD-Writer

Becb npouecc 3anucy yCTaHOBOYHOI0 AMcka npu nomolumn Small CD-Writer cocTouT 13 cneayowmx
LIaros:

=

CKayaTb 0bpa3 gncTtpubyTunea;

CKayaTb apxus nporpammbl Small CD-Writer
http://gluek.info/wiki/_media/software/scdwriterl4.zip;

pacnakoBaTb (halibl NporpaMMbl U3 apxmsa B tobon kaTanor;

BCTaBUTb YUCTbIN ANCK B NPUBOS;

BOMTW B pacnakOBaHHbIA KaTanor 1 3anycTutb nporpammy SCDWriter.exe;

OTKPbITb MYHKT MeHio [nck = 3anucaTb ISO-06pa3 Ha AUCK 1, B NOSBUBLLEMCS OKHE, YKa3aTb
nyTb K 06pa3y aAncka;

7. Ha)kKaTb KHOMKY 3anucaTb.

N

ouv kW
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3anucb obpasa gucKa nop onepauMoHHON cUcTeMOM Linux

Insa 3anucm ISO-06pa30B pekoMeHayeTCs NCNob30BaTk NporpaMmel K3b nnu Brasero, KoTopble
MOCTaBAATCA B KOMMAEKTe 1l060ro ANCTPUOYTUBA OMepaLMoOHHON CUCTEMBI Linux.

3anucb obpasa amucka c nomouwbio K3b
Becb npouecc 3anncy yCTaHOBOYHOI0 AMCKa Npu nomowmn K3b cocTomT 13 cnenyowmx Lwaros:

1. ecnn nporpamma k3b oTcyTCcTBYET, HEO6XOAUMO YCTAHOBUTbL €€ B CUCTEMY, NCMOJb3YS
CTaHLapTHbIE 414 Bawero AncTpmbyTnBa NHCTPYMEHTbI YCTAHOBKMW NPOrpaMmM;

2. 3anycTtute nporpammy k3b. Mpu npaBusibHbIX HACTPONKaxX Nporpamma coobwnt o6 oTCyTCTBUN
npobnem c CMCTEMON 1 NPEANOXNT NEPENTU K 3aNNCK Ha OUCK;

3. B MeHI0 rnaBHoro okHa Cepsuc (Service) BoibepuTe NyHKT 3anucatb obpas DVD (Burn DVD
image);

4. B NosBMBLUEMCS OKHe 3anucaTb obpa3 DVD (Burn DVD image) HaxMuTe Ha KHoMKy Bbibop
tanna ana 3anucu. OTKpoeTCca guanor, B KOTopoM Heobxoanmo BbibpaTh 1ISO-06pa3 ans
3anmMcu n nocne Bbibopa HaxkaTb KHOMKy OK;

5. nporpamma k3b nokaxxeT nHgopmauuio o ISO-thanne n HaYHET BbIYNCNATE KOHTPOJIbHYIO
CyMMy. DTa onepauns MOXET 3aHATb HECKOJIbKO MUHYT. M0ly4EeHHYI0 KOHTPOJIbHYI CyMMY
MO>XHO CpaBHUTbL ¢ MD5SUM cymmom Ha cTpaHuue anctpubyTtusa;

6. eC/In KOHTPOJIbHbIE CYMMbl HE COBMNAAAlOT, 3HAYMT, 415 3anncy bbin BbibpaH He TOT (ana nam
CKavaHHbI 1ISO-06pa3 bbia1 ncnopyeH Bo BpeMs nepefayn AaHHbIX N0 CETU;

7. eCnn KOHTPOJIbHbIE CYMMbI COBMAZaloT, BCTaBbTe AUCK A1 3aNUCKU B ANCKOBOA. [oXANTECh
aKTMBaLUWM KHonku HavaTb (Start);

8. HaxxmuTe Ha KHonky Ha4aTb (Start).



3. NMpouecc ycTaHOBKH

3.1. 3arpys3ka c HoCUTensA U CTapTOBOE MEHIo

Ons 3arpy3ku KoMnbloTepa € Lesblo YCTaHOBKY CUCTEeMbl HE06X0AMMO BOCMO/b30BaThCA HOCUTENEM,
copgepxawmum amuctpubytuns VEOS.

Mocne ycnewHom nHMLnanm3saumm 060py,EI,OBaHl/Iﬂ 0T06pa>KaeTcs| MEHIO 3arpy34nka C BapmaHTaMn
YCTaHOBKWN CUCTEMBI:

Uells 5.6

Install VeSS 8.6
Test this media & install WVelS 8.6

Troubleshoot ing

Mpw BbIbOpe 06bIMHOIO BapMaHTa yCTaHOBKM 3anycKaeTCs rpamyecknin HTepdenc nporpaMmbl-
yCTaHOBLMKA. [TpoLecc yCTaHOBKM pa3aenéH Ha warn. Kaxkabin war noCcBAWEH HacTponke nim
yCTaHOBKe onpenenéHHOro CBOMCTBA CUCTEMbI. LLlarn Hy>XHO MPOXOAMTb NOCeA0BaTENbHO.
Mepexod K cnepyoLwemy wary npoucXoauT Nno HaxkaTuio KHonky fdanee. Mpu NOMOLLM KHOMKK
Haszagz, npy HeobXoANMOCTUN, MOXXHO BEPHYTLCH K Y)Ke NPONAEHHOMY LWary u U3MeHUTb HAaCTPOMKMW.

TexHn4yeckne ceegeHmsa o Xxoae yCTaHOBKM (for-chans) MOXXHO NOCMOTPEThb, Haxkas Ctrl+Alt+F1,
BEPHYTbCS K rpadmnyeckon nporpamme yctaHoBku — Ctrl+Alt+F7. Mo HaxaTwuto Ctrl+Alt+F2
0TKpOeTCH 0T/Iaf04Has BUPTYasbHas KOHCOb. KaXK bl LWar CONPOBOXAAETCSA KPaTKOW CPaBKoW,
KOTOPY!IO MOXHO BbI3BaTb, WENKHYB KHOMKY CripaBKa nin Haxas Kiasuwy F1. YcTaHOBKa cucTeMmsl
BbIMOJIHAETCA MO CNeAyYLWNM Wwaram:

1. BbIbOp A3bIKa NHTepdenca yCTaHOBKM

2. HacTpoWKa napameTpoB ycTaHOBKM OC - packnagka KnaBmaTypsbl, MNOAAEPIKKA SA3bIKOB,
yCTaHOBKa AaTbl 1 BpeMeHHOW 30Hbl, MOArOTOBKa pa3fesnoB ANCKa, HACTPOMKa ceTu,
KOH(Mrypauma noamTukn 6e3onacHoOCTM U co3faHne adMUHUCTPATOPCKOM YHETHOM 3anucu



3. yCTaHOBKa CMCTEeMbl Ha BbIOpaHHbIA ONCK
4. 3aBepLUeHMe YCTaHOBKM U nepe3arpyska

3.2. NMpoBepkKa ycnewwHOCTU YCTaHOBKH

MpoBepnTb YCMNELWHOCTb YCTaHOBKM MOXHO ABYMS cnocobamu:
¢ [poBepuTb Bepcuto VEOS:
cat /etc/system-release

e 3arpy3nTb Nt060N TECTOBLIN NAKET U3 peno
4. NpepocTaBsieHne AocTyna oNng gajabHeuwlend HaCTPOUKHU

Ecan Bbl MONYy4MAM OT HacC y>XKe roTOBYI CUCTEMY, TO cpa3y obpaTuTech K pasgeny VHCTpyKUMS no
NHCTanNAuunm.

B npoTnBHOM C/ly4ae BaM He0HX0OAMMO CaMOCTOATENbHO YCTAaHOBMTL Ha Ball CepBep OnepauoHHY
cuctemy VEOS v npegocTaBuTb HaM yaasieHHbI 4ocTyn no SSH n npaea root ona nposenexms pabot
Mo YCTaHOBKE 1 Ha4yanbHOWN HAaCcTponKe naaTdopmbl. [Nocie 3aBeplieHns paboT yaaneHHbIn focTyn
MO>XHO 3aKpbIThb.

1. Co3panTe nosb3oBaTena vasexpertsmnt:
adduser -m -G wheel -u 3333 vasexpertsmnt
2. 3apanTe CNOXKHbIX Naposb 415 Nosb3oBaTens vasexpertsmnt:

passwd vasexpertsmnt
Ana ynobcTea MoXXeTe CreHepmpoBaTh NapoJsib C MOMOLbO openssl:

openssl rand -base64 15

w

CoxpaHuTe naposib 0n1a vasexpertsmnt.
4. YCcTaHOBMTE pa3pelleHne nonb3oBaTenam rpynnsl wheel Ha MCNOb30BaHUE BCEX KOMaAHA OT
NMeHW BCEX NOJib30BaTeNemn, ansd aToro Heobxoanmo nobaBuTh B /etc/sudoers CTPOKY:

swheel ALL=(ALL) NOPASSWD: ALL

5. lns npegocTaBfeHns yaaseHHOro goctyna no SSH n ycTaHoBAEHUSA orpaHNUYeHNn Ha
gonyctuMmeble IP agpeca 13 cnucka:

45.151.108.0/23, 94.140.198.64/27, 193.218.143.187, 93.100.73.160,
78.140.234.98, 93.159.236.11, 46.243.181.35, 46.243.181.242

iptables -A INPUT -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
iptables -A INPUT -p tcp -s 45.151.108.0/23 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 94.140.198.64/27 -m tcp --dport 22 -j ACCEPT


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:install_point_ssg:micra_install
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_brief:install_point_ssg:micra_install

iptables
iptables
iptables
iptables
iptables
iptables
iptables

service iptables save

INPUT -p
INPUT -p
INPUT -p
INPUT -p
INPUT -p
INPUT -p
INPUT -p

Ecan Bbl ncnonb3yete firewalld:

tcp
tcp
tcp
tcp
tcp
tcp

193.218.143.187 -m tcp --dport 22 -j ACCEPT
93.100.73.160 -m tcp --dport 22 -j ACCEPT
78.140.234.98 -m tcp --dport 22 -j ACCEPT
93.159.236.11 -m tcp --dport 22 -j ACCEPT
46.243.181.35 -m tcp --dport 22 -j ACCEPT
46.243.181.242 -m tcp --dport 22 -j ACCEPT

tcp --dport 22 -j DROP

firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="45.151.108.0/23" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="94.140.198.64/27" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="193.218.143.187" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="93.100.73.160" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="78.140.234.98" service name="ssh" accept’
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="93.159.236.11" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="46.243.181.35" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="46.243.181.242" service name="ssh" accept’
firewall-cmd --zone=public --remove-service=ssh --permanent

firewall-cmd --reload

!CoxpaHuTe CBOM HaCTpOﬁKM, MNOCKOJIbKY CepBep B npouecce UHCTaNNAUUm GVAET

nepesarpy>xet!

Y6eAnBLINCL B TOM, 4TO yAaneHHbIn gocTyn no SSH obecneyeH, NnpuwanTe B TEXHNYECKYHO
noogepxky komnaHum VAS Experts (Service Desk) opopmuTe 3a5BKYy Ha yCTaHOBKY nunueH3umn CKAT
C YKa3aHueM napons v uMeHu nosib3osatens ond SSH pocryna.

YctaHoBka O CKAT ocywecTBASeTCA UHXEeHepaMn UANM CaMOCTOATESIbHO Mo
NHCTPYKuuun: NHctannauma CKAT C nomowbio CKpuUnTa.

‘4™ He obHOBNANTEe AP0 OMEPALMOHHON CUCTEMbI MOKAa He aKTMBMPOBaHa cMcTeMa
U 0OHOB/IEHWIA, 3TO MOXXET MPUBECTMN K OTKa3y ApaliBepa CETEBON KapThl.


https://wiki.vasexperts.ru/doku.php?id=dpi:techsupport_info
https://wiki.vasexperts.ru/doku.php?id=dpi:techsupport_info
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5. ObHoBneHue VEOS

Ons obHoBneHns VEOS HeobXxoaMMO YCTaHOBMTb HOBYO BEPCUIO B COOTBETCTBUM C 0ObIYHBLIM
NPOLLECCOM YCTaHOBKMW.
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