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YCTaHOBKA U HaCTpPoOUKa

B cBs3m ¢ TeM, 4To Red Hat pocpoyHo npekpaTtuna nogaepxky CentOS 8 B KOHLUe
2021 r. komnaHus VAS Experts npepnaraeT cTpaTervio no pajibHenwemy
.‘ ncnonb3osaHuio Red Hat B kavectBe Control Plane.
7 NMepexon Ha HoByl pepakuuio OC nnaHupyeTcs B BUAE LWITATHOrO
obHoBneHusa (0e3 nepeycTaHOBKM), B paMKax aKTUBHOW TEeXHUYECKOW
noapepXKu.

Mepen MOHTUPOBAHUEM cepBepa B CTOWKY ybeamTecb, YTO OH COOTBETCTBYET
HeoOxoauMbIM TpeboBaHUAM:

e TpebosaHua gna CKAT

e TpebosaHua ansa GUI
@ e TpeboBaHua ona QokE
e TpebosaHusa gna COPM-2, COPM-3

B cnyyae BbIIBNEHUA HECOOTBETCTBUI Ha AaHHOM 3Tane obpaTUTeCb B TEXHUYECKYIO
nognepxky VAS Experts ons onepaTUBHOrO peLleHuns Bornpoca.

Ccbinku Ha ISO

e VEOS 8.7 CaxanuH (SHA-256 checksum) ons MMHMManbHOM YCTaHOBKM

ApxuBHble Bepcuun

MoarotoBka yctaHoBo4HOM USB KapTbl NaMATH

Hanbonee nonynspHbIn B HacTosLee BpeMs CNocob yCTaHOBKM OMepaLoOHHON CUCTEMbI Ha
KOMMbOTEP NpeacTaBnseT cobon yCTaHOBKY C YCTaHOBOYHOro USB KapThbl NamMsaTu.

Unetbootin, Multibootusb and Universal USB Installer - yctaHoBwunk VEOS HE BYLET

OE He ncnonb3yinTte nonynspHele nporpaMmmbl ans 3anucu USB-guckos, Takue, kKak Rufus,
paboTaTb, T.K. 3TV NPOrpaMMbl HEKOPPEKTHO KOMMPYIOT YCTaHOBOYHbIN ISO-06pa3

Ins co3gaHmsa yctaHoBo4Horo USB-aucka Ha Linux/Unix 3anyctute komaHay dd:

> dd if=VE0S-8.7-x86 64-minimal.iso of=/dev/sdz bs=1M

(!\ Mpwn 3anncK HY>XXHO yKa3biBaTb BECb AMCK, @ HE pa3fen Ha HéM (T.e. /dev/sdz, HO He
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DD pna Windows MOXHO CKa4aTb 34€eCh.

Mpun ncnons3osaHum dd ona Windows, cHavana 3anyctute dd --list u, BHUMaTENbHO NPOCMOTPEB
cnncok 610koBbIX ycTpoincTe NT, Bbibepute ycTpoincTBo noxoxee Ha \\?\Device\Harddisk1\Partition0 ¢
onuncaHmem Bpoge "Removable media other than floppy. Block size = 512". bBybTe 0CTOPOXHbI C
BbIOOPOM YCTPOMCTBA, B MPOTMBHOM C/ly4ae, Bbl MOXXETe UCMOPTUTh faHHble Ha ApYrux gmckax!

NMoaroroBka yCTaHOBOYHOIO AMUCKa

TpaANLMOHHBIN CNOCob yCTaHOBKM ONEpPaLMOHHON CMCTEMbI Ha KOMMbIOTEP NpeacTaBaseT cobon
YCTAHOBKY C yCTaHoBOYHOro DVD-aucka.

3anucb obpasa aucka nop onepauuoHHou cuctemon MS Windows

®ann ISO-06paza ancka — 3To han cneymanbHOro hopMaTa, NOArOTOBEHHbIN ANS 3aNUCK Ha AUCK.
Ana 3anucu ISO-obpasa nof onepaunoHHon cuctemon MS Windows ncnonb3ynTe cneumanbHble
nporpammbl: SCDWriter, Nero BurningROM u gpyrue.

3anucb obpasa amcka c nomowbio Small CD-Writer

Becb npouecc 3anmcy ycTaHOBOYHOMO AncKa npu nomowum Small CD-Writer cOCTOUT M3 Cefyowmx
LUaros:

1. ckavaTb obpa3 aucTpmnbyTmnea;

2. cKavaTb apxus nporpamMmel Small CD-Writer
http://gluek.info/wiki/_media/software/scdwriterl4.zip;

pacnakoBaTb (paisibl NporpamMmmsl U3 apxuea B obon KaTanor;

BCTaBUTb YUCTLIN AUCK B NPUBOS;

BOVWTW B pacMakOoBaHHbIA KaTasior 1 3anycTutb nporpammy SCDWriter.exe;

OTKPbITb MYHKT MeHI0 Anck = 3anucaTb ISO-06pa3 Ha AMCK 1, B NOABMBLUEMCS OKHE, YKa3aTb
nyTb K 06pa3y Ancka;

7. Ha)kaTb KHOMKY 3anucaTb.
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3anucb obpasa gucka noa onepauMoHHOM cucteMom Linux

Ana 3anucu ISO-06pa30B pekoMeHAyeTCa UCNob30BaTb NporpaMmbl K3b nnn Brasero, koTopble
NOCTaBNSATCA B KOMMNAeKTe toboro anctpubyTrnea onepaumoHHON cucTemsl Linux.

3anucb obpasa gucka c nomowbio K3b

Becb Mpowuecc 3anmcy YCTaHOBOYHOMO AUCKa Npw nomoLy K3b cocTouT 13 cneayowmx LWaros:

1. ecnn nporpamma k3b oTcyTCTBYET, HEOOXOANUMO YCTAHOBUTbL €€ B CUCTEMY, NCMNOJIb3YS
CTaHOapTHbIe A5 Balero aucTpubyTrBa MHCTPYMEHTbI YCTAHOBKYM NPOrpamm;

2. 3anycTute nporpammy k3b. Mpu npaBuiibHbIX HACTPONKaxX Nporpamma coobwnt o6 oTCyTCTBUN
npobaem c cucTemon 1 NPeaNoXnT NEPENTH K 3anncn Ha QUCK;

3. B MeHI0 rnaBHoro okHa Cepsuc (Service) BolbepuTe NnyHKT 3anuncats obpa3 DVD (Burn DVD
image);

4. B nosiBMBLLUEMCS OKHe 3anncaTb 06pa3 DVD (Burn DVD image) HaxxmuTe Ha KHomnKy Beibop
tanna gnd 3anucu. OTKpoeTCa gnanor, B KOTopoM Heobxoanmo BbibpaTh 1ISO-06pa3 ans
3anucum n nocne Boibopa HaxkaTb KHOMKy OK;

5. nporpamma k3b nokaxxeTt nHgopmaumo o ISO-hannsie N HAYHET BbIYNCIATL KOHTPOJIBHYIO
CyMMy. 3Ta onepauns MOXXeT 3aHATb HECKOJIbKO MUHYT. M0ly4eHHYI0 KOHTPOJIbHYIO CYMMYy
MOXKHO CpaBHUTbL ¢ MD5SUM cymMom Ha cTpaHuue anctpubyTtusa;

6. eC/n KOHTPOJIbHbIE CYMMbl HE COBMAZA0T, 3HAYUT, ANs 3anncu bbii BbiIbpaH He TOT hann nam
CKaYaHHbIN ISO-06pa3 bbin ucnopyeH Bo BpeMs nepenayn AaHHbIX N0 CETH;

7. eCnn KOHTPOJIbHbIE CYMMbl COBMafaloT, BCTaBbTe AUCK A4 3aNUCKU B ANCKOBOA. JoxanTech
aKTMBaALMM KHOMKKM HavaTb (Start);

8. HaxMuTe Ha KHOMNKy HayvaTb (Start).



YcTaHOBKaA

[n4 3arpy3kKy KoMnbioTepa C Lefibio YCTaHOBKM CUCTEMbl HEOOX0AMMO BOCNO/Ib30BaThLCA HOCUTENEM,
copgepxawum amuctpubytmns VEOS.

NMocnepoBaTeNnbHOCTb YCTAaHOBKHM

Mocne ycnewHon nHLmnanmnsaumm obopynoBaHns oTobpaxaeTcs MeHto 3arpy34ymka C BapmaHTaMmu
YCTaHOBKMW CUCTEMBbI:

Uells 8.6

Install VelS 8.6
Test this media & install WVelS 8.6

Troub leshoot ing

Mpw BbIBOpE 0ObIYHOrO BapuaHTa yCTaHOBKYM 3amnyCKaeTCa rpaduiecknii MHTepdenc nporpammel-
yCTaHOBLUMKA. [poLecc yCTaHOBKM pa3feniéH Ha warun. Kax bl war nocBAWEH HacTporKe Uiu
yCTaHOBKe onpenesiéHHOro CBONCTBa CUCTEeMbI. LLlarn Hy>XHO NPOX0oAMTb Nocsie0BaTe/NbHO.
Mepexon K cnegytoliemy Lwary npoucxoanT Mo HaxaTuto KHoNkK danee. MNpy NOMOLLM KHOMKK
Ha3agn, npy Heo6X0AUMOCTMW, MOXKHO BEPHYTLCS K Y>Ke NPONAEHHOMY Lary v U3MeHUTb HaCTPONKHN.

TexHn4yeckne ceegeHms o Xxoae yCTaHOBKM (1or-chann) MOXHO NOCMOTPEThL, Haxas Ctrl+Alt+F1,
BEPHYTbLCA K rpadmnyeckon nporpamMmme yctaHoBku — Ctrl+Alt+F7. Mo HaxaTuto Ctrl+Alt+F2
OTKPOETCH 0T/NIal04Has BUPTYaNbHasA KOHCOb. Ka)KAbli Lar CONPOBOXAAETCS KPAaTKOM CPaBKON,
KOTOPY0 MOXKHO BbI3BaTb, WENKHYB KHOMKY CnpaBka nan Ha)kaB knaBully F1. YCTaHOBKA CUCTEMbI
BbIMNOJIHAETCA NO CAefyowmM Lwaram:

1. BbIbOp A3bIKa NHTepdenca yCTaHOBKM
2. HacTpounka napameTpoB ycTaHoBKM OC - packnagka KiaBuaTypbl, NoALep)KKa A3bIKOB,
yCTaHOBKa AaTbl 1 BpDEMEHHOW 30Hbl, NOArOTOBKA pa3fefioB AMCcKa, HaCcTporKa ceTu,



KOH(Mrypauma noamTukn 6e3onacHoOCTM 1 co3faHne adMUHUCTPATOPCKOM YHETHOW 3anucu
3. yCTaHOBKa CMCTEeMbl Ha BbIOpaHHbIA ONCK
4. 3aBeplueHne yCTaHOBKM U nepe3arpyska

e Pa3smeTka aucka gna MO CKAT:

~ 20 b ong KOpHEBOro pasaena.

@) OcTaBLueecs NPOCTPAHCTBO BbIAE/INTE ONA ANPEKTOpUKM /var.
H CKAT He ucnonb3yet pa3gen SWAP, HO OH HyXeH 015 CUCTEMHbIX 3ajay,
onsa atoro TpebyeTtcs BolnennTs 4 I'b.

e OTkno4uTe Hyper-threading B BIOS ansa MO CKAT!

NMpepBaputenbHasa HacTpouka VEOS

Ecnv Bbl NOAy4MANM OT HacC y)Xe roTOBYI CMCTEMY, TO Cpa3y obpaTuTeck K pasgeny VHCTpykumsa no
NHCTannaumm.

B npoTnBHOM C/ly4ae BaM HEOOX0AMMO CaMOCTOATESIbHO YCTAHOBUTL Ha Ball cepBep ONepaLMOHHYI0
cuctemy VEOS n npenocTaBnTb HaM yaaneHHbIn AocTyn no SSH v npasa root ans nposeneHns pabor
Mo YyCTaHOBKE N HaYaNbHOW HacTporKe nnatdopmel. MNocne 3aBepweHns paboT yaaneHHbIn 4oCcTyn
MO>XHO 3aKpbIThb.

1. Co3pganTe nonb3oBaTens vasexpertsmnt:
adduser -m -G wheel -u 3333 vasexpertsmnt
2. 3aganTe CNOXKHbIN Napo/b ANs Nonb30oBaTeNs vasexpertsmnt:

passwd vasexpertsmnt
Ons ynobcTea MoXeTe CreHeprMpoBaTh Maposb C NOMOLLbIO openssl:

openssl rand -base64 15

3. CoxpaHuTe naponb gsa vasexpertsmnt.
4. YCTaHOBUWTe pa3pelleHune nonb3osaTensaMm rpynnsl wheel Ha ucnosib3oBaHme BCex KOMaHg oT
MMEeHW BCex MoJsib3oBaTenen, ona atoro Heobxoammo fobasuTb B /etc/sudoers CTPOKY:

swheel ALL=(ALL) NOPASSWD: ALL

5. [na npenocTtaBneHnsa yaaneHHoro 4octyna no SSH n yctaHoBAEHUS OrpaHNYeHUI Ha
jonycTumble IP agpeca u3 cnucka:

45.151.108.0/22, 94.140.198.64/27, 78.140.234.98, 193.218.143.187,
93.100.47.212, 93.100.73.160, 77.247.170.134, 91.197.172.2,
46.243.181.242, 93.159.236.11
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iptables -A INPUT -m conntrack --ctstate RELATED,ESTABLISHED -j ACCEPT
iptables -A INPUT -p tcp -s 45.151.108.0/22 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 94.140.198.64/27 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 78.140.234.98 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 193.218.143.187 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 93.100.47.212 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 93.100.73.160 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 77.247.170.134 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 91.197.172.2 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 46.243.181.242 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp -s 93.159.236.11 -m tcp --dport 22 -j ACCEPT
iptables -A INPUT -p tcp --dport 22 -j DROP

service iptables save

Ecnm Bbl ncnonb3yete firewalld:

firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="45.151.108.0/22" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule family="ipv4"
source address="94.140.198.64/27" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="1ipv4" source address="78.140.234.98" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="193.218.143.187" service name="ssh" accept'’
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="93.100.47.212" service name="ssh" accept’
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="1ipv4" source address="93.100.73.160" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="77.247.170.134" service name="ssh" accept’
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="91.197.172.2" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="46.243.181.242" service name="ssh" accept'
firewall-cmd --permanent --zone=public --add-rich-rule='rule
family="ipv4" source address="93.159.236.11" service name="ssh" accept’
firewall-cmd --reload
firewall-cmd --zone=public --remove-service=ssh --permanent

ICoxpaHUTe CBOM HAaCTPOMKHM, NOCKOJILKY CEpBep B Npouecce MHCTannauumn obyper
nepesarpyeH!

YbeamBLINCh B TOM, Y4TO yAaseHHbIN AoCTyn no SSH obecneyeH, npuwanTe B TEXHUYECKYIO
noanepxky komnaHum VAS Experts (Service Desk) opopmuTe 3a5BKY Ha YCTaHOBKY nmueH3un CKAT
C YKa3aHueM napons v uMeHu nosib3osatens ond SSH pocryna.

YctaHoBka MO CKAT ocywecTBASETCA UHXEHepaMn WAN CaMOCTOATESIbHO Mo
NHCTPYKUuKn: NHcTannauma CKAT ¢ nomowbio CKpUnTa.
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7 . .
0 He obHoBnsAnTE A4p0 ONepauMoOHHOMW CACTEMbI MOKa He aKTMBMpPOBaHa CMCTeEMa
u 0BHOBJIEHMIA, 3TO MOXET NPUBECTU K OTKA3y [panBepa CeTeBoi KapThl

1)

YcTpaHeHMe 0TKasa
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