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ObHOBNEHME CUCTEeMHbIX Moaynen U
koMmnoHeHToB B VEOS 8.8

OOHOBNEHHDbIE MOAY U

e Python: o6HOBNEH C Bepcun 3.6 go 3.9.
e Nginx: o6bHoBNEH ¢ Bepcum 1.16.1 o 1.20.1.
e Node.js: 06HOBNEH C Bepcun 14.x fo 18.x.

OOHOBNEHHBbIE KOMNOHEHThI

PHP: o6bHOBNEH C Bepcumn 7.2.24 no 7.2.34.
Ruby: obHoBNEH C Bepcun 2.5.9 o 3.1.2.
MariaDB: o6HoBnEH ¢ Bepcum 10.3 go 10.5.
LLVM: obHoBNEH ¢ Bepcun 14.0.6 no 16.0.6.

VlHCTpYMEHTbI MPOU3BOAUTENIBHOCTU U OTJZIAAKH

* NetworkManager: o6HoBNéH no Bepcum 1.40.16-4.el8 8.

ObHoBNeHUA De30nNacHOCTHU

e ObHOBNEHME Afpa:
o finpo obHoBneHo ¢ Bepcumn 4.18.0-425.19.2 no 4.18.0-477.13.1.
o WcnpasneHbl ya3suMocTu B nf_tables n gpyrux komnoHeHTax netfilter (CVE-2023-32233,
CVE-2023-0386).
o YayyweHa 3alimTa oT nepenonHeHunn dydepa B NFSv2 n NFSv3 (CVE-2022-43945).
o YcuneHa NpoBepKa LenoCTHOCTY AaHHbIX B crypto: jitter n crypto: hmac gna pexuma
FIPS.
o OBbHOBNEHbI MapaMeTpbl KOHGpUIypaumumn sapa 414 NpeaoTBpaLleHns ICKanaunm
NPUBUIEr NI N yTeYeK AaHHbIX.
e Libreswan:
o WcnpaBneHa owmnbka B 0bpaboTke nakeTos IKEV1 (arpeccmBHbIN pexnm),
npenoTBpaLlaoLLas noTeHUManbHble YA3BUMOCTH.
e SELinux:
o ObHoBNeHo ¢ Bepcun 3.14.3-117 po 3.14.3-139.
o WUcnpaBneHa obpaboTka hannos kpuntorpadudeckon bubnmortekn opencryptoki B
/dev/shm.
o Pa3pewéH goctyn httpd k TokeHam B /dev/shm.
o OBHOBNEHbI NOINTUKK ANa system_cronjob_t n rpm_script_t.



N3MeHeHMA B naKeTax

JobaBneHHbIE

efitools: MHCcTpyMeHTbI Ana paboTsl ¢ EFI.

perl-I0-Tty: 3aBucumocTun ana pabotel ¢ TTY.

perl-YAML-LibYAML: MNognep>xka YAML B Perl.

sbsigntools: MHCTpyMeHTbI Ans nognuceiBaHnsa Secure Boot.

perl-10-stringy: WHCTpyMeHTbl 415 paboTbl C TEKCTOBLIMW AaHHLIMU B BUAE (DannoBbIX
LEeCKpUnTOpPOB.

perl-IPC-Run: YnpasneHue npoueccamu n nx notokamu (stdin, stdout, stderr) s Perl.

YpanéHHoble

e dvd+rw-tools: 3ameHeHbl Ha Bonee COBpeMEHHbIE YTUNTSI.

e perl-Digest-SHAL: 3aMeHeHbl Ha COBpPEMEeHHble KpunTorpaduyeckne dnubnmorteku.

* zabbix: YcTapeBWwunin NnakeT MOHUTOPUWHIA.

e guava20: bubnmoTeka Java C pacLUMPEHHBIMU KOANEKLUNAMU, YTUANTAMWN AN NOTOKOB,
KelwunpoBaHns n 06paboTKmn CTPOK.
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