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4 FastPCRF settings for Radius servers

Radius servers within the radius_server list are unequal: the first one is considered to
be the main Radius server, whereas the rest are considered to be as backup servers. If

FastPCRF detects that the main Radius server is not responding for a long time, the
corresponding will be reset and FastPCRF will connect to the next radius server from

the list. However, the FastPCRF periodically attempts to connect to the main radius

server until it becomes available.

Parameter

Format

Default
value

Description

default_reject policing

string

no

The default policing
profile name for
unauthorized users

default_reject_whitelist

string

no

Service 5 (White list)
profile name used by
default for
unauthorized users.

radius_revive_period

seconds

120

Periodicity of the
reconnection to the
main Radius server.

radius_max_pending_requests

number

1000000

The maximum number
of pending requests
from the FastDPI
servers. When this
threshold is exceeded,
the incoming requests
from the FastDPI
servers will not be
handled.

coa_max_pending_requests

number

100000

The maximum number
of pending CoA
requests from the
Radius servers. This
value should not be
higher than the value
of the

async _queue size
parameter; the
recommended value
should not be more
than

async _queue size/

2.
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Parameter Format Default Description
value

Specifies a single
Radius server and its
configuration
parameters: secret -
the secret of the
Radius server; IP - the
Radius server IP
address; dev
(optional) - the name
of the interface used
to establish
connection; if it is not
specified, then the
interface will be
selected by the
operating system;
port is the port;
param=value is the
configuration
parameters (via
semicolon) for a given
Radius server. See the
Radius_server
parameter description

radius_server secret@ip%dev:port{;param=value}* no

Radius_server parameter description

Each Radius server is described by a separate radius server parameter in the configuration file. At
least two radius servers are typically specified: the primary Radius server and the backup one, it
implies that there must be at least two lines with the radius server parameter, i.e. one line for the
primary Radius server and second one - for the backup servers. The maximum number of Radius
servers is 16. The Radius server specified in the configuration file in the first place is considered as
the main server, whereas the rest ones (specified within the configuration file later on) are considered
the backup ones. Backup servers are used when the main one is unreachable in the order in which
they are specified within the conf file. At any given moment, only one Radius server is active.

The configuration parameters of the radius server can be specified in three ways:

1. Values that are the same for all the Radius servers - they are specified as normal parameters in
the fastpcrf.conf file. The main idea is that they must be specified before the radius server
parameters, only in this case they will be applied to all the Radius servers.

2. You can create your own configuration file for each radius-server, whose name is specified by
the conf parameter within the radius server line, for example:

radius server=secret@l0.10.3.5:1812;conf=radius-main.conf

In this example, the values from radius-main.conf take precedence over the values of common
Radius servers parameters.

3. Parameters unique to a given radius server can be specified explicitly in the radius server
line, for example:



radius server=secret@l0.10.3.5:1812;conf=radius-
main.conf;msg auth attr=1

In this example, the msg_auth_attr parameter is specified for a given 10.10.3.5 server and
overrides the value of the corresponding parameter in the radius-main.conf configuration file. Note
that the order in which the parameters appear within the radius server line is very important: the
parameters will by applied following the exact order they are specified in the radius server line. If
you invert conf and msg_auth param in the example above and if msg_auth param=0 within the
radius-main.conf configuration file, then msg_auth param= 0 will be used from radius-main.conf

instead.

NHpuBnpyanbHble napameTpbl Radius-cepsepoB

MapameTp B
fastpcrf.conf

MapameTp B
radius_server

dopmMaT

3HayeHUue No yMOJIYaHUIO

OnucaHue

radius_dead_timeout

dead_timeout

CeKYHAbI

60

Ecnn B TeyeHue 3TOrO
nepvoaa BpeMeHu oT
radius-cepeepa He
MPWLLO HX OLHOrO
0TBETa, a 3anpockl ecTb,
TO cepBep cynTaeTCs
ymepwum n FastPCRF
nepeksilyaeTcs Ha
cnepyowmn radius-cepsep
n3 cnucka. Ecnm ymep
rnaBHbIN radius-cepsep,
TO Ha4yMHaeTCs oTYeT
radius_revive_period no
OKOHYaHWI0 KOTOPOro
6yneT npom3seneHa
noneITKa
nepenoakYeHns.

radius_max_connect_count

max_connect_count

qynucno

16

MakcumanbHoe Yncno
KOHHEKTOB K 04HOMY
radius-cepsepy. CornacHo
RFC 2865, nog,
naeHTUguKaTop,
NO3BOSIOLLMIA
COMOCTaBMTb 3aMnpoc C
O0TBETOM, OTBOAMUTCA Mose
pa3mepom 1 6aiiT, TO ecTb
OLHO COEIHEHNE MOXET
OLHOBPEMEHHO
obcnyxxneaTtb He bonee
256 3anpocos. Ans
npeoaosieHNs 3Toro
OrpaHuYeHuns
cneunpukaymns
npeanaraeT Co3aBaThb
HEeCKOJIbKO NOLKIIYEHWN
K 0gHOMY radius-cepsepy.
DaKTN4eCckn 3ToT
napameTp 3afaeT 4yMcio
OLHOBPEMEHHBIX 3anpoCcoB
K ogHoMy radius-cepBepy:
radius_max_connect_count
*256.




MapameTp B
fastpcrf.conf

MapameTp B
radius_server

dopmMaT

3HayeHUue No yMoJl4aHuUIo

OnucaHue

radius_response_timeout

response_timeout

CEKYHObI

30

TanM-ayT 0XuaaHus
oTBeTa Ha 3anpoc Access-
Request K radius-cepsepy.
Ecnin B Te4yeHune 3TOr0
BPEMEeHU 0TBET Ha 3anpoc
He npuLen, 3anpoc
cymTaeTcs oTbpoLLEHHbIM
radius-cepsepom
(Hanpumep, No npu4nHe
“CANWKOM MHOTO
3anpocos”) u fastpcrf
nblTaeTcs NocnaTh 3anpoc
3aHOBO.

radius_resend_count

resend_count

4ymncno

MakcumalsibHoe
KOJIN4ECTBO MOMbITOK
MOBTOPHOW OTMNPaBKM
3anpoca. Ecnm yucno
MONbITOK MOBTOPHON
0TMNpPaBKM 3anpocoB
ncyepnaHo u 0TBeT OT
radius-cepeepa He
nonydyeH, fastpcrf Huyero
He coobuaeT fastdpi-
cepsepy. Fastdpi B cnyvae
OTCYTCTBMS OTBETa Ha
aBTOPU3aLNIO B TEYEHNE
onpeneneHHoro Tanm-
ayTa (napameTp
auth_resend_timeout
tanna fastdpi.conf)
NoLAEeT NOBTOPHbIN
3anpoc Ha aBTopM3aLuIo.

radius_status_server

status_server

6ynes TUN

MapameTp,
nogaepxueaet au radius-
cepsep 3anpoc Status-
Server n3 RFC 5997.
[aHHbI TN 3anpoca
ucnonb3yetcsa fastperf gns
nuHra radius-cepeepa,
ocobeHHO B ciiyvae
BPEMEHHOMN
HeLOCTYMHOCTU
OCHoBHoro radius-
cepsepa. be3 nogaepxku
Status-Server NoHATb, 4TO
OCHOBHOW radius-cepsep
BOCCTaHOBMJICS, BECbMa
3aTPYLHUTENbHO.

radius_user_password

user_password

CTpoKa

VasExperts.FastDPI

3Ha4eHwue aTpubyTa User-
Password 3anpoca Access-
Request.




MapameTp B
fastpcrf.conf

MapameTp B
radius_server

dopmMaT

3HayeHUue No yMoJl4aHuUIo

OnucaHue

radius_user_name_auth

user_name_auth

CTpoOKa

login,ip,qing

HaunHas c Bepcun CKAT
7.4, B fastpcrf.conf
napameTp
radius_user_name_auth
3aaeT 3HavyeHue
aTpubyTa User-Name B
nopsiake npeanoyTeHus:
login - ucnonb3oBaTtb
nornH aboHeHTa ip -
ncnosb3osaThk IP-agpec
aboHeHTa qing -
ncnonb3oBaTh QinQ-Ter B
opmaTe
«outerVLAN.innerVLAN»;
Hanpumep, «101.205»

radius_unknown_user

unknown_user

CTpOKa

VasExperts.FastDPl.unknownUser

JloruH nonb3oBaTens,
€CJIN HaCTOSALWMIA NOTUH
Hewn3BecTeH FastDPI. 370
3HaveHune aTpubyTa User-
Name 3anpoca Access-
Request, ecnn
radius_user_name_ip=0u
JIOFMH MoJsib30BaTeNs
Heun3BecTeH.
MNpepnonaraeTcs, 4To
radius-cepeep B oTBETE
Access-Accept coobwmnT
UCTWHHBIA JTIOFUH
nonb3oBaTens,
onpeaeneHHbln no ero IP-
apgpecy, B3aTOMy U3
aTpubyTta Framed-IP-
Address. Cnegyet
YYUTBIBATB, YTO AAHHbINA
napaMmeTp TECHO CBSA3aH C
napameTpom
radius_user_name_auth n
NPUMEHSETCS, TONbKO
€CJIN HMKaKow cnocob
3allaHnsa aTpubyTa User-
Name He NpUMeHNM.

radius_unknown_user_psw

unknown_user_pws

CTpOKa

VasExperts.FastDPI

3HaveHune aTpubyTa User-
Password ons
Hen3BeCcTHOro JIornHa
nonb3oBaTens.
MpUMeHseTCa TONbKO
ecnu
radius_user_name_ip=0.
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MapameTp B
fastpcrf.conf

MapameTp B
radius_server

dopmMaT

3HayeHUue No yMoJl4aHuUIo

OnucaHue

radius_msg_auth_attr

msg_auth_attr

6ynes TUN

MapameTp,
nonaepxmeaeT au radius-
cepsep aTpmbyT Message-
Authenticator u3 RFC
2869. Ecnm aTpubyT
noALep>X1MBaeTCH,
FastPCRF bygeT
BbIYMCAATb U BKAOYATb
Message-Authenticator B
Kakabln 3anpoc Access-
Request n Status-Server, a
TakXXe aHann3MpoBaThb
3TOT aTpubyT B OTBETAX;
€CJin B 0TBETE NpoBepKa
aTpunbyTa Message-
Authenticator
3aKaH4MBaeTCs oWnbKoNM,
TO TakKow OTBeT
oTbpackiBaeTCH.

radius_attr_nas_port_type

attr_nas_port_type

qynucno

5 (Virtual)

3HauyeHue aTpunbyTta NAS-
Port-Type (RFC 2865)
3anpoca Access-Request.

radius_attr _nas_ip_address

attr nas_ip_address

IPv4-anpec

HET

3HaveHmne aTpubyTa NAS-
IP-Address n3 RFC 2865
3anpoca Access-Request.
Ecnn He 3apmaH - aTpubyT
NAS-IP-Address He
BKJIIO4aeTCs B 3anpoc.

radius_attr_nas_id

attr_nas_id

CTpOKa

HET

3HauyeHue aTpnbyTta NAS-
Identifier 3anpoca Access-
Request. CornacHo
RFC2865, nnbo NAS-IP-
Address, nnbo NAS-
Identifier nomxeH 6bITb
3apaH B Access-Request.

radius_attr_service_type

attr_service_type

4yncno

2 (Framed)

3HayeHune aTpubyTa
Service-Type n3 RFC 2865
3anpoca Access-Request.

radius_attr_cui

attr_cui

bynes Tun

MapameTp,
nogaepxueaet au radius-
cepBep aTpubyT
Chargeable-User-ldentity
(CUI) n3 RFC 4372. Ecnn
3TOT aTpnbyT
NnoALEep>XMBaeTCH, TO
FastPCRF B 3anpoce
Access-Request nomelaer
B 3TOT aTpubyT NIOrMH
nonb30BaTens; ecau
JIOTMH HEN3BECTEH, TO B
aTpmbyT nomelLaeTcs
HyneBon 6anT, 4TO
03HavaeT, cornacHo RFC
4372, 3anpoc fornHa y
radius-cepsepa. B oTBeTe
Access-Accept FastPCRF
OXMIaeT NpPUXoaa B 3TOM
aTpmbyTe NCTUHHOrO
JIOrMHa Nosb30BaTens,
KoTOpbI radius-cepsep
MOXET onpenenunTb no
ero IP-agpecy (aTpnbyT
Framed-IP-Address
3anpoca).




MapameTp B
fastpcrf.conf

MapameTp B
radius_server

dopmMaT

3HayeHUue No yMoJl4aHuUIo

OnucaHue

radius_coa_port

coa_port

UDP-ropT

3799

UDP-nopT, Ha KOTOpPbIN
noctynatoT Change-of-
Authorization (CoA)
onoselleHus Disconnect-
Request, CoA-Request 13
RFC 5176. Ecnu radius-
cepBep He nofafepxueaeT
CoA, cnefyeT 3apaTb
3TOMY napameTpy
3HaveHwue 0.

radius_coa_resend_timeout

coa_resend_timeout

CEKYHAbI

TanM-ayT NepenochiKu
CoA-oTtBeToB (Disconnect-
ACK, Disconnect-NAK,
CoA-ACK, CoA-NAK) B
cnyvae npobnem ¢
cokeToM (06bI4HO
nepenosHeHne o4yepenn
cokeTa). KonnyecTtso
MOBTOPHbIX MOMbITOK
3aaeTCsA NapaMeTpoMm
radius_resend_count.

coa_reauth_ack

coa_reauth_ack

6ynes Tun

Kak oTBe4aTb Ha CoA-
Request ¢ Service-Type=8
(Authenticate-Only): 0
(3HayveHve nNo ymonyaHuio)
- no RFC5176 p.3.2:
oTBe4vaTb CoA-NAK ¢ Error-
Cause=507 (Request
Initiated) 1 -
HeCcTaHAapTHoe
noeefieHne: oTBe4aeM
CoA-ACK
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