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7 Checklist for L3-Connected BRAS
configuring

L3-Connected BRAS Diagnostic Procedure

e Check if authorization is enabled in fastdpi.conf settings

e |s there traffic from local subscribers? Remember that authorization takes place only after the
packet from a local subscriber is received.

« If FastDPI and FastPCRF are installed on different servers, then you should first check the
firewall settings: whether you have configured FastPCRF server to allow access from the FastDPI
server to the TCP port for establishing fastDPI » fastPCRF connection (by default 29002).
Similarly, in order to establish the opposite direction connection, the FastDPI server should be
configured to allow access from the FastPCRF to the TCP management port (by default 29000).

e Check if there is a fastDPI - fastPCRF connection available. If the connection suddenly fails,
then the following message will be written to the fastdpi_ap0.log log file:

[INFO 1[2018/06/09-19:46:58:603824] auth_server::close_socket: client socket fd=27 closed
When a connection is established, the following message is logged:

[INFO ]1[2018/06/09-19:45:46:843710] auth server::accept: accepted client
connection from 127.0.0.1:53498, fd=27, slot=1l

e [poBepbTe, ecTb M CBA3b C Pagunyc-cepsepomM. O npobiemax cBs3n ¢ Pagnyc-cepsepom
roBOpAT cnefytowme coobuieHuns B fastdpi_ap2.log:

[ERROR ][2018/06/09-19:57:44:168053] rad auth[0]::on conn error: fd=24,
port=54189: errno=111 'Connection refused’

[INFO ]1[2018/06/09-19:57:44:168062] rad auth[0]::close connection: fd=24,
port=54189, reqgs=1

Takxe 0 npobnemax MOryT CUrHaN3MPOBATb MHOXKECTBO 3anncein 0 Nepenochlsike 3arnpocoB Ha
Pagunyc-cepsep. lNpu ycTaHoBKe cBA3U C Pagnyc-cepsepom Bbl yBuauTe B fastpcrf_ap2.log HeuTo
nofobHoe:

[INFO ][2018/06/09-20:01:44:190499] rad auth[Q@]::init connection: new
connection to X.X.X.X%eth0:1812, fd=18, port=40510, connection count=1

e [IpoBepbTe CBOW Pagunyc-cepep: 4OXOAAT AN A0 Hero 3anpockl oT FastPCRF (Bo3MoXXHas
npu4mHa - 3akpbIT firewall Ha UDP-nopTel Pagnyca), npaBunbHO nn ykasaH Pagnyc-cekpeTt

MapameTp radius_unknown_user (unknown_user) - CTpoKa, JIOrMH NoJib30BaTeNs, €CAN HACTOALLNN
norunH HenssecTeH fastdpi. 3Ha4yeHne no ymonyaHuto: ‘Vaskexperts.FastDPl.unknownUser’. 3To
3Ha4veHue aTpmbyTa User-Name 3anpoca Access-Request, ecnm radius_user_name_ip paBeH HyJto 1
NOrVH NoJsib30BaTeNa Hen3BecTeH. MpeanosaraeTcs, 4To radius-cepsep B oTBeTe Access-Accept
COOBLUNT UCTUHHbBIN NOMMH MOJb30BaTeNA, onpeaesieHHbIn Mo ero IP-agpecy, B3aToMy U3 atpubyTta
Framed-IP-Address v BbilwneT VasExperts.FastDPl.unknownUser, B pa3obpaHHbix Wireshark'om
naketax BuaHo User-Name = ip, B norax:


https://wiki.vasexperts.ru/doku.php?id=service:brass:opt_bras:reference_bras:params_fastpcrf:setup_radius_fastpcrf

[TRACE ]1[2018/07/04-15:10:34:011126] auth server::process: auth request:
user IP=10.12.0.146, login='<n/a>', vlan-count=0

HaumHas co CKAT 7.4 nosBunca Takon napameTp, 6bonee ceexui: radius_user_name_auth, cm. no
ccoinke MHTerpauunsa ¢ Pagnyc CepsepoM oTciofa v nosensetcs IP B User-Name, ecnm ero 3agaTbh Kak
radius_user_name_auth=login, To npu oTcyTCcTBMM NnornHa byaet bpaTbCs
VasExperts.FastDPl.unknownUser

370 napameTp Ang fastpcrf.conf
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