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IPFIX receiver utility

Introduction

IPFIX receiver is used for receiving an IPFIX (Netflow 10) stream from DPI devices and store the
stream to a local file. The stored file can be processed as a text file any unix utilities.

Installation and upgrade

1. use VAS Experts repositore according to p.1 of the DPI installation instruction.
2. install ipfixreceiver:

yum install -y ipfixreceiver

3. check changes in configuration files for installed version look at part "Important changes in
version ..."

Important changes in version 1.0.3 vs 1.0.2

1. chenged configuration file in part of IP address transformation, since 1.0.3 version use
decodeipv4, decodeipv6 in Export model to exoprt IP in readable mode. Expamle:

source ip4, decodeipvé4

destination ip4, decodeipv4

2. saving data now in separate process, important if DPI has more than 25 000 session per second,
it can load upto 2 proccesor cores. In DEBUG loging added check records to controll save
processing
(@)cnt=NNNNN - send NNNNN buffer
(b)ent=YYYYY - saved YYYYY buffer.

3. buffer_size parameter added - size of buffer to interchange between receiver and saver
processes, use it in [dump] section, default value - 100000 records (for 20Gbe or 25 000
seesion per second). If the buffer size is not reached then 30sec timeout is used to push buffer
into saver process.

Supplied files

1. configuration expamples:

/etc/dpiui/ipfixreceiver.conf - clickstream example (http/https
clickstream)

/etc/dpiui/ipfixreceiverflow.conf - session example (netflow 10/IPFIX
full session export)


https://wiki.vasexperts.ru/doku.php?id=en:dpi_10_update

/etc/dpiui/ipfixreceiversip.conf - meta information (sip connections)
example

2. programm files directory:
/usr/local/lib/ipfixreceiver.d/
3. additional files:

/etc/dpiui/port proto.txt - for translation protocol number to text
protocol name

4. link to executable:

/usr/local/bin/ipfixreceiver -> link to
/usr/local/lib/ipfixreceiver.d/ipfixreceiver

AononHuTenbHbIe HacTpouku OC

1. HacTpowuTe iptables onsa npuema BHeWHUX AaHHbIX
Ana paboThl ipfixreceiver'a TpebyeTcs OTKPbITb MOPThI KOTOPbIE Tak e byAyT MCNOo/b30BaThCA
B KOH(Urypauum B paszene [connect]
Hanpumep Bamun ncnonb3ytoTcsa npotokos TCP, 1500 nopt n IP=212.12.11.10

[connect]
protocol=tcp
host=212.12.11.10
port=1500

Ina npuema IPFIX noToka y Bac B /etc/sysconfig/iptables ponxHo 6bITh CneaytoLLee nNpasuo:
-A INPUT -p tcp -m state --state NEW -m tcp --dport 1500 -j ACCEPT
He 3abynbTe 4TO nocne BHeceHMs npasuna B iptables TpebyeTca nepesanyck:

service iptables restart

2. HaCTpOWTe poTaumio Ioros
Mpumep poTauum ana nor ganna /var/log/dpiuiflow.log, cozgante B oupekTopumn
/etc/logrotate.d/ hann flowlog cnepytouiero cogepxaHus

/var/log/dpiui*.log {
rotate 5
missingok
notifempty
compress
size 160M
daily
copytruncate



nocreate
postrotate
endscript

ObpaTunTe BHUMaHME Ha UCMONb30BaHNe MeToAa copytruncate, nHaye ann bygeT nepecosgaH
1 3anncb Nlora U3 npouecca npekpaTuTcs.

CooTBeTCTBEHHO B KOH(Mrypauuu ipfixreceiver y Bac B pasfene [handler_ipfixreceiverlogger]
yKa3aHo ciegytoliee:

args=('/var/log/dpiuiflow.log', 'a+')

. HacTponTe ynaneHue ctapbix ainnos. Hanpumep yaaneHue ctapbix apxusos (bonee 31 aHs) C

3aMMcAMU 0 CECCUSX 3amaKoBaHHbIX gzip:

15 4 * * * /phin/find /var/dump/dpiui/ -name url \*.dump.gz -cmin +44640
-delete > /dev/null 2>&1

N3meHnTE CTpOYKy Nopa Bawwm TpebosaHns n nobasbTe B hann /var/spool/cron/root.

NMapaMeTpbl 3anycka nporpamMmbl

YTunuta ipfixreceiver umeeT cnegyiowne napameTpbl 3anycka :

usage: ipfixreceiver start|stop|restart|status|-v [-f <config file>]

roe

start - 3anycK B pexume cepsuca

stop - OCTaHOB CepBuCa

state - COCTOsiHMe paboThl cepBuUca

restart - nepesanyck cepsuca

-V - BbIBECTU UH(OPMaLINIO O BEpCUN

-f <config file> - yka3aTb hann KOHUrypauum gns 3anycka cepsmca
Mpumep:

ipfixreceiver start -f /etc/dpiui/ipfixreceiverflow.conf

KoHdurypauus

Mo ymonyaHuio ncrnonb3lyetcs ans KoHdurypauum /etc/dpiui/ipfixreceiver.conf .

oEonbLue MHDOPMaLIMM O KOH(UTYPUPOBAHNW JIOTMPOBAHNS MOXXHO HalTK Mo cChbinke Logging


https://docs.python.org/2.6/library/logging.html

CnyxebHble pa3aenbl

1. loggers - onpefenseT UCnonb3yemble N0r NAeHTUPUKaTOPSI
2. handlers - onpenenseT ncnonb3yemble 06paboTynKm ONs COXpaHeHMs nora
3. formatters - onpenenseT ncnonb3yemble hopmaTbl 415 nora

logger_root

1. level - onpenensieT ypoBeHb OrMpoBaHMA (BEPXHUI YPOBEHb)
Bo3MOXXHble 3HaYeHNs:

CRITICAL - TOJIbKO KpUTMYeCKUe OWMOKM, MUHUMASIbHBIN YPOBEHb COOOLLEHMI
ERROR - BKJ0Yasa ownbkm

WARNING - BKJIlOMasa npepynpexneHns

INFO - BKJIlOYaa MHMopMaLmio

DEBUG - BKJ1t0OYas OT/1lago4yHble

NOTSET - Bce, MakcuManbHbI ypoBeHb CO0BLLEHUI (BKOYas BCE BbILLE

nepevyncieHHole)

Mpumep:
level=DEBUG

2. handlers - ncnonb3yembie 06paboTynkm coobLLeHNIN
Mpumep:

handlers=ipfixreceiverlogger

handler _ipfixreceiverlogger

1. class - knacc obpaboTymka
Mpumep:

class=FileHandler

2. level - ypoBeHb coobuieHni
level=DEBUG

3. formatter - HanmeHoBaHMe hopMaTa coobLeHnn
formatter=ipfixreceiverlogger

4. args - napameTpbl 06paboTymKa

args=('/var/log/dpiuiflow.log', 'a+')



formatter _ipfixreceiverlogger

1. format - onucaHme copmaTta coobLLieHns
Mpumep:

format=%(asctime)s - %(name)s - %(levelname)s - %(message)s

roe
%(name)s - M4 fora

%(levelname)s - ypoBeHb coobweHns ('DEBUG', 'INFO', 'WARNING', 'ERROR',
"CRITICAL'").

%(asctime)s - paTa, no ymonyaHuo opmat “2003-07-08 16:49:45,896" (none
3ans8Taoln yKa3aHbl MUIIMCEKYHIbI).

%(message)s - coobuieHmne

2. datefmt - onncanue popmaTa gaThl
Mpumep:

datefmt="'%m-%d %H:%M'

connect

1. protocol - npoTokon (tcp unm udp).
protocol=udp

2. host - IP unn nms cepsepa.
host=1localhost

3. port - HoMep nopTa.

port=9996

dump

1. rotate_minutes - nepvof B M1HyTax, No NPOLUECTBUN KOTOPOro BPEMEHHbIN (haiis B
dumpfiledir/<port>.url.dump byneTt nepemelleH B apxmB (Mv) 1 Co3aaH HOBbI BPEMEHHbIN
thann.

rotate minutes=10

2. processcmd - KOMaHAa KoTopas byaeT 3anylieHa No OKOHYaHWW poTauun daina, napameTp
UMSs aiina c NyTeM K HeMmy.

processcmd=gzip %%S
3. dumpfiledir - anpekTopmsa Kyaa 6yayT COXpaHATLCA (halbl C NPUHATLIMUA OAHHBIMU.

dumpfiledir=/var/dump/dpiui/ipfixflow/



4. buffer size - pa3mep bydepa obMeHa Mexxay npoLeccom nprema n 3anucu B gais, rno
YyMOJI4aHMI0 3Ha4YeHne napameTpa 100000 3anucen (opneHTUpoBaHo Ha 20I6uT Tpaduka nnm
25 000 ceccuin B cek). ECnm K-Bo ceccuin B CEKYHAOY 3HaYUTENbHO MeHbLLE, To 0653aTenbHO
NPONOPLMNOHANBHO N3MEHUTE AAHHbLIN NapameTp.

InfoModel

briok onuceiBaeT nosyvyaemble AaHHble no IPFIX npoTokony.

1. InfoElements - napameTp C onncaHWeM 371eMeHTOB MH(OopPMaLMoHHON Mogenu ansa IPFIX

InfoElements =

rae,

octetDeltaCount, 0, 1, UINT64, True
packetDeltaCount, 0, 2, UINT64, True
protocolIldentifier, 0, 3, UINTS8

session id, 43823, 2000, UINT64, True

session_id - HaumeHoBaHue rnons u3 onucaHma IPFIX cMm. pa3genbl
43823 - yHUKaNbHbIN HOMEp opraHn3aunmn (enterprise number)
1 - yHMKasbHbIN HOMEp Nons

UINT64 - Twun nons

True - MCNoJsib30BaTb 0bpaTHbLIN Nopafgok 6ant (endian). 3HavyeHns - True wam
nycTo.
Tunbl nonen:
Type Length |Type IPFIX
OCTET_ARRAY |VARLEN|octetArray
UINT8 1 unsigned8
UINT16 2 unsignedl16
UINT32 4 unsigned32
UINT64 8 unsigned64
INT8 1 signed8
INT16 2 signed16
INT32 4 signed32
INT64 8 signed64
FLOAT32 4 float32
FLOAT64 8 float64
BOOL 1 boolean
MAC_ADDR 6 macAddress
STRING VARLEN|string
SECONDS 4 dateTimeSeconds
MILLISECONDS |8 dateTimeMilliseconds
MICROSECONDS|8 dateTimeMicroseconds
NANOSECONDS |8 dateTimeNanoseconds
IPAADDR 4 ipv4Address
IP6ADDR 16 ipv6Address




HanmeHoBaHMe Nonen n onucaHne MOXXHO B35Tb MO CCbIJIKaM:

1. WabnoH akcnopTa Netflow B hopmaTe IPFIX
2. WabnoHbl 3kcnopTa clickstream u SIP

JononHuTenbHaa nHgpopmaunsa:
Information Model for IP Flow Information Export

ExportModel

onpefenseT napaMeTpbl MOAENN A5 IKCMOPTa, 3ape3epBrnpoBaHo aas byayuiero ncnonb3oBaHms.
1. Mode - TUn ncnonb3yemoro sKcnopTa

Mode = File

ExportModelFile

OnucaHne mogenu akcnopTa File.
1. Delimiter pasgenutens nonen B cTpoke ( \t - Tabynauus, ewe npumepsl - |,;)
Delimiter = \t
2. ExportElements - onucaHme nonen KoTopble ByayT cOXpaHeHbl B hann.

ExportElements = timestamp, seconds, %%Y-%%m-%%d %%H:%%M:%%S.000+03
login
source ip4
destination ip4
host, decodehost
path, decodepath
referal, decodereferer
session id
rhe rnonsi B KaXXA40N CTPOKe:
MMS - HAMMEeHOBaHMe nons U3 uHpopmaumnoHHon mogenn [InfoModel] (login,
session_id wuT.n.)
o0bpaboTymk - Nnpouenypa 0bpaboTkn Nons nepen BIBOAOM

seconds - rone B CeKyHAax, oxuaaercs opmaTt

milliseconds - nose B MUANCEKYHAAX, MUKPOCEKYHAAX,
HaHOCeKyHax oXXunpgaetcs popmaTt

decodehost - nepekoauposaTb U3 punycode B UTF-8

decodepath - nepekoauposatb 3 urlencoding B UTF-8

decodereferer - nepekogupoBaTb M3 (punycode,urlencoding) B
UTF-8

decodeproto - MepekoanpoBaTb MAEHTU(MKATOP NPOTOKONA B
CTPOKY

topmaT - onucaHue hopmata gna seconds, milliseconds.
MpuMep: %Y -%%Mm-%%d %%H : %%M: %%S . %%F+0300


https://wiki.vasexperts.ru/doku.php?id=en:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=en:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=en:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=en:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=en:li_ipfix
https://wiki.vasexperts.ru/doku.php?id=en:li_ipfix
https://wiki.vasexperts.ru/doku.php?id=en:li_ipfix
https://wiki.vasexperts.ru/doku.php?id=en:li_ipfix
https://tools.ietf.org/html/rfc5102.html

PesynbTaT: 2016-05-25 13:13:35.621000+0300

Mpobnembl n pewseHuns

1. KaK Nony4yuTb BEPCUIO YTUANTbI?
Wcnonb3yinTe cnepytouime KOMaHabl:

ipfixreceiver -v
yum info ipfixreceiver

2. MOXXHO N1 Ha o4WH NopT oTnpaeaaTh IPFIX noToku ¢ pa3Hbix DPI?
Na. EDMHCTBEHHOE B 3anucbiBaeMOM MOTOKe UxX byneT He pa3inynTb.
3. KaK NOHATb, 4TO yTuAnTa pabotaet?
a) NpoBepbTE, 4TO MNOPT U3 KOHDUTYpaLMK NPOCAYLIMBAETCA yTUANTON, HanpuMmep 1500:

netstat -nlp | grep 1500

b) npoBepbTe nor, HET nn ownbokK
c) NMpoBepbTe, 4TO 3aNNUCb B MPOMEXYTOYHbIN haill NPoNCXoanT, Hanpumep ans 9996 noprta
(AnpekTopua gns gannos - /var/dump/dpiui/ipfixurl):

tail -f /var/dump/dpiui/ipfixurl/9996.url.dump

4. BCe NPOBEPEHOD, HO NpmneMa coobLeHnin HeT?
a) 3abblnn OTKPbLITL NOPT B iptables.
b) nHuumnannsunposanu ipfixreceiver c HesepHbIM IP cepBepa.

5. ¢ DPI nget 60nbLI0E KONNYECTBO ceccuin (bonee 2 MaH ceccnin/mun), npu Bkato4eHHom DEBUG
peXxnume BMAHO, 4TO c4eTYMK obMeHa bydepamn He ycrneBaeT 3anmcaTb 40 NONyYEHUS
cnepytowlero 6s10ka 3anmcen, 4To MOXXHO caenaTb?

a) yoanuTe npeobpaszoBaHme faTbl B CTPOKY, 3TO YMEHbLUMT NPOLECCOPHOE BpeMS Ha
06paboTKy 1 LONONHUTESNIbHO NOJy4YnUTe YMeHbLUeHe obbeMa pe3ynbTupyloLlero ganna

b) yapanute npeobpa3zoBaHue decodeipv4, He 3HAYMTENIbHO, HO TaK XKe Moy4YnuTe YCKOpeHune
3anucu hanna

c)HacTpouTe buffer_size npu k-Be cec /cek bonee 30k coBMecTHO ¢ n.d

d) yBennybTe 4acToTy npoueccopa 1 06beM NamaTu
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