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"Online Reports” module

Purpose

The Online Reports module allows real-time monitoring of a subscriber’s current traffic state to assess
connection quality based on multiple metrics, as well as monitoring the network state for DPI
configuration debugging during initial setup or changes. More details on usage cases can be found
here.

The structure of online reports is the same as in the “NetFlow” section, but with some differences:

1. Monitoring is performed for only one subscriber or one host.
2. The aggregation interval can be as low as 5 seconds (instead of 15 minutes in NetFlow), which
provides near real-time visualization.

Quick start

1. Go to “QoE Analytics” = “Online Reports”.

2. Set the “Aggregation period” value.
We recommend setting it close to the netflow timeout on the sender side. If aggregation
periods shorter than 10 minutes are unavailable, configure QoE according to the
setup instructions.

3. Configure flow capture. On the “Filters” dashboard, click the “magic wand” icon and select the
required flow capture type. Enter the subscriber’s login/IP or the host/IP of the monitored target.

@ Subscriber flow capture — reports by subscriber (speed, protocols, RTT,
. clickstream, etc.).
Host flow capture — analysis of traffic to a specific host.



Data collection starts immediately, and over time the graph fills with more data.

To control data collection, use the “Start data collection” and “Stop data collection” buttons in the
upper-left corner of the “Reports” dashboard:

< Reports
o | ® @
5 Group by

In the “Full raw log” field (below the graph), you can view which flows are currently active for the
selected subscriber or host protocol.

Various reports are available for the selected subscriber or host, listed on the left side of the window.
These are the same as in the regular “NetFlow” section but display live data.
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Example of the “Traffic by application protocols” report for a subscriber:
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Example of the “Traffic by application protocols” report for a host:

QoE analytics > Online reports & o

Online netflow

Settings menu

Aggregation period 1 minute v @ Window width 10~ @ For oll DP1 devices v 7! @ 2 o~
iiters "
e ¢ ||| Poports Subscriber protocol list Traffic change graph >
z O+ B z2le ® @ Top opplication protecels with high traffic I Traffic by epplication protacols
= Filters Group by Pratocol Group Tratfic
Active report is s
Filtar B & R e
highlighted in gray ither P
Bl B Traff ed
Lty https 443 Web browsing 7662963 || e ppivis
L Traff =]
0O googlecem O D Tratfic spee B quie_ietf 49280 Web browsing 1,784,644
1
2 v D 5423056 a 1 Traffic by protocols 3 mpso wets browsing - P—
1 .
a v 0 wznsssz a O Traffic by opplication protocols T— Unkn 498,450
O Traffic by opplication protocols gi v 2040 Y :07:00
[}
O Troffic by AS
rEof B < [ Bport 100 & || Spinearea 5 [ Export
[1 Tratfic by subscribers AS ey ——
O Traffic by vehannets a
O Tratfic by closses sl
N Fowstart > Flowend Session D SourcelPvd- Source lPvé- Sourceport  Source AS i h i inati Login Subscriber
Flow
[ Flow by protocals
2023-06-0111 2023-06-01 N 9012618821551 64.233165.83 443 519 78.25128.206 : 39938 30493 78.26128.206
O Flow by eppication protocols
2023-04-017 2023-06-0111 1501251881431 64 233165194 443 Lo 54299161 E 51954 IPae3 54299161
O Flow by eppication protocols grot
2023-06-0111 2023-06-01 T 150125181431 54299061 51954 39493 64.233165.94. :: 443 15169 54299161
1 Flow by vehannels
Filters dashboard R 2023-06-011 2023-06-011 301251832504 78.25167.:29 52039 39493 1422510090 443 15169 78.25157.29
- n - [ Flow by classes 1100 of 7266 U 2 3 &4 B = = O Export 00+

Description of additional report settings

e Settings menu:
o Aggregation period — frequency of data updates.
o Window width — defines the “length” of the graph (number of data points). You can set a
value from 1 to 30.
o Device — select the DPI to monitor.
In the settings menu, you can choose the device for which to view the report.


https://wiki.vasexperts.ru/lib/exe/detail.php?id=en%3Adpi%3Aqoe_analytics%3Aqoe_gui%3Areports%3Aonline_reports_module&media=en:dpi:qoe_analytics:qoe_gui:reports:online_reports_module:subscriber_reports.png
https://wiki.vasexperts.ru/lib/exe/detail.php?id=en%3Adpi%3Aqoe_analytics%3Aqoe_gui%3Areports%3Aonline_reports_module&media=en:dpi:qoe_analytics:qoe_gui:reports:online_reports_module:host_reports.png

For all DPI devices -

For all DPI devices

[0 Current DPI device
O oPi-1
O

DP1-2
1

Current DPI device — the device currently selected in the “DPI Management”
section.

o Settings.
Allows adjusting the report update frequency (how often the graph refreshes and new
rows appear).
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o Refresh.

o Cache clearing.
Cache — all data used to form the graph. It can be cleared to restart the graph from
scratch. The cache automatically clears every hour.
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e “Filters” dashboard — shows monitored subscribers/hosts. You can add, edit, or delete them.
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e Protocol list — displays current subscriber/host protocols. The color of each protocol matches its
line color on the graph.

e Traffic variation chart — displays protocol traffic graphically. The vertical axis shows traffic
volume; the horizontal axis shows time.

e Full raw log — displays full information about the subscriber/host.

Data collection and aggregation setup

Step 1. On the sender side (DPI)

1. Go to “DPI Management” = “Configuration”.

2. In the “Groups” configuration, open “Statistics collection and analysis by protocols and
directions”.

3. In the “Parameters” configuration, change the “Data export interval in seconds
(netflow timeout)” value. This value must be less than or equal to the rotation
interval on the receiver side.
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4. Save the configuration. Select “Save without validation”.
Configuration
B Save o B
VERIFY

[B] VERIFY AND SAVE

E SAVE WITHOUT VERIFICATION

5. Restart the configuration. Traffic interruption will occur!
rotocols and directions ’ :

*  Fast DPI config saved!
Update the hot parameters or restart Fast DPI for applying
the changes!

Cancel Update Restart

Step 2. On the receiver side (QoE)

1. Go to “Administrator” - “QoE Stor Configuration”.
2. In “Settings”, select “Receivers”.
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3. In the “Receivers” configuration, click the “pencil” icon (edit) and set each NetFlow receiver’s
rotation period in minutes or seconds (the database load interval). We recommend setting
one minute in the “Rotation in minutes” field. These values must be greater than or

equal to the netflow_timeout on the sender side!
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There are no strict limits on the rotation interval. Settings can be made in either minutes
or seconds. Using both fields simultaneously is not allowed.

Port type Port
tcp 1500

Rotate in seconds Rotate by flows
o 0

~Delay in seconds Queue size Insert processes number

o 10 o

Export Balancer
92.255.2011231500/tcp 3 Disabled
Balancer subreceivers Balancer subreceivers type Balancer auto

10.0.0.2/9920,10.0.0.3/3440 tep Disabled

It is important to assign identical values to all NetFlow receivers!
4. Save and restart the configuration.

Configuration

[ Save O ® 9

€1, Settings
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Configuration saved.

Do you want to restort configuration?

E After applying these settings, the database load will increase, and the graphical
interface may run slower than usual.

After completing all setup steps, you can generate online reports.

Usage cases

1. Real-time subscriber traffic analysis
2. Checking DPI equipment configuration
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