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16 Triggers in QoE

Triggers are used to search for data in QoE Stor according to the specified parameters. After the
trigger is fired, one of the following actions is possible:

¢ GUI notification
e HTTP action
e sending email

Required SSG options:

e Statistics gathering and analysis on protocols and directions
» Subscriber notifications

Required additional modules:
e DPIUI2 (GUI - Graphical User Interface)

e QOE Stor (Statistics collection module)

Trigger configuration example: Finding the source of a
Flood DDOS attack

General Information

(]

Trigger name «Source of DDoS», days of week - all, check frequency - every hour, number of
positives - once, time and date of start/end - not specified.

H Every day, once an hour, a check will be carried out according to the conditions
described below.

Queries

Quedies

Qwery name Report Periad from Period b
=

A Max ¥ naw- 15 minute o 0

¢ Add a field
* Name: A


https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_options:opt_statistics:start
https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_options:opt_notify:start
https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:qoestor:start

e Choose a table to be scanned: Raw full netflow - Tables - Attacks detection - Top hosts IPs -
Maxi
e Set the period from: «now - 15minute», until : «<now»

In this case, the traffic analysis for the selected page will be carried out for the period
of the last 15 minutes.

Conditions

Condithans

Bind Qg name FuinCtion C oimibsinator Sarie OipeErator Valug
AL A avg sesaion |ietime A1

AND avg Sessions 1500 O

e Add "+" 2 fields

Bind - AND

Function - avg

Serie in the 1 field - session timeout <= 20(ms)
Serie in the 2 field - number of sessions >= 1500

H We have set a condition — the trigger will fire when it detects both signs: sessions
with lifetime equal or less than 20ms AND more than 1500 sessions from one IP-host.

Error handling

I no data If execution &mor or Bmeout

No data +  Kaap last state bl

e In the field "If no data" — No data
* In the field "If execution error or timeout" — Keep last state

In this configuration — if there are no errors, no data will be saved; if any, information
will be saved in the form of a table containing suspicious sessions.



Actions

E-mail

(=]

e For automatic filling - click on the "</>" icon (automatic filling of the form)
¢ |n the field "Send to" — specify email address

m With this setting, when the trigger is fired, all information about the event will be sent
to the specified email: ID, trigger name, status, link to the report (saved state).

Notification

(]

* For automatic filling - click on the "</>" icon (automatic filling of the form)
e Choose the notification type — "Warning"
e With this setting, a notification will be created in the SSG

B Al F & Alris actions £
Only selocied triggars o Only selected notifications =
Trigper nama Typa Mass Hoia Type Diaie Arame
- =] . [ -
1 Doz B Alering | 14.08.2020 1353, avpifow_val_ta_s O netification 14.08 37030 13.58.03 o
i ODos nonc weree [ED R 14.08.2020 1358 avglavg_ses_lifed O nedficaton 14.08 2030 13:568:23 t
Didos B Alering | 14,08 2020 1356 avgifiow_vol_to s O nadification 1408 3050 135643 o
DDos nonex wete DGR ] 14.08.2020 1365, avplavg_ses et 0 netification 14.08 3030 13.56.05 o
Cidos. s Aleriing | 14.08.2020 1354 avgifiow_val b s O nadficadon 14.08 2030 135423 t
Do m 14082020 1352 avgifow_vol_to s O magificaton 14.08 2020 135232 o
DDos nones weme 14.08.2020 1351 avglavg ==s =t O nodification 14.08 2030 135025 o
Didos & Aerang | 14.08.2020 1380 avgifow_vol_to_s O

You can get a link to the report in the notification menu



Select notification
Select - "Details"

L Motifications

I Trggers

DDos nowck wetousmka (B)

Mo: 8

 Subscribers synchronization

Hardware: FastDPl

Success

# Ssh connection

Hardware: GUI

Success: Ssh connected

= Ssh connection

= Ssh connection

Hardware: Babilon

Success: Ssh connected

x
O~ 0O~

23.09.2020 23:09

Mark as read

Delete

23.09.2020 23:00

2£3.08.2020 23:00

23.09.2020 23:00




0 Motifications

“= Triggers
Status Read
Motification date 23,09, 2020 23:09

Notify type Warning
Maotification content

DDos nowck weTo4HMEa (8)

Ma: &

Tpurrep: DDos NOMCK MCTOUHNED
Craryc: firing

BaxuocTe: information

Janpoce::

A: QoETableFullflowRawTopHostslps\Widget

“pH‘IIIHhI BOIHHEKHOBEHWA Il]'nllt.ll LGN

avglavg_ses_lifetime) <= 200000 is true in query A

avg(sessions_unig) >= 1 is true in query A

CCbINKA H3 OTHETEI-

A: https /19216888 11#QoEAnyReportireport_id=rMeFukSp316vU1b

Follow the link to the report - it will open in a new tab.

HTTP



niod

A Ons e -
Maolification ® E-miai " + g s
Meithod Iy L v
POST *  hipadyour_redming_hostissues emlHoey=your_redmine_api key ncd
- necd
Headers & Bady 5
- O not
“Fxml wersion="1.0"7 RECMINE JSON
Hamse Walue
LI
- _ - <progect_id=1</project_id= REDMINE XM
Cantent-Type applicationterm J <subject=CpaGoran Tpsrmep: {tigger name}=/subject
<pionty_id=1</prionty_id=

'-Ia—--:':_ll-:" WMo [ingger. i}
Tpurmep: { a1

JANDOCH
Irpger queneas;

e For automatic filling - click on the "</>" icon (automatic filling of the form)
e Choose the method most suitable for your ticket system and enter the URL

incoming packets, etc. are averaged. More precise configuration should be made

@ It is important to understand: the number of established sessions, the number of
taking into account the specifics of your network.

Trigger configuration example: Finding the target of a Flood
DDOS attack

It differs from the previous example in setting 2 and 3 stages (Queries and Conditions).

Queries



Cuarias

+

CHigTy name Raprt Panad from Panod o

i Max kT now = 15 minutes neowe i

L1 BEd sh bruteiorcs

Conditions E O B Top application protocols -
+ B O B Topsubscribers

Bind O BB By iraffic peEratod Walue

AND O & By A - a

[==]
O BB By wession lifetime
22|

Mo data & emor handing

O

By subacribers and hosts

1 no data 0 B Max megut

MWo data w

B O B Tophosts IPs

F O Raw dickstream
&

In the "Report" field choose Raw full netflow - Tables » Attacks detection - Top subscribers - Maxi

Conditions

Caonditions
+

Beindl Query nams Funclion Combinalor Serie Oiperator Value

AND A g Flow valumela > 10000 o

Serie — "Flow volume to subscribers", >= 10000

incoming packets, etc. are averaged. More precise configuration should be made

@ It is important to understand: the number of established sessions, the number of
taking into account the specifics of your network.

BotNet Analysis

It differs from the previous example in setting 2 and 3 stages (Queries and Conditions).

Queries



Guwery name Report Period fram Period 10
Wlaxi w mow = 15 minubs O -
B Full raw log T now - 15 minuta o A

e Choose Raw full netflow - Tables = Attacks detection - Top application protocols -» Maxi for
the "A" value
e Raw full network - Tables -» Raw log = Full raw log for the "B" value

Conditions

Conditinn

Bind Cluery nams Function Combinator Saria Ciperator Value
OR B avg Destination port = {n]
OR B avy Source port = BEET
OR B A% Crestination part 1050 ]
3] B avg Saurce port 108I ]

AND A avy Flow, Piis’s = 2000 0

Most often, BotNet uses ports 6667 and 1080 — add each destination/source port by selecting query
"B" with value "OR" and choose Flow Pcts/s equal or more than 2000.

With this configuration, if at least on one of the ports (6667/1080) the number of
passing packets is more than 2000 per second, the trigger will fire.

incoming packets, etc. are averaged. More precise configuration should be made

@ It is important to understand: the number of established sessions, the number of
taking into account the specifics of your network.

Subscriber's interest in competitor resources

General information

(]

Trigger name «Subscriber's interest in competitor resources», days of week - all, check frequency -
every hour, number of positives - once, time and date of start/end - not specified.



Every day, once an hour, a check will be carried out according to the conditions
described below.

Queries
s .
4+
ChUSry naime Repoit Period From Period 1o
Faw clickatream now = 1 howr oW (W]
g8 Bl Y ficey = 1 hoiar A (W]
e Add "+" field
e Name A
Choose a table to be scanned: Raw clickstream - Tables -» Raw clickstream
e Name B
Choose a table to be scanned: Raw full netflow - Tables —» Attacks detection - Top hosts IPs —»
Maxi

e Set the period from: "now - 1 hour", until : "now"

In this case, the traffic analysis for the selected tables will be carried out every hour.

Conditions
Conditions -
+
Bind Qusary nama Functon Combimator Serna Operator Walua
OR A avp Hast = “miegaton.n in}
AND B avg Flow volume fro »= 800 o
OR A E Hast = “mis.nu

e Add "+" 3 fields

e First field — choose table "A"; Bind - "OR"; Function - "avg"; Serie Host = *megafon.com (or any
other competitor ISP)

e Second field — choose table "B"; Bind "AND"; Function - "avg"; Serie Flow volume from
subscriber, Pct/s >= 800

ﬂ We have set a condition — the trigger will fire at least 800 packets (not an accidental
but meaningful visits) from a subscriber to a competitor's site.



Error handling

I no data If execution &mor or Bmeout

[ -l =4 =
o data +  Kaep last stata -

e In the field "If no data" — No data
¢ In the field "If execution error or timeout" — Keep last state

In this configuration — if there are no errors, no data will be saved; if any, information
will be saved in the form of a table containing suspicious sessions.

Actions

E-mail

(]

e For automatic filling - click on the "</>" icon (automatic filling of the form)
¢ In the field "Send to" — specify email address

ﬂ With this setting, when the trigger is fired, all information about the event will be sent
to the specified email: ID, trigger name, status, link to the report (saved state).

Notification

=]

e For automatic filling - click on the "</>" icon (automatic filling of the form)
¢ Choose the notification type — "Warning"
e With this setting, a notification will be created in the SSG



T Al

! [ Only selocted wiggers

[ Trigger name Type

C), Filtes -
) O Doos [ e
] O DDosnomos wcror (NI
O Odes | & aering
[ DDos nonex were. [T
O ol [ siern |
O Ddos | s _dering |
[  DDos nonc meree [0
O Ddos x=n

B X}, Filter
14.08.2020 1358 avgiow_val_to_s 01
14.08.2020 1358 avglavg_ses_liet O
14082020 1356 avgiow_vol_to_s (1
14.08.2020 1355 avglavg_ses_ e [
14082020 13:64- avgifiow val b s O
14.08.2020 1352 avgifow_val_te_s O

14.08.2020 1351 avglavg_ses_et [

14.08.2020 1380 avgifiow_val_to_s 0

& Alerls actions

[ Only selected notfications

O Tyne

|

O O o

%

You can get a link to the report in the notification menu

Select notification
Select — "Details"

&=

L1 Motifications

O Triggers

DDos nowck wetousmka (B)

Mo: 8

% Subscribers synchronization
Hardware: FastDPI

Success

P

=) Ssh connection

Hardware: GUI

Success: Ssh connected

= Ssh connection

Hardware: 3ecnopecypc
Success: Ssh connected

& Ssh connection

Hardware: Babilon

Success: Ssh connected

14.08 2030 135803
1408 2020 135823
14.08 3030 1356543
14.08 2030 13.56.05
1408 HH 135423
1408 2030 135222

1408 2030 135025

x
M~ 0O~

£3.08.2020 23:09

Mark as read

Delete

23.08.2020 23:00

23.08.2020 23:00

£3.08.2020 23:00

o o o o o o o



0 Motifications

“= Triggers
Status Read
Motification date 23,09, 2020 23:09

Notify type Warning
Maotification content

DDos nowck weTo4HMEa (8)

Ma: &

Tpurrep: DDos NOMCK MCTOUHNED
Craryc: firing

BaxuocTe: information

Janpoce::

A: QoETableFullflowRawTopHostslps\Widget

“pH‘IIIHhI BOIHHEKHOBEHWA Il]'nllt.ll LGN

avglavg_ses_lifetime) <= 200000 is true in query A

avg(sessions_unig) >= 1 is true in query A

CCbINKA H3 OTHETEI-

A: https /19216888 11#QoEAnyReportireport_id=rMeFukSp316vU1b

Follow the link to the report — it will open in a new tab.

HTTP



Actians

Malilication

Method

POST

Headers

&

Hamse

Caontent-Type

e For automatic filling — click on the "</>" icon (automatic filling of the form)
e Choose the method most suitable for your ticket system and enter the URL

A

E-miai

L

¥  hips

Walue

applcationiaml

your_redming_hostissues xmikey=your_redmine_api_key

& Bady

=Feml version="1.0"7=
IS L
<progscl_id>1</project_id>
=subject=Cpatoran Tpurrep: {mgger name)=/subject:
<pionty_id=1</prionty_id=
<descrglion=WMa. [Ingger )
Tpurrep :'Irl-;gc I "aru:]
Cramyc: [ingger state]
BawHocTe: [Ingger severity)

3anpock!
[tngger queneas)

P pm s o ¢ i imn o mmommiom s rac g 8 8 e b gm0

»

B ofs

REDMINE 150N

REDCMINE XML

nid

nod

el

mod

ncd

nod

It is important to understand: the number of established sessions, the number of
incoming packets, etc. are averaged. More precise configuration should be made
taking into account the specifics of your network.
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