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Working with abuse letters. How to find a
subscriber after NAT

The following components are required to work with QoE statistics: QoE Stor Module n
\) SSG DPI control interface.

Description for configuring NAT in QoE: NAT Flow Configuration

This tutorial is how to find the specific subscriber who is reported abuse.

The abuse email usually contains a global address from a NAT pool. We need to understand which of
the subscribers went to the resource where the virus activity was detected at a known time behind
this NAT-pool.

We need to perform two steps — find the necessary information in the abuse email and use it to
identify the subscriber in the GUI of the Stingray.

Step 1. Research the email

1. The address from your NAT pool (source IP).
2. Address of the attacked resource (destination IP)

3. Activity time on the attacked resource (considering the time zones!)

e Example 1.
Fromi "EGF Abue Depr g s solifys 37977 £5,199, 184 2= &

Dwin: Sen Feb 15 7023 1EAT-17 GMT0000 [Coordinabe
Toi =cphusscoudnnastan

365 b 25 fa e S RERAERA 1L, (L)
A Linksereal Time|

v g, <tech@ckmdinegvation g

Subject: | EGP Clousdblock ABL / 1676831816 37977 | | probe'scanfvirusEmojan | 45200 164,108 (PTR: -) [AERT: extramely preblamatic #34, 12-63 abusive hoats)

sssssazsas X-4AF Siyle Summary ssssssssas
Date:FOII03- 10T 1936 SE+0 100
Zource: Eh. 159.1584 ..-'I.'IHI

Type of Abuse: Portscan/Malware/Intrusion Attemgls

Logs: 19:35:48.510541 rule 0/0|match): block in on wma(: 45,185 184 20842305 =B, 190 98 8.55801) Flags [5], seq 35176645983 win 0, opteons [mss 1413], length 0
----------------------------------------- To whom it may concern, 45.1%9,184.208 is reported to you for performing urwanted activities toward ouwr

e Example 2.
Babow i am owerview of recently recorded albuoive aciivity froms 5. 155536532

Scwrce IP { Targated howt | see processed @ J Log enkry (use notes below)

e 4,155,580, tpe-0RE machAbudldere nl [TTT 0T ITT A o o5
45.195.93 8,404 32 L TA0 T LT Sa] Flags (5], weq 2611001070, win 0, options fras 1412], kngth 0

F 45,195 93 5 10T inbch S b s, nl DO3300-30T15 4534404 500 15:45: 1 1L ET0ITE sube 00| matek): bk in en armd 45,195 9340423 = 91 19098 11 445 Flags [3], seq 268100 1070, win 0, eptionm
[=ais 1412), gt 0

12435807 rple I{masch|: Block in on wrmell

More can be found useful in the email:

1. Reason of abuse
Date: 2023-02-27T00:53:34+01:00
Source: 45,199.184.,192
[Type of Abuze: Portscan/Malware/Intrusion Attempts |

Legs: 00:53:29.425121 rule 0/0(match): block in on vmx0: 45,199.184,192.65001 > 91.190.98.8.59891: Flags [5], seq
3803861910, win 0, options [mss 1412], length 0

2. History of abuse (if the activity was repeated)



https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:qoestor:configuration:nat_flow:start

The reported IP address 45.199.184.192 is part of 45.199.184.0/24;
33 of this network's 256 IP addresses (12.89%) were abusive in the last 90 days

Host Last logged attempt (Netherlands time zone)
45.199.184.1 (2022-12-24T720:58:33+01:00)
45.199.184.3 (2023-01-22T18:20:44+01:00)
45,199.184.4 (2023-01-03T16:19:43+01:00)
45,199.184.13 (2022-12-22706:00:34+01:00)

This can help you understand the scope of the problem and identify similar problems on your network.

Step 2. Looking for subscriber activity in the GUI

The task is to determine from the logs which subscriber behind the NAT-pool (source IP) specified in
the letter was accessing the destination IP at that time.

Before you start the search it is worth checking two facts:

1. The NAT pool in question is set to CG-NAT in Stingray.
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2. The NAT log storage time captures the t}me of activity. View and configure


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_pool.png
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Then in the GUI you need to open the section NAT flow, select a period, enter the source and
destination IP.

"' ‘i Lapmrin = ol anohticn > WAR fiow *
tewch ]
T o aroktics - i ETIITII Mo - 2T W O For g b pevicen S
Al Mo mgrapm i
T wedeomd L L B IS rea
e -
3 T i - b L i Thi i L
s b e e s B ; e e -
H Boeee ded g .
e
e [
1 enmgion dveogdciess e
ATE P
A1 sl g [
.
2 o= BT RO MRS T RO s W
T AT Bt e v et [
B A o Legn ..
pu—— 41 Bt -
T SN s
SR
Fannm g '
by i s
uih coud sarvicen -
I ] - - r e ™ bt W
" WS Enperin = ookl pmokyticn. © HAT Plow &
il : B
B Oull armiviics - P il G ey = Wreetem = F
A B A
TOBETE LL METE T RTGR  peamieoree g L Ly s i
a
e - - e 1 Fi - - r i
. - opemw  wma
e § mm-arma mmasa o HEITEAE  © e g o
T S i
lotwree U -0 R O DR pEE & L L ] o
41 owecE part =
b § Em-araa Bmasal O maTLs o amme g o
[ s
P U 000 Wabis Bodd O s B i 0 0
- T off O pET -
R § W10 KIMMAY O EruawIs o e o
[: T R |
[ ] s o mEMIWLN B EL L ] L]
AN P I SHT P B O s
| N30 K MAN O ErMawIe © s 9 o
B 41 ingn =
i mo-aroi0 ArmsAl O WEMIWIT © ALy a o
. ST e [
1 - g A WEHAWT L L] L
- et e -
- § mm-arma A o uamannn o e g o
Tggens-d e 1 A0 M B D MR P ] L]
DLk rp § Em-armo s o samarm o ammm a o
R 0 ime-ah-o00 BB O L EL L] 0 frmas
e . § ED-IN0I0 KIMMI O wrMawIe o ammm g a - - f
Sl K - o= G Bepwt w4
Tl TINK N S

& & & & 8 & 4 & 9

8 & 5 & 8 8 & @ @

o o0 4 & O % o

@ o oA o

O & o3 o

L G

dm



https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_log_lifetime.png
https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_flow_src_dest_1.png
https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_flow_src_dest_2.png

Perform the necessary actions with the found subscriber to prevent further abuse.
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