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Configuration of the SWu Interface

The parameters of the SWu interface are located in the file /etc/ipsec.conf

Section "conn <connection-name>"
Parameter Description Value

ike IKEv2 protocol
parameters aes256-sha256-sha1-prfsha256-prfsha1-modp2048-modp1024!

esp ESP protocol
parameter aes256-sha256-sha1-modp2048-modp1024!

leftauth
Gateway
authentication
method

eap

leftsubnet
Network
serviced by the
server

AAA.BBB.CCC.DDD/MM,
1111.2222.3333.4444.5555.6666.7777.8888/MM

rightauth
Client
authentication
method

eap-diameter

rightsourceip

Source of
destination
addresses for
the client
gateway

[%epdg][%diameter]

auto Action on
startup start

Example:

conn epdg-eap-only
            ike=aes256-sha256-sha1-prfsha256-prfsha1-modp2048-modp1024!
            esp=aes256-sha256-sha1-modp2048-modp1024!
            leftauth=eap
            leftsubnet=10.0.0.0/8
            rightauth=eap-diameter
            rightsourceip=%epdg
            auto=start
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