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IPFIX flows assembly performed by
rcollector2

Introduction

The utility is designed to complement data with auxiliary streams such as clickstream, SIP from the
session stream (netflow). By default, the received data is saved to files, but it can also be saved in the
SORM-3 information system database.

Installing and upgrading

1. add the VAS Experts repository as it is shown in n.1 of DPI installation manual.
2. install rcollector2:

yum install -y rcollector2

3. edit configuration files in the /etc/rcollector2/ directory (description follows)

o Attention! It is needed to modify some startup scripts when upgrading from previous version of
rcollector to rcollector2.

Supplied configuration files

1. configuration examples:

etc/rcollector2/rc2flowprocess - example of executable file designed
to handle sessions (netflow

etc/rcollector2/rc2urlprocess - example of executable file designed to
handle HTTP sessions

etc/rcollector2/rc2sipprocess - example of executable file designed to

handle SIP sessions
etc/rcollector2/rcollector flow.properties - example of configuration

file used flow mode
etc/rcollector2/rcollector url.properties - example of configuration
file used url mode
etc/rcollector2/rcollector sip.properties - example of configuration
file used sip mode

2. executable file:

bin/rcollector2


https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:utilities:rcollector

rcollector2 command line arguments

rcollector2 uses the following command line arguments:

usage: rcollector2 OPTIONS

OPTIONS:

-h, --help display brief help.

-fCONFIG, --config-file=CONFIG configuration file.

-mMODE, --mode=MODE mode of operation. Available modes: flow, urlget, sipget
-UidUNIQUEID, --uniqueid=UNIQUEID unique processing point number.

-ifINFILE, --infile=INFILE input file.

-ofOUTFILE, --outfile=OUTFILE output to a file.

-asnASN, --localasn=ASN comma separated list of local autonomous systems

-oufOUTFILTER, --outfilter=OUTFILTER output records according to the dpi protocol id to a file.
Format to use: <outfile>,<protocol>,...<protocol>|[next filter]. Example: telnet.dump,22,23
-tdUSEFILTER, --tordb=USEFILTER path to the file containing IP addresses of the TOR network.
By default /var/data/tor/ip.db.gz is used.

-sdbDIR, --sessiondb=DIR path to the session data directory. By default /var/db/rcollector is
used.

-outmailFILE, --outfilemail=FILE output file intended to store data about mail connections in
sipget mode.

-outftpFILE, --outfileftp=FILE output file intended to store data about ftp connections in sipget
mode.

-outimFILE, --outfileim=FILE output file intended to store data about im connections in sipget
mode.

-dhINTEGER, --depth=INTEGER search depth to find files containing session data.

-sdrt, --session-db-read-thread use multiple threads when loading session data.

o Attention! In some cases, for example, when OS cache being flushed frequently, this option can
significantly increase the load time of session data. When using this option, 2 streams are created for
reading data by default. Examples of executable files presented above use this option.

-v, --version display the program version.

Configuration

The program parameters are specified in the .properties file. Configuration file named

rcollector MODE.properties in /etc/rcollector2/ directory is loaded by default, where MODE is the
choosen operating mode. flow mode corresponds to flow; urlget mode corresponds to url; and the
sipget mode - to sip.

o When inserting data into the database, the following parameters have to be specified in the
configuration file:

db.host



e db.port

e db.user

e db.pass

e db.name

e db.telco_code

e db.bad rows_dir

* db.validation_error_path

When data is inserted into the database, output files are not created. If there is no connection to the
database, output files will be created according to the command line arguments. During operation, a
file can be created in the directory as provided by db.validation_error_path option, which contains
brief information about the data being discarded since it fails test that is used to detect the presence
of the required fields. The file name matches the name of the input file with the .err extension.

cachedb parameter

This parameter allows you to configure the way of handling files containing session data.

e max_reader_threads - the maximum number of threads starting at the same time to read
session data from files. An integer from 0 to 6.

o In some cases, too many threads can slow down file downloads resulting in a general data
processing slowdown.

stats parameter

This parameter sets the ability of program statistics to be sent to telegraf.

e stats.socket path - path to the telegraf's datagram socket.
e stat.stag - tag to be specified in the rcollector_tag field when sending statistics to the telegraf.

db parameter

[laHHble napameTp NO3BONSAET OPraHM30BaTh BbIBOL MOJyYeHHbIX AaHHbIX B Bl IC COPM-3.

e db.host - agpec cepsepa postgresql

e db.port - nopT

e db.user - nmMa nosnb3oBaTens

e db.pass - naposb Nosib3oBaTeENS

e db.name - nmsa b/

e db.bad_rows_dir - kaTanor ona pasmellieHuns gannos ¢ gaHHbIMU B hopmaTe PGCOPY, KoTopble
Oblnn 0TBEPrHYThI CEpBEPOM posgresql

 db.validation_error_path - kaTanor ona anaos C onMcaHWeM NPUYMHbI 415 0OpOLLEHHbIX
BXOAHbIX AaHHbIX

e db.copy_threads - KonM4eCcTBO MOTOKOB, KOTOPbIE BCTABASAIOT faHHble B posqresql ncnonb3ys
COPY B buHapHOM thopmaTe, N0 yMONYaHuo 1

e db.commit_rows - Konn4ecTBO CTPOK B 0AHOM 6J10KE, OTNPaBASEMOM Ha 3anuck B 64 npu



ncrnonb3osaHum COPY, no ymonyaHuio 5000
db.telco_code - ugpeHTuukaTop telco ona 3anucu B COOTBETCTBYIOLLEE NoJie 64
db.llds_id - nopeHTUdMKaTOp TMa UCTOYHMKA, MO YMOJIHaHWIO YCTaHaBMBAOTCA Cielyiollee
3HaYeHus:

o ona pexuma flow - 309

o onsa pexuma urlget - 310

o ANA pexuma sipget - 311
db.ftp.ldds_ldst id - nogeHTUMKaTOP TNA UCTOYHMKa Ans pexunmos flow n sipget npu BcTaBke
ftp gaHHbIX, N0 ymonyaHuto 307
db.email.ldds_ldst_id - naeHTUUKaTOp TUNa NCTOYHUKA 415 pexuMa sipget npu BcTaBke email
AaHHbIX, Mo ymon4yaHuo 304
db.im.ldds_ldst id - nvoeHTU(MKaTOP TMA UCTOYHMKA 418 pexnmMa sipget npu BCTaBke im
[AaHHbIX, Mo ymondaHuo 306
db.terminal.ldds_ldst id - noeHTUMKaTOP TMa UCTOYHMKA ANs pexunma flow npun BcTaBke
terminal gaHHbIX, N0 ymonyaHuio 308
db.h323.ldds_ldst_id - naeHTUrKaTop TUNa NCTOYHUKA ANs pexuma flow npu BcTaBke h323
AaHHbIX, Mo ymon4yaHuio 311
db.ftp_proto - noeHTUKaTOpbl AN5 onpefeneHns faHHbIX Kak ftp n nx saHeceHne B B, no
ymon4yaHuio "20,21,69,115,152,349,574,662,989,990,3713,6620,6621,6622,65086". Ans
O0TK/04YeHMA HeobxoanMOo yKasaTb none.
db.ssh_proto - nogeHTUdMKaTOPLI 418 onpefeneHns AaHHbIX Kak terminal n nx 3aHeceHve B bJ,
no ymonyaHuio "22,23,3820,992,220". Ins oTKNO4eHNS He0bXoAMMO yKa3aTb none.
db.h323 proto - ngeHTUdUKaTOpPLl AN14 OnpeaeneHnsa gaHHbIX Kak h323 n nx 3aHeceHue B b,
no ymon4yaHuio "4569,49217". Ana oTKN04eHUs He0OX0AMMO yKa3aTb none.
db.require_subscriber_id - npoBepaTb Hanu4yme subscriber_id BO BXOAHbIX AaHHbIX, MO
ymonyaHuio true. Ecnm subscriber_id 6yneT oTcyTCTBOBaTbL M NapaMeTp BbICTaBeH B true, To
3anuce bygeT oTbpolueHa, o 4em byaeTt coobuieHo B MHDOPMaLIMOHHOM hanne
db.http.length.htrq_url - MakcMManbHoe KoiM4ecTBo CMMBOJIOB AN1a nons htrg_url. Mo
ymosidaHuio 1024
db.ftp.length.ftpc_server name - MakCMManbHOe KOJIMYECTBO CUMBOJIOB /15 NOJIA
ftpc_server_name. Mo ymon4yaHwuio 256
db.ftp.length.ftpc_user name - MakcMasnbHOE KOIMYECTBO CMMBOJIOB A1 M0
ftpc_user_name. Mo ymonyaHuio 64
db.ftp.length.ftpc_user password - MakcMManbHOE KONNYECTBO CMMBOJIOB A1 NONS
ftpc_user_password. Mo ymonyaHuio 256
db.email.length.emlic_sender - MakcMMaibHOE KOIM4ECTBO CMBOJIOB 415 nons emlc_sender.
Mo ymonyaHuto 256
db.email.length.emlc_subject - MakcMManbHoOe KOIM4eCTBO CUMBOOB AN15 Nons emlc_subject.
Mo ymonyaHuio 256
db.email.length.emlc_reply to - MakcumanbHoe KONM4eCcTBO CUMBOIOB Ans noas emic_reply to.
Mo ymonyaHuio 256
db.email.length.emcr_receiver - MakcMaibHOE KOJIM4ECTBO CUMBOJIOB AJ15 MONA emMCr_receiver.
Mo ymonyanuto 256
db.email.length.mlcs_server - MakcMManbHoOe KOJIM4ECTBO CUMBOJIOB 418 nons mlcs_server. o
ymon4aHuo 256
db.im.length.imcn_user_login - MakcMManbHOE KONMYECTBO CMMBOJIOB AJ19 NONS
imcn_user_login. Mo ymonvaHuto 20
db.im.length.imcn_user_password - MakC/ManbHOe KOJIM4eCTBO CMMBOJIOB 15 NMOJIA
imcn_user_password. Mo ymonyaHuio 16
db.im.length.imcn_sender_screen_name - MakCManbHOE KOJINYECTBO CUMBOJIOB 4151 NOJIA
imcn_sender_screen_name. 1o ymon4aHuio 32


ftp://ftp.length.ftpc_server_name
ftp://ftp.length.ftpc_user_name
ftp://ftp.length.ftpc_user_password

e db.im.length.imcn_sender_uin - MakCMManbHOe KOJIMYECTBO CUMBOJIOB 4151 NOJIA
imcn_sender_uin. Mo ymonyaHuio 256

e db.im.length.imcr_receiver_screen_name - MakC/MaJ/ibHOE KOJIN4ECTBO CUMBOJIOB /151 NOJIA
imcr_receiver_screen_name. 1o ymon4yaHuio 32

e db.voip.length.vipc_conference id - MakCMasibHOE KOIMYECTBO CMMBOJIOB A5 N0JA
vipc_conference_id. Mo ymonyaHuio 64

e db.voip.length.vipc_originator_name - MakcumManbHoe KOM4eCTBO CUMBOJIOB A5 MONS
vipc_originator_name. Mo ymonyaHuio 64

e db.voip.length.vipc_calling_original_number - MakcumanbHoe KOM4eCTBO CUMBOJIOB A5 MOS
vipc_calling_original_number. Mo ymonyaxuio 128

e db.voip.length.vipc_called original_number - MakCMasibHOe KOIMYECTBO CMMBOJIOB A1 M0JIA
vipc_called_original_number. Mo ymonyaHuio 128

e db.raw.length.rawf_sni_cn - MakcumManbHoe KOIM4eCTBO CMMBOJIOB Ans nosa rawf sni_cn. Mo
yMoJi4aHuo 128

e db.do_content id - chnar, no3sonsWMN coxpaHATb dpi session_id B nonsx data_content id 64.
Mo ymonyaHuio false

e db.raw.sni_protocol - ecnv ykasaH npotokon dpi (Hanpumep 443 ona ssl), To Npu HanAM4yun
LlaHHbIX host_cn oHn BynyT nobasneHsl B nosie rawf sni_cn Tabnuubl raw_flows. Mo ymonyaHuio
BbIKJIIO4EHO

MapameTp csv

e csv.url.extra_data - ecnu 3Ha4YeHne faHHoro gnara true, To B BbIXOAHOM hanne ans url bynyr
copepXXaTbCsa OOMNONHUTENbHbIE NONA: user_agent, cookie, referal. [0 yMon4aHMIO BbIKJIIOYEHO

e csv.raw.sni_protocol - ecnun yka3saH npotokon dpi (Hanpumep 443 gns ssl), To Npu Hann4um
AaHHbIX host_cn oHn 6yayT nobasneHbl B BbIXOAHON (hais. 10 yMONYaHUIO BbIKJIOYEHO

MapameTp nat

[aHHble napamMeTpbl MO3BONAOT OOMOJHUTL flow gaHHbIMK O TpaHCAAUNAX agpecoB B Ciiy4ae UX
OTCYTCTBWMA BO BXOOHOM (ba|7|ne.

e nat.sessions_dir - kaTanor gns noucka annos TpaHcnauni NAT. Onsa obpaboTkm bepyTcs
nocnefHue no BpemeHu co3faHus gamnbsl. Macka noucka cannos url *.dump, url_*.dump.gz.

e nat.files_cnt - konnyecTBo (hannos, KoTopble ByayT ncnosb3oBaHbl Ans 0bpaboTku. Mo
ymMon4daHuo 1 cpan.

dann TpaHcaUnMA fonxkeH bbiTb B (hopMaTe CSV C CUMBOJIOM pa3feneHns Tabynauma n umMeTb
cnegylolwnia oopmaT noneu:

Ne nona OnucaHue

Bpemsa TpaHcnauum (timestamp)
MNpoTokon

Tun cobbiTus NAT

IP agpec NCTo4YHMKa

MopT NCTOYHMKA

IP agpec ncto4yHuka rnocne NAT
MopT ncto4yHuka nocne NAT

~NoobhWIN |




MapameTp logging

JlaHHbIA NapaMeTp OTBEYAET 3a HACTPOWKY JIOrMPOBAHMS MPOrpamMMbl.

* logging.loggers.root.level - ypoBeHb n0rnposaHns

¢ logging.loggers.root.channel - kaHan gns BbiIBOAa COOOLLEHNN

¢ logging.channels.fileChannel.class - knacc KaHana BbiBOAa

¢ logging.channels.fileChannel.path - nyTb K nor-panny

e logging.channels.fileChannel.rotation - napameTp poTauun

e logging.channels.fileChannel.archive - napameTp umeHn apxmBHbIX hainsioB

¢ logging.channels.fileChannel.purgeCount - KONM4YeCTBO apXMBHbIX (Dain10B

¢ logging.channels.fileChannel.formatter.class - knacc hoopmaTMpoOBLLNKa

¢ logging.channels.fileChannel.formatter.pattern - wabnoH gna opmaTnpoBLLMKa
¢ logging.channels.fileChannel.formatter.times - Bpems

o Bonee noapobHO 03HAaKOMUTLCS C MapaMeTPaMn JIOrMpPoBaHMA MOXHO Mo ccblnike Class
FileChannel.

CtatucTtuka paboTbl NporpaMmmbl

Tunbl NoONen CTaTUCTUYECKMX AaHHbIX O pa60Te nporpamMmel.

PeXum sip

e read_lines - KONNMYECTBO NPOYUTAHHbLIX CTPOK BXOLHOr0 (hanna

e sip_bye - konnyecTso 3anncen SIP BYE

e sip_invite - koninyecTso 3anucen SIP INVITE

* Sip_MISS - KONNYECTBO 3anncen, He NMELLNX NHGOPMALIMIO B K3LLE COeANHEHNI
e count ftp - KonmyecTso 3anucen ftp

e bad ftp - konnyecTso ftp 3anucen He coxpaHeHHbIX B (hann

e out_ftp - KosinyecTBo ftp 3anncen ycnewHo coXxpaHeHHbIX B hai

e dup_ftp - konnyecTBo fybnuposaHHbIX ftp 3anucen

e count_mail - konnyecTso 3anuncen mail

e bad_mail - konnyecTso mail 3anucen He coxpaHeHHbIX B (hann

e out_mail - Konim4ecTBo Mail 3anncen ycnewHo COXpaHeHHbIX B hai
e dup_mail - konnyecTso AybamMpoBaHHbIX Mail 3anucen

e count_im - KONMYeCTBO 3anucen im

e bad_im - KOIN4ECTBO iM 3anncen He COXPaHeHHbIX B (haln

e out_im - KOJIN4eCTBO iM 3anucen ycnewHo COXpPaHeHHbIX B (hann

e bad _sip - KONMYeCTBO Sip 3anucent He COXPaHEHHbIX B han

e out_Sip - KONNYECTBO Sip 3anuncern yCnewHo COXPaHeHHbIX B (ainn

e dup_sip - Konn4ecTBo AyHAMPOBaHHbIX Sip 3anucen

e work_time - Bpems paboTbl NporpaMMbl B MUSIMCEKYHAAX


https://pocoproject.org/docs/Poco.FileChannel.html
https://pocoproject.org/docs/Poco.FileChannel.html

Pe>xxum url

e read_lines - KOJINYECTBO MNPOYUTAHHBLIX CTPOK BXOLHOrO (hansa

® SesS_MIsS - KOMYeCTBO 3anncen 419 KOTOPbIX HET MHOPMaLUKN B laHHbIX O CeCCURAX
® resp_miss - KOM4eCTBO 3anncen 419 KOTOPbIX HeT UH(OpMaLUM B flaHHbIX 06 oTBeTax
e resp_skip - KONM4eCTBO OTOPOLLEHHbIX 3aNnNCen (3TK 3anMCK OTBETHLI OT CEpBEPOB)

e out_lines - KONMYeCTBO COXPaHEHHbIX CTPOK B BbIXOAHOM (haisie

e work _time - Bpemsa paboTbl NnporpamMmbl B MUINCEKYHAAX

Pexum flow

read_lines - KOSIN4ECTBO NPOYUTAHHBLIX CTPOK BXOAHOrO (hansia
marked_as_tor - KoJin4ecTBO 3anucei, NPOMapKMpPoBaHHbIX Kak TOR
out_lines - KOIMYECTBO COXPaHEHHbIX CTPOK B BbIXOAHOM haisie
work_time - Bpema paboTbl NnporpamMmbl B MUIINCEKYHAAX
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