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IPFIX flows assembly performed by
rcollector2

Introduction

The utility is designed to complement data with auxiliary streams such as clickstream, SIP from the
session stream (netflow). By default, the received data is saved to files, but it can also be saved in the
SORM-3 information system database.

Installing and upgrading

1. add the VAS Experts repository as it is shown in n.1 of DPI installation manual.
2. install rcollector2:

yum install -y rcollector2
3. edit configuration files in the /etc/rcollector2/ directory (description follows)

O Attention! It is needed to modify some startup scripts when upgrading from previous version of
rcollector to rcollector2.

Supplied configuration files

1. configuration examples:

etc/rcollector2/rc2flowprocess - example of executable file designed
to handle sessions (netflow
etc/rcollector2/rc2urlprocess - example of executable file designed to

handle HTTP sessions
etc/rcollector2/rc2sipprocess - example of executable file designed to
handle SIP sessions
etc/rcollector2/rcollector flow.properties - example of configuration

file used flow mode
etc/rcollector2/rcollector url.properties - example of configuration
file used url mode
etc/rcollector2/rcollector sip.properties - example of configuration
file used sip mode

2. executable file:

bin/rcollector?2


https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:utilities:rcollector

rcollector2 command line arguments

rcollector2 uses the following command line arguments:

usage: rcollector2 OPTIONS

OPTIONS:

-h, -help display brief help.

-fCONFIG, -config-file=CONFIG configuration file.

-mMODE, -mode=MODE mode of operation. Available modes: flow, urlget, sipget
-UidUNIQUEID, -uniqueid=UNIQUEID unique processing point number.

-ifINFILE, -infile=INFILE input file.

-ofOUTFILE, -outfile=OUTFILE output to a file.

-asnASN, -localasn=ASN comma separated list of local autonomous systems

-oufOUTFILTER, -outfilter=OUTFILTER output records according to the dpi protocol id to a file.
Format to use: <outfile>,<protocol>,...<protocol>|[next filter]. Example: telnet.dump,22,23
-tdUSEFILTER, -tordb=USEFILTER path to the file containing IP addresses of the TOR network.
By default /var/data/tor/ip.db.gz is used.

-sdbDIR, -sessiondb=DIR path to the session data directory. By default /var/db/rcollector is
used.

-outmailFILE, -outfilemail=FILE output file intended to store data about mail connections in
sipget mode.

-outftpFILE, -outfileftp=FILE output file intended to store data about ftp connections in sipget
mode.

-outimFILE, -outfileim=FILE output file intended to store data about im connections in sipget
mode.

-dhINTEGER, -depth=INTEGER search depth to find files containing session data.

-sdrt, -session-db-read-thread use multiple threads when loading session data.

O Attention! In some cases, for example, when OS cache being flushed frequently, this option can

significantly increase the load time of session data. When using this option, 2 streams are created for

reading data by default. Examples of executable files presented above use this option.

-v, -version display the program version.

Configuration

The program parameters are specified in the .properties file. Configuration file named

rcollector MODE.properties in /etc/rcollector2/ directory is loaded by default, where MODE is the
choosen operating mode. flow mode corresponds to flow; urlget mode corresponds to url; and the
sipget mode - to sip.

:1:When inserting data into the database, the following parameters have to be specified in the
configuration file:

db.host
db.port
db.user



e db.pass

e db.name

e db.telco_code

e db.bad_rows_dir

e db.validation_error_path

When data is inserted into the database, output files are not created. If there is no connection to the
database, output files will be created according to the command line arguments. During operation, a
file can be created in the directory as provided by db.validation_error_path option, which contains
brief information about the data being discarded since it fails test that is used to detect the presence
of the required fields. The file name matches the name of the input file with the .err extension.

cachedb parameter

This parameter allows you to configure the way of handling files containing session data.

e max_reader_threads - the maximum number of threads starting at the same time to read
session data from files. An integer from 0 to 6.

O In some cases, too many threads can slow down file downloads resulting in a general data
processing slowdown.

stats parameter

This parameter sets the ability of program statistics to be sent to telegraf.

e stats.socket path - path to the telegraf's datagram socket.
e stat.stag - tag to be specified in the rcollector_tag field when sending statistics to the telegraf.

db parameter

[laHHble MapameTp NO3BONSAET OPraHM30BaTb BbIBOZ MOJyYeHHbIX AaHHbIX B B[] IC COPM-3.

e db.host - anpec cepsepa postgresq|

e db.port - nopT

e db.user - M5 nonb3oBaTens

e db.pass - Naposib NosAb30BaTENS

e db.name - uma b1

e db.bad _rows_dir - kaTanor gna pasmelleHns annos ¢ gaHHbIMK B (popmaTe PGCOPY, KoTopble
OblIM OTBEPrHYTHLI CepBepoM posgresql

» db.validation_error_path - kaTasor ona anios C onMcaHMeMm NpPUYnHbl AN 06pPOLLEHHbIX
BXOOHbIX AA@HHbIX

e db.copy_threads - KonM4eCcTBO NOTOKOB, KOTOPbIE BCTABASAIOT AaHHble B posqresql ncnonb3ys
COPY B buHapHOM thopmaTe, N0 yMoNYaHuo 1

e db.commit_rows - Kon4eCcTBO CTPOK B OAHOM B/10KE, OTNPaBASEMOM Ha 3anuck B 64 npw
ncrnonb3zosaHum COPY, no ymonyaHuio 5000

e db.telco_code - nugeHTuUKaTop telco aona 3anucu B COOTBETCTBYIOLLEE noJie 64

e db.llds_id - noeHTUMKaTOP TMa UCTOYHMKA, NO YMOJIHaHWIO YCTaHaBMBAOTCA Ciefyiollee



3HaYeHus:
o ansa pexuma flow - 309
o ans pexuma urlget - 310
o Onsa pexuma sipget - 311

e db.ftp.ldds_Idst_id - naeHTUdMKaTOP TUNA NCTOYHUKA ANns pexunmoB flow u sipget npn BcTaBke
ftp paHHbIX, N0 ymonyaHuo 307

e db.email.ldds_ldst id - npeHTUdUKaTOp TMNa NCTOYHUKA ANA pexXuMa sipget npy BcTaBke email
[AaHHbIX, N0 ymondaHuio 304

e db.im.ldds_ldst_id - noeHTUMKaTOP TMa UCTOYHMKA 415 pexnMa sipget npu BCTaBke im
OAHHbIX, 1Mo ymondaHuio 306

e db.terminal.ldds_ldst_id - noeHTUdMKaTOp TMNa NCTOYHMKaE 419 pexxmMa flow npu BCTaBke
terminal gaHHbIX, No ymonyaHuio 308

e db.h323.ldds_ldst id - npeHTUduKaTop TMNa NCTOYHUKA AN1A pexuMma flow npu BcTaBke h323
OaHHbIX, M0 yMon4aHuio 311

e db.ftp_proto - noeHTudmKaTopbl 4NA onpeaeneHna faHHbIX Kak ftp u nx 3aHecexue B BJl, no
ymosyaHuio "20,21,69,115,152,349,574,662,989,990,3713,6620,6621,6622,65086". Ans
OTK/I04YeHMA HeobxoAnMOo yKasaTb none.

e db.ssh_proto - ugeHTUuKaTOpPLl 4119 ONpeaeneHnsa AaHHbIX Kak terminal n ux 3aHeceHue B bJ,
no ymon4yaHuio "22,23,3820,992,220". Ansa oTKN04eHNs HeobXxoaMMOo yKa3aTb hone.

e db.h323 proto - nugeHTUUKaTOpPLI AN18 ONpefeneHns daHHbIX Kak h323 n nx 3aHeceHue B b/,
no ymonyaHuio "4569,49217". Onda oTkNoYeHns HeobxoamMmMo yka3aTb hone.

e db.require_subscriber_id - npoBepaTb Hann4yme subscriber_id BO BXOAHbIX AaHHbIX, MO
ymon4daHuio true. Ecnm subscriber_id 6yneT oTcyTCTBOBaTb 1 NapaMeTp BbiCTaB/eH B true, To
3anuce bygeT oTbpoLueHa, o Yem byneTt coobLleHo B MHhOPMaLIMOHHOM hanne

e db.http.length.htrq_url - MakcMManbHoe KoM4eCcTBo CMMBOJIOB 4514 nons htrq_url. Mo
ymosidaHuo 1024

e db.ftp.length.ftpc_server name - MakCcuManbHOE KONMYECTBO CMMBOJIOB AJ1A NOJIS
ftpc_server_name. Mo ymonyaHuio 256

e db.ftp.length.ftpc_user name - MakcMManbHOE KONMYECTBO CMMBOJIOB AJ11 NONS
ftpc_user_name. Mo ymonyaHuio 64

e db.ftp.length.ftpc_user_password - MakcuMasibHOoe KONNM4eCTBO CMMBOIOB A1 MONSA
ftpc_user_password. Mo ymon4aHuio 256

e db.email.length.emlc_sender - MakcMasnbHOE KONNMYECTBO CMMBOJIOB A5 NoJsia emlc_sender.
Mo ymonyaHuio 256

e db.email.length.emlc_subject - MakcumanbHoe KoONMY4EeCTBO CMMBOMOB Ans nons emic_subject.
Mo ymonyaHuio 256

e db.email.length.emlc_reply_to - MakcumanbHoe KonM4eCcTBO CUMBOJIOB Aas nons emic_reply to.
Mo ymonyaHuio 256

e db.email.length.emcr_receiver - MakCManbHOe KOIMYECTBO CUMBOJIOB 4151 MO emMCr_receiver.
Mo ymonyaHuio 256

e db.email.length.mlics_server - MakcManbHOe KOJIMHECTBO CUMBOJIOB A5 Nosis mlcs_server. o
yMOJI4aHWIO 256

e db.im.length.imcn_user_login - MakcMMaibHOE KONNMYECTBO CMMBOJIOB AJ18 MONA
imcn_user_login. Mo ymonyaHuio 20

e db.im.length.imcn_user_password - MakCManbHOe KOJIM4eCTBO CUMBOJIOB /151 NONA
imcn_user_password. 1o ymonyaHuio 16

e db.im.length.imcn_sender_screen_name - MakC/Ma/ibHOE KOJIN4ECTBO CUMBOJIOB /151 NOJIA
imcn_sender_screen_name. 1o ymon4aHuto 32

e db.im.length.imcn_sender_uin - MakCuMasibHOE KONNMYECTBO CMMBOJIOB A1 M0JIA
imcn_sender_uin. Mo ymonyaHuio 256

e db.im.length.imcr_receiver_screen_name - MakC/MaibHOE KOJIN4ECTBO CUMBOJIOB /15 NOJIA


ftp://ftp.length.ftpc_server_name
ftp://ftp.length.ftpc_user_name
ftp://ftp.length.ftpc_user_password

imcr_receiver_screen_name. 1o ymon4aHuio 32

db.voip.length.vipc_conference_id - MakcumanbHoe KONM4eCTBO CUMBOJIOB A5 MONS
vipc_conference_id. Mo ymonyaHuio 64

db.voip.length.vipc_originator_name - MakcuMaJsibHOE KONMYECTBO CUMBOIOB A1 MNONSA
vipc_originator_name. Mo ymonyaHuio 64

db.voip.length.vipc_calling_original number - MakcumManbHoe KONM4eCTBO CUMBOJIOB A5 MOS
vipc_calling_original_number. Mo ymonyaHwuio 128

db.voip.length.vipc_called_original_number - MakcMManbHOE KONNYECTBO CMMBOJIOB AJ11 MNONS
vipc_called_original_number. Mo ymonyaHuio 128

db.raw.length.rawf sni_cn - MakcumanbHoe KOnM4eCcTBO CMMBOJIOB A4 nons rawf sni_cn. Mo
ymon4aHuo 128

db.do_content_id - dpnar, no3sonsatowmin coxpaHaTe dpi session_id B nonsx data_content_id 64.
Mo ymonyanuio false

db.raw.sni_protocol - ecniv ykasaH npoTtokon dpi (Hanpumep 443 ana ssl), To Npu HaaM4un
AaHHbIX host_cn oHn 6ynyT nobasneHbl B none rawf sni_cn Tabnuubl raw_flows. Mo ymonyaHuio
BbIK/IIOYEHO

MapameTp csv

e csv.url.extra_data - ecnu 3HaveHne gaHHOro cnara true, To B BbIXO4HOM (havne onsa url byayT

coaepXXaTbCa OOMONHUTENbHBIE NONIA: user_agent, cookie, referal. [0 yMon4aHWIO BbIKJIHOYEHO

e Csv.raw.sni_protocol - ecniv ykasaH npoTokos dpi (Hanpumep 443 gna ssl), To Npy HaAU4Mm

LaHHbIX host_cn oHn ByayT fnobaeneHbl B BbIXOAHOW hail. 10 yMONYaHUIO BbIK/HOYEHO

MapaMeTp nat

JaHHble NapaMeTpbl NO3BONAOT AOMOAHUTL flow AaHHBIMK O TPAHCAAUUSX aApPEeCcoB B Clyvae nx
OTCYTCTBUS BO BXOAHOM chaline.

e nat.sessions_dir - kaTanor gns noucka annos TpaHcnaunn NAT. Ons obpaboTkm bepyTcs

nocnegHue no BpemeHu co3gaHus gannbsl. Macka noncka pannos url_*.dump, url_*.dump.gz.

* nat.files_cnt - konmyecTBo hannos, koTopble ByayT NcnNosb3oBaHbl 4na obpaboTku. Mo
ymon4daHuo 1 chann.

®ann TpaHCAAUMA o/KeH BbiTb B (hopMmaTe CSV C CMMBOJIOM pa3feneHns Tabynauma n nmeTb
cnegywowmin hopmat nonen:

Ne nona/OnucaHue

Bpemsa TpaHcasaumm (timestamp)

[poTokon

Tun cobbiTug NAT

IP agpec NCToYHUKA

MopT NCTOYHMKA

IP agpec ncto4yHuka nocne NAT

N ofonlhWINIRF

MopT nctoyHmka nocne NAT

MapameTp logging



JaHHbI NapaMeTp OTBEYAET 3a HACTPOWKY IOrMPOBAHUS NPOrpPaMMmsl.

* logging.loggers.root.level - ypoBeHb nornposaHms

¢ logging.loggers.root.channel - kaHan gns BbiIBOAa COOOLLEHNN

¢ logging.channels.fileChannel.class - knacc kaHana BblBOAa

* logging.channels.fileChannel.path - nyTb K nor-hanny

¢ logging.channels.fileChannel.rotation - napameTp poTauuu

¢ logging.channels.fileChannel.archive - napameTp MMeHN apXMBHbIX (hansioB

¢ logging.channels.fileChannel.purgeCount - K0oIM4eCTBO apXMBHbIX haiios

e logging.channels.fileChannel.formatter.class - knacc hopMaTUpPOBLLMKA

¢ logging.channels.fileChannel.formatter.pattern - wabnoH ona hopmaTnpoBLLMKa
¢ logging.channels.fileChannel.formatter.times - Bpems

©O bonee noapobHO 03HAKOMUTBLCA C MapaMeTpaMm NOrnMpoBaHNSA MOXKHO no ccbiike Class
FileChannel.

CtatucTtuka paboTbl nporpaMmmbl

Tunbl NoNen CTaTUCTUYECKMX AaHHbIX O pa60Te nporpamMmel.

PeXum sip

e read_lines - KONNYECTBO NPOYUTAHHbLIX CTPOK BXOLHOr0O (hanna

e sip_bye - konnyecTso 3anucen SIP BYE

e sip_invite - kosinyecTso 3anucen SIP INVITE

® Sip_MISS - KONNYECTBO 3anncen, He NMELLNX NHGOPMALIMIO B K3LLEe COeANHEHMNI
e count ftp - KonimyecTBo 3anucen ftp

e bad ftp - konnyecTso ftp 3anucen He coxpaHeHHbIX B (hann

e out_ftp - KosimyecTBo ftp 3anncen ycnewHo coxpaHeHHbIX B hai

e dup_ftp - konnyecTBo fybnuposaHHbIX ftp 3anucen

e count_mail - konnyecTso 3anuncen mail

e bad_mail - konnyecTso mail 3anucen He coxpaHeHHbIX B (hann

e out_mail - Konim4ecTBo Mail 3anncen ycnewHo COXpaHeHHbIX B hai
e dup_mail - konnyecTso AybamMpoBaHHbIX Mail 3anucen

e count_im - KONMYeCTBO 3anucen im

e bad_im - KOIN4eCTBO iM 3anncen He COXpaHeHHbIX B (haln

e out_im - KOJINYeCTBO iM 3anucen yCnewHo COXpPaHeHHbIX B (ann

e bad _sip - KONMYeCTBO Sip 3anucent He COXPaHEHHbIX B han

e out_Sip - KONNYECTBO Sip 3anncern yCnewHo COXPaHeHHbIX B (ainn

e dup_sip - Konn4ecTBo AyHAMPOBaHHbIX Sip 3anucen

e work_time - Bpems paboTbl MporpaMMbl B MUSIMCEKYHAAX

Pexxum url

e read_lines - KONNMYECTBO NPOYUTAHHbLIX CTPOK BXOLHOr0O (hanna
® SesS_Miss - KOIMYeCTBO 3anncen 419 KOTOPbIX HeT MHOPMaLUN B laHHbIX O CeCCUsX
® resp_miss - KOJIM4EeCTBO 3anucen AN KOTOPbIX HET MHOpMaLMM B faHHbIX 06 oTBeTax


https://pocoproject.org/docs/Poco.FileChannel.html
https://pocoproject.org/docs/Poco.FileChannel.html

e resp_skip - KONIM4eCTBO OTOPOLLEHHbIX 3aMnUCen (3TU 3annMcK OTBETHI OT CEPBEPOB)
e out_lines - KONMYECTBO COXPaHEHHbIX CTPOK B BbIXOLHOM haisie
e work_time - Bpems paboTbl MporpaMMbl B MUSIMCEKYHAAX

Pexum flow

read_lines - KOMYECTBO NPOYUTAHHBLIX CTPOK BXOAHOMO (hanna
marked_as_tor - KoJin4ecTBO 3anucei, NPOMapKMpPoBaHHbIX Kak TOR
out_lines - K0IMYeCTBO COXPaHEHHbIX CTPOK B BbIXOAHOM haisie
work_time - Bpems paboTbl NporpamMMbl B MUINCEKYHAAX
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