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Receiving IPFIX data by ipfixreceiver

Introduction

The utility is designed to receive data stream from devices using the IPFIX protocol and save the data
as a file for subsequent processing by other means.

Installation and Update

Cent0OS6

1. add the VAS Experts repository according to the item 1 of DPI installation instruction manual.
2. instal the ipfixreceiver:

yum install -y ipfixreceiver

3. check for the changes in the configuration files so they to be consistent with ipfixreceiver
current version, see the "Important changes" section.

Cent0S7

=

add the VAS Experts repository according to the item 1 of DPI installation instruction manual.
2. install the epel repository

yum -y install epel-release
3. install the forencis repository:
rpm --import https://forensics.cert.org/forensics.asc
rpm -Uvh
https://forensics.cert.org/cert-forensics-tools-release-el7.rpm

4. yctaHosuTe ipfixreceiver:

yum -y install libfixbuf --disablerepo=forensics
yum -y install netsa-python netsa silk
yum -y install ipfixreceiver --disablerepo=forensics

5. check for the changes in the configuration files so they to be consistent with ipfixreceiver
current version, see the "Important changes" section.

Important changes in version 1.0.3 relative to 1.0.2 one

1. the configuration file has been changed with respect to IP address translation, starting from the


https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start
https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:platform:dpi_update:dpi_update_10:dpi_10_update:start

1.0.3 version you should specify decodeipv4, decodeipv6 in the export model, for example:

source ip4, '‘'decodeipv4''’

destination ip4, decodeipv4

2. the process of information saving has been allocated to a separate process; remember that
when dealing with a large number of sessions (> 25k sessions per second) the process will
completely load 2 processor cores. In order to check that the process has time to process the
entire data stream the following messages are added in the DEBUG mode:

(a)cnt=NNNNN - the buffer has been sent with the given number
(b)cnt=YYYYY - the buffer with the given number is saved.

3. anew buffer size parameter is added; it specifies the size of the clipboard between the
process of receiving and writing to a file, it is used in the [dump] section, the default value of
the parameter is 100000 records (it is focused on 20 Gbit traffic or 25 000 sessions per second).
If the number of sessions per second is considerably less than the mentioned value, then you
should to change this parameter proportionally.

The files supplied with the ipfixreceiver

1. configuration examples:

/etc/dpiui/ipfixreceiver.conf is the clickstream configuration sample
(http requests)

/etc/dpiui/ipfixreceiverflow.conf is the sample configuration for
information on sessions (netflow counterpart)
/etc/dpiui/ipfixreceiversip.conf is the sample configuration for
information on sip connections

2. program files are located under the:

/usr/local/lib/ipfixreceiver.d/

directory
3. auxiliary files:

/etc/dpiui/port proto.txt contains the information on the translation
of protocol identifier to its string representation,

it is used by the utility to get the protocol text-based name by its
identifier

4. links to the executable:

/usr/local/bin/ipfixreceiver -> link to the
/usr/local/lib/ipfixreceiver.d/ipfixreceiver



Additional OS settings

1. configure iptables to accept external data
For ipfixreceiver to work properly, you should open the ports that will also be used in the
[connect] section of the configuration. For example, you use the TCP protocol, port 1500 and
IP=212.12.11.10

[connect]
protocol=tcp
host=212.12.11.10
port=1500

To receive an IPFIX stream, you should have the following rule in the /etc/sysconfig/iptables:
-A INPUT -p tcp -m state --state NEW -m tcp --dport 1500 -j ACCEPT
Do not forget that after the adding rule to iptables a restart is required:

service iptables restart

2. configure log rotation
An example of rotation for the /var/log/dpiuiflow.log log file: you should create within the
/etc/logrotate.d/ directory the flowlog file of the following content:

/var/log/dpiui*.log {
rotate 5
missingok
notifempty
compress
size 10M
daily
copytruncate
nocreate
postrotate
endscript

ObpaTnTe BHMMaHMe Ha NCNOJIb30BaHMe MeToAa copytruncate, nHave ann byaet nepecosgaH

1 3anncb Nlora U3 npouecca npekpaTuTcs.

CooTBeTCTBEHHO B KOH(Mrypauuu ipfixreceiver y Bac B pasaene [handler_ipfixreceiverlogger]

yKa3aHo ciegytoliee:

args=('/var/log/dpiuiflow.log', 'a+')

3. HacTponTe yganeHue ctapbix hannos. Hanpumep yaaneHme ctapbix apxmeos (bonee 31 aHA) €
3anncsAMn 0 CeCCUax 3anakoBaHHbIX gzip:

15 4 * * * /pin/find /var/dump/dpiui/ -name url \*.dump.gz -cmin +44640
-delete > /dev/null 2>&1



N3meHnTE CTpOoYKy nopa Bawwm TpebosaHns n nobasbTe B hann /var/spool/cron/root.

NMapameTpbl 3anycka NpPorpaMmmbl

YTunuTa ipfixreceiver umeeT cnepgyiowine napaMmeTpbl 3anycka :

usage: ipfixreceiver start|stop|restart|status|-v [-f <config file>]
roe

start - 3aMnycK B pexume cepsuca

stop - OCTaHOB CepBuCa

state - COCTOsiHMe paboThl cepBuca
restart - nepesanyck cepsuca

-V - BbIBECTU UH(OPMaLNIO O BEpPCUN

-f <config file> - ykasaTb (han KOHUrypaumm gna 3anycka cepeuca

Mpumep:
ipfixreceiver start -f /etc/dpiui/ipfixreceiverflow.conf

KoHndurypauus

Mo ymMon4aHmMIo ncnonb3yeTcs hann KoHgpurypauum /etc/dpiui/ipfixreceiver.conf .

OBOHbLLIe MHOPMaLUK 0 KOHDUIYPUPOBAHUM NIOTMPOBAHMS MOXXHO HaTK No ccbike Logging

CnyXxebHble pa3aenbl

1. loggers - onpefenseT UCMNonb3yemble N0r NAEHTUPUKATOPSI
2. handlers - onpenenseT ncnonb3yemole 06paboTynKn NS COXpaHeHMs nora
3. formatters - onpenenseT ncnonb3yemblie hopmaTbl 415 nora

logger_root

1. level - onpenensieT ypoBeHb OrMpoBaHMA (BEPXHUI YPOBEHb)
Bo3MOXXHble 3HaYeHNS:

CRITICAL - TOJIbKO KpUTMYECKUe OWMOKM, MUHUMASIbHBIN YPOBEHb COOOLLLEHMI
ERROR - BKJIt0Yasa ownbkm

WARNING - BKJIlOYasa npepynpexneHns

INFO - BKJIlOYaa MHMOopMaLmio

DEBUG - BKJ1t0OYMas OT/1lago4yHble

NOTSET - Bce, MakcuManbHbIn ypoBeHb CO0BLLLEHUI (BKIOYas BCe BblLLe
nepevyncieHHole)

Mpumep:


https://docs.python.org/2.6/library/logging.html

level=DEBUG

2. handlers - ncnonb3syemble 06paboTHmKn coobLieHnin
MNpumep:

handlers=ipfixreceiverlogger

handler _ipfixreceiverlogger

1. class - knacc obpaboTymka
Mpumep:

class=FileHandler

2. level - ypoBeHb coobLieHni
level=DEBUG

3. formatter - HanmeHoBaHMe hopMaTa coobLeHnn
formatter=ipfixreceiverlogger

4. args - napameTpbl 06paboTynKa

args=('/var/log/dpiuiflow.log', 'a+"')

formatter _ipfixreceiverlogger

1. format - onucaHme hopmaTta coobLieHns
Mpumep:

format=%(asctime)s - %(name)s - %(levelname)s - %(message)s

roe
%(name)s - M4 fora

%(levelname)s - ypoBeHb coobuieHma ('DEBUG', 'INFO', 'WARNING', 'ERROR',
"CRITICAL'").

%(asctime)s - [paTa, no ymonyaHuo opmat “2003-07-08 16:49:45,896" (none
3anAaTaon yKa3aHbl MUIIMCEKYHAbI).

%(message)s - coobuieHmne

2. datefmt - onncanue popmaTa gaThl
Mpumep:

datefmt="'%m-%d %H:%M'

connect



1. protocol - npoTokon (tcp nnam udp).
protocol=udp

2. host - IP unn nms cepsepa.
host=1localhost

3. port - HoMep nopTa.

port=9996

dump

1. rotate_minutes - nepvof B M1HyTax, No NPOLLUECTBUN KOTOPOro BpeMeHHbIN aiis B
dumpfiledir/<port>.url.dump byneTt nepemelleH B apxms (mv) 1 co3aaH HOBbIM BPEMEHHbIN
thann.

rotate minutes=10

2. processcmd - kKOMaH4a KoTopas byaeT 3anyLieHa no OKOHYaHUW poTauun ganna, napaMmeTp
nMs panna c NyTem K HeMy.

processcmd=gzip %%s
3. dumpfiledir - pnupekTopusa Kyaa 6yayT COXpaHATLCA (halbl C NPUHATLIMA OAHHBIMU.
dumpfiledir=/var/dump/dpiui/ipfixflow/

4. buffer size - pasmep bydepa obMeHa Mexxay npoLeccom npremMa un 3anucu B gainsn, rno
yMOJI4aHM0 3HaYeHne napameTpa 100000 3anucen (opneHTUpoBaHo Ha 20I6uT Tpaduka nnm
25 000 ceccuin B cek). Ecnm K-BO ceCCMIN B CEKYHAY 3HAYUTENbHO MeHbLUe, TO 0653aTenbHO
NPONOPLMNOHANBHO N3MEHUTE AaHHbLIN NapameTp.

InfoModel

bJIoK onuceiBaeT nosyvyaemble gaHHble no IPFIX npoTokony.

1. InfoElements - napameTp C onncaHWeM 371eMeHTOB MH(OPMaLMOHHON Mogenn ans IPFIX

InfoElements = octetDeltaCount, 0, 1, UINT64, True
packetDeltaCount, 0, 2, UINT64, True
protocolIldentifier, 0, 3, UINTS8
session id, 43823, 2000, UINT64, True

roe,

session _id - HaumeHoBaHwue rnons u3 onucaHma IPFIX cMm. pa3gensbl
43823 - yHUKaNbHbIN HOMEp opraHm3aunn (enterprise number)

1 - yHMKaNbHbIA HOMEp Nons

UINT64 - Twun nons

True - MCnosb3oBaTb 0bpaTHbLIN Nopagok 6ant (endian). 3HavyeHns - True wam



nycTo.

Tunbl nonen:

Type Length | Type IPFIX
OCTET_ARRAY |VARLEN|octetArray

UINT8 1 unsigned8

UINT16 2 unsignedl6

UINT32 4 unsigned32

UINT64 8 unsigned64

INT8 1 signed8

INT16 2 signed16

INT32 4 signed32

INT64 8 signed64

FLOAT32 4 float32

FLOAT64 8 float64

BOOL 1 boolean

MAC_ADDR 6 macAddress

STRING VARLEN|string

SECONDS 4 dateTimeSeconds
MILLISECONDS |8 dateTimeMilliseconds
MICROSECONDS|8 dateTimeMicroseconds
NANOSECONDS |8 dateTimeNanoseconds
IPAADDR 4 ipv4Address
IP6ADDR 16 ipvbAddress

HavmeHoBaHMe nonen n onncaHme MOXKHO B3ATb MO CCbIIKaM:

1. WabnoH skcnopTa Netflow B hopmaTe IPFIX
2. WabnoHbl akcnopTa clickstream u SIP
3. WabnoH skcnopTa AAA B chopmaTe IPFIX

JononHuTenbHaa nHpopMauns:
Information Model for IP Flow Information Export

ExportModel

onpenensdeT napaMeTpbl MOLENIN ANA SKCMOPTa, 3ape3epBNpoBaHO A4 6y)1yLuero NCnosnb30BaHNA.

1. Mode - TN MCMoSib3yEMOro 3KCnopTa

Mode

File

ExportModelFile

OnwncaHne momenu skcrnopTa File.



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_li:li_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_li:li_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_li:li_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:base_functionality:opt_li:li_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radmon_acct_ipfix:start
https://tools.ietf.org/html/rfc5102.html

1. Delimiter pa3genntenb nosen B cTpoke ( \t - Tabynauus, ewe npumepsl - |,;)
Delimiter = \t
2. ExportElements - onucaHme nonen KoTopble ByayT coXxpaHeHbl B hann.

ExportElements = timestamp, seconds, %%Y-%%m-%%d %%H:%%M:%%S.000+03
login
source ip4
destination ip4
host, decodehost
path, decodepath
referal, decodereferer
session_id
rOe rnoss B Ka)kaomn CTPoKe:
NM$ - HaMMeHOBaHMe nons n3 nHhpopmaunoHHon mogenn [InfoModel] (login,
session id uT.n.)
o0bpaboTyumk - Nnpouenypa obpaboTkn Nons nepen BoIBOLOM
seconds - none B CeKyHAax, oxumaaercs opmaTt

milliseconds - none B MUANCEKYHAAX, MUKPOCEKYHAOAX,
HaHOCeKyHAax oXuaaerca hopmaTt

decodehost - nepekoauposaTb U3 punycode B UTF-8

decodepath - nepekoauposaTtb U3 urlencoding B UTF-8

decodereferer - nepekoaupoBaTb M3 (punycode,urlencoding) B
UTF-8

decodeproto - MNepekoanpoBaTb MOEHTUMUKATOP NPOTOKOA B
CTPOKY

topmaT - onucaHme chopmata gna seconds, milliseconds.
MpumMep: %%Y -%%M-%%d %%H : %%M: %%S . %%T+0300
PesynbTaT: 2016-05-25 13:13:35.621000+0300

Co3spnaem cepBuc B Centos7

Co3paHue cepsuca B centos7 no waram, HassaHue cepsuca ipfixl, ncnonb3syemas KoHOUrypaLus
/etc/dpiui/ipfixreceiver.conf, ncnonb3yemoin nopt 1500.
Co3paem chann /etc/systemd/system/ipfix1.service cnegytowero cogep>xaHus:

[Unit]

Description=ipfix test restart
After=network.target
After=syslog.target

[Service]

Type=forking

PIDFile=/tmp/ipfixreceiver.1500.pid

ExecStart=/usr/local/bin/ipfixreceiver start -f
/etc/dpiui/ipfixreceiver.conf

ExecStop=/usr/local/bin/ipfixreceiver stop -f /etc/dpiui/ipfixreceiver.conf
ExecReload=/usr/local/bin/ipfixreceiver restart -f



/etc/dpiui/ipfixreceiver.conf
Restart=always
RestartSec=10s

[Install]
WantedBy=multi-user.target

BbinonHsem:

systemctl enable ipfixl.service
systemctl start ipfixl.service
systemctl daemon-reload

MpoBepsem:

systemctl status ipfixl.service -1

OHe 3abyabTe npoBepuTb NOAHATHE CEepBUCA NOCse nepe3arpysku

Mpobnembl u pewieHuns

1. KaK Nony4yuTb BEPCUIO YTUANTbI?
Wcnonb3ynTe cnepytouime KOMaHabl:

ipfixreceiver -v
yum info ipfixreceiver

2. MOXXHO N1 Ha o4MH NopT oTnpaeaaTh IPFIX noToku ¢ pa3Hbix DPI?
Ja. EAMHCTBEHHOE B 3anNnCbiBaeMOM MOTOKe UX OyaeT He pasnnymnTb.
3. Kak MoHATb, 4TO yTunanTa pabotaeT?
a) NpoBepbTe, YTO NOPT M3 KOHPUrypauum NpocnyLInBaeTcs yTuanTton, Hanpumep 1500:

netstat -nlp | grep 1500

b) npoBepbTe nor, HeT n ownbok
c) NMpoBepbTe, 4TO 3aNnUCb B MPOMEXYTOYHbLIN haill NPoNCXoanT, Hanpumep ans 9996 noprta
(AnpekTopua gns gannos - /var/dump/dpiui/ipfixurl):

tail -f /var/dump/dpiui/ipfixurl/9996.url.dump

4. BCe NPOBEPEHO, HO NpueMa coobuieHnn HeT?
a) 3abblnn OTKPLITL NOPT B iptables.
b) nHuumnannsunposanu ipfixreceiver c HesepHobIM IP cepBepa.

5. ¢ DPI nget 60sbLI0E KONNYECTBO ceccuin (bonee 2 MAH ceccnin/mun), npu Bkato4eHHom DEBUG
peXxnume BMAHO, 4TO c4eTYMK obMeHa bydepamn He ycrneBaeT 3anmcaTb 40 NOAyYeHUs
cnepytowlero 6s10ka 3anmcen, 4To MOXXHO caenaTb?

a) yoanuTe npeobpa3zoBaHue faTbl B CTPOKY, 3TO YMEHbLUMT NPOLECCOPHOE BpeMS Ha



06paboTKy 1 ONONHUTESNIbHO NOJy4YNTE YMeHbLUeHNe 0bbeMa pe3ynbTupyloLlero ganna

b) yopanute npeobpa3zoaHue decodeipv4, He 3HAYUTESIbHO, HO TaK XKe Mosy4nuTe YyCKOpeHue
3anucy anna

c)HacTpomnTe buffer_size npu k-Be cec /cek 6onee 30k coBmMecTHO ¢ n.d

d) yBennybTe 4acToTy npoLeccopa n 0bbeM namsaTu
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