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fastdpi_stat.log

The file is placed in the directory: /var/log/dpi/fastdpi_stat.log

This log contains statistics on traffic processed and blocked by VAS Experts DPI, on memory and
processor load (file stat.log).

= mirsD P _faestcles_stat log |

[STAT .'_[i'-?'.=-"'1."'.‘5-3'3:?'::3'3:'.‘535‘55“H:IT-::'T uaage |"'-"'.:'t'.-'nl'-"'Rt:'.d-t:':':']lEE_'C!ETEE.-’fJEJ'E'.516
[STAT 1[2018/11/14=03:20:03:143883 M CFU_scatistics : g_ - W
cpu_total : [U.1%as ©.7%8y 1.5%ni 00.2%id 0.0%wa | e -3
cpuld 0. 0%as 0. 7TRsy 1.3%n1 9E.0%id 0. 0%wa .
Spul b 0.1%2® 16.3%sy 1.7%ni El.4%1id O.0%wa
cpu? @ | 0.0%as T7.5%=y 0.9%ini 91.6%1d O.0%wa
cpul 1 O.i%as T.4%sy 2.%%ni 90.3%id O.0%wa
[STAT JI30L8/21/14=03:20:03:144153] Intezrface sctatistica : )
Cluster #1 Abscluce Stace Rewd: |[6830575 pkes] (4908344518 bytea] [040=0 pkts dropped] ]
Cluster #l1 : IF dnad:

Absolute Stats|Rovd: [2372621 pkty) [381635326 bytes] [0 pkts dropped]
Send: [44537954 pkrta) [4526T0915%2 byces]
Esnd: [0 l::r_'lzk‘_:l] [0.00 %)
Drop: [0 pkita] [0 bytes) = !
Fchr: [0 pkrtal [0 bBycea)
Emit: [0 pkea] [0 byces]
Eemt: [0 =rr pkta]l[0.00 %)
Actuoal Stata|[Fovd: [U byTea][U.00 HEbit/sec]

[0 pkes ][0.00 pkt/asc]
Send: [1848 bytes] [0.00 Mbic/sec)

[22 pkta ][1.47 pkt/ssc]
Eand: [0 err_pkts] [0.00 %)
Drep: [0 bycea) [0.00 %)

[0 piees ] [0.00 %]
Fohz: [0 bytea] [0.00 %]

[0 pkes ] [0.00 %)
Fmit: [0 bytes][0.00 Mbit/sea)

[0 pkts ] [0.00 pkt/aec)
Eemr: [0 err pirs] [0.00 %]
Cluster #1 : IF dnal:

Absolute Stats Rowd: [4457954 pkta] [4526709152 bytes] [0 pkts dropped]
Send: [2372621 pkta] [38163532€ bytes]

Image 1

Information is presented as follows (see Image 1, Image 2):

e Memory used:
1 - date and time of data accessing,
2 - memory type,
3 - information volume.
e CPU load:
4 - general load,
5 - load by cores.
e Statistics on VAS Experts DPI interfaces:
6 - full statistics on received packets/bytes, blocked packets on all interfaces,
7 - full statistics on received packets/bytes, blocked packets on the dna0 interface, here:
o Revd: [2372621 pkts][381635326 bytes][0 pkts dropped] - received packets/bytes
Send: [4457954 pkts][4526709192 bytes] - transmitted packets/bytes
Esnd: [0 err_pkts][0.00 %] - errors occurred while sending packets
Drop: [0 pkts][0 bytes] - blocked packets/bytes
Pthr: [0 pkts][0 bytes] - the number of packets/bytes passing without analysis and
processing
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o Emit: [0 pkts][0 bytes] - packets formed by VAS Experts DPI
o Eemt: [0 err_pkts][0.00 %] - errors that occurred when sending packets generated by VAS
Experts DPI

8 - actual statistics on received packets/bytes, blocked packets on dna0 interface,

9 - full statistics on the number of captured, processed, sent packets/sec (see Image 2), e.g.
[Captured 1.47 pkt/sec][Processed 1.47 pkt/sec][Send 0.00 pkt/sec].

IPv4 thread slave=#1 or 0 - flow statistics (0 or 1) - flow number.

OOV OOV POV .OUTTOVIN . VYUY . DOTOOON OO VOUNL s DOTTOTEN . OOTVOOON. OV TOUOL . BUVUOO ...
31 Absolute 5tats Rowd: 145 554 put:”-uzc"nanz I:r;-'l:e: L0 pkts dropped]
32 send: 2372621 pkrs] [381635326 byres])

33 Esnd: [ err_plcl:s-

34 prog: [0 PU:S- G E:."EEE

EL s Pthr: [0 pikes][0 bytes

e Emig: [0 ples) [0 L4

37 Eemt: [0 &rr plcts‘ [0.00 %]

i Actual Stats Rovd: (1648 h:l'{li- \:I 00 Mb1t,/5ec)

35 22 plct:- 1[]. a7 pl-ct.r:e:

40 Send: [0 bytes][0.00 MDIT/ seC]

41 o pkes ][0.00 gkt 5!(

42 Esnd: [0 err_pkts][0.00 ]

43 Drops [0 by[ti: ;IZI.-D'J N

44 I pkts “l:I.{IlZI -

45 PThr: [0 b:p'[l5| JIZI.W L]

456 3 pkEts “l:l.{llZI L] g
47 Emit: [0 bymes][0.00 MEIT/50C

48 0 pkEs | [0.00 pkE/ sec]

4% 1L

1] Cluster #1 : 11

§1| [FTaT [2028/11/ 14~ A EFELS ow nodes

52 TPV th'til’_!‘h‘t'lﬂ i S 71685/ 155505 1763/0 { 98E6,/0,/155919 ) { 0=-0/0-0,/0-0,/0-0 }
53 0,/0/60000,/60000 [ 0/0 O/ 0/0/0 10
54 IFv4 '[h"tlllll_fﬂh't'l'll i 0/72190/64551,/0036,/0 ( TZ2/0/6382% ) { 0-0/0-0/0-0/0-0 ) &
55 i 00D 070 0/0 000 l:l 1

13 IPyl_tﬂ{a! HEl - oc A .' B L l - X 4
57 ! ! DOLT

5B IP\-I GEEUl" l"l!w-D [a Mlwy 5!{ (14}5!-0‘ [D Tiw/sec] rei=0 [0 Flw/s8c])

59| [STAT [2029/11/14-03 1 20: o3z 144238 IPvA_sStatistics "IP nodes' allocation :
&0 total : allocate=§120,/6000000

61| [STAT [2089/11/14-02:20:03:144308] Deatailed seatistics an HTTP ©

&2 chread_slaves=0 :

63 url/leck=37475/0 { 1022,154,0 }( 1,155,154 ]

&4 551/ Mock=1§249/0 { 0,28,0 ]L 1,39,28 1]

E5 cna/lock=6799,0 [ 0

E6 sni Slock=g450,/0 [ a,zu i

&7 quic/leck=0/9 { @,0,0 }{ 2,0,0 ]

= chnpro=0a

L4 coheck /Ap_check/ Teck=37 2832,/ 45263,/0 00,0

70 thread_s1ave=i :

b url/Nock=40684,0 E 06H,62,0 )( J. £2,81 )

72 281, Tockn13571/0 { 0,6,0 I 1,7.6 )

73 cna/1ock=6081,/0 a,n

7 M1y 10:':-7490.-"] 0y

75 qu1|:'lnck-oﬂ|:|{|:|{||:|}|:ﬁl:|h_:|

TE & hifjie &

77 coheck,/1p_check,/ Tock=638907 /55221,/0 0/0/0

7B Toral @

79 url/locks7B129,/0 { 2091,206,0 ) 2,207,208, 80000 )

50 551/ Tock=28820,/0 { O,34,0 J( 2,56,54,020000 )

Bl cna/lock=12880/0 ( 0,0 )

&2 snlTeck=15940,0 { 0,04 ) 11

B3 quic/Vock=0,0 { 0,0,0 }{ 0,0,0,0 ) Fi

84 chngro=g /

&S cehecksin check/ IGcks10117 39/ 100484,/0 0,040

86| [STAT 1[2088/12714-08:20:0321448007 FRWL STAT1STICS & 0,070 1

B7 | [STAT 1[2019/11/14-02: 20: 03:144516] STATISEICS on NFLW_Full @ {765/0,/1441180}
-1:1 MELW _Full IF'\.--H'E!-iE-l:ISi (BEE4B0643 {415 3615, 39"5665341}-{34& fA315 F1B04}
-3 ;F"i'l' rZIJl.!‘ F11/14-030 205183 1451].1.3- MEnDry u!-ib! : "wirtwal®/'Resident’ BBTTOBBTEE/40237HLELE
50| | STAT [2049,/13 714-03 1 20: 18: i-l-!{IE-l- CPU statistics :

51 Cﬁu.'!ﬁl"l" i D.0WuE  T.BNEY D.1xAl 92.0%1d 0. Okwa

52 cpwd ! 0.0%us 0.3Wsy D0.0%n1 99.T7HiId O.0Rwa

"9l cpul ! 0.1Mus 1€, 7MY 0.0Fsni BY.0WTd 0. OWwa

24 cpu2 1 0Q.0%us S5.0¥sy 0.0%¥n1 95.0%7d 0.0%=ma

" . cpul @ 0.1Mus ‘--"-"li-r’ U-iﬂg'l #l.161d 0. Owa

Image 2

* Protocol statistics:

o Statistics by IP:
10 - current flows number, here
IPv4 total : allocate=1708/3008000 - parameter is set in /etc/dpi/fastdpi.conf:
mem_tracking_flow (e.g.=3008000)
3008000 - total / 1708 - taken

o Blocking counters:
url/lock=341/5 (0,0 )( 1,1,0,98879))
ssl/lock=47/0 ( 21,457 )( 0,69,69,196647 )
chnprc=0
ccheck/ip_check/lock=2954/503/76
url/lock - URL checked/blocked

©(0,0):


https://wiki.vasexperts.ru/lib/exe/detail.php?id=en%3Adpi%3Adpi_components%3Aplatform%3Amon_stat%3Astat_log%3Astart&media=dpi:dpi_components:platform:mon_stat:stat_log2.png

first 0 - number of URLs that could not be parsed

second 0 - number of packets with partial URLs (URL in several packets)
(1,1,0,98879):

1 - parsers used

1 - parsers were used in total

0 - how many parsers are not involved after use

98879 -

how many parsers can be created

e ssl/lock - similarly to URL, but for cname
chnprc=0 - parser change http «- htpps
ccheck/ip_check/lock - 2954/503/76 statistics on check by IP/port
e 2954 - were to check by IP
503 - how many times the check was actually performed
76 - packets blocked
e Firewall statistics - 11.
» Netflow statistics - 12,

In version 9.4.1 statistics on packet sizes have been expanded, Jumbo Frames have been added
[STAT 1[2020/09/09-13:44:33:322801] Packet size (abs/delta, in %):

<=64 <=128 <=256 <=512 <=1024
<=2048 <=4096 <=8192 >8192
subs->inet: 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0
0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0
inet->subs: 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0

0.0/0.0 0.0/0.0 0.0/0.0 0.0/0.0
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