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Stand-by

Active/Backup (VRRP)

VRRP support is implemented in SSG using the Linux daemon keepalived. It configures scripts for
calling CLI commands to put SCAT in master or backup mode.

In master mode, all SSG functionality is available. In backup mode, SSG works only as a bridge in_dev
© out_dev, no packets are emitted by SSG itself. It is supposed that in backup mode no traffic should
come to SSG at all. But it seems that some service L2 protocols necessary for the operator's network
may still arrive at the SSG in backup mode, which is why the transparent bridge mode remains
enabled in backup mode.

VRRP support is enabled in SSG by configuration parameter vrrp_enable in fastdpi.conf:

# [hot] Flag to enable VRRP support
# 0 - disabled (default)
# 1 - enabled

vrrp_enable=1

VRRP support is disabled by default.

All SSGs belonging to the same VRRP group must have the same configuration. In particular, the
following parameters must be set and be the same in all SSGs of the VRRP group, as they set the
virtual MAC and IP addresses:

e bras arp mac - virtual MAC address of SSG
e bras _arp ip - virtual IP address of SSG

If IPv6 support is enabled, the parameters bras ipv6 link local and bras ipv6 address
(virtual link-local and global IPv6 addresses) must also be set and be the same.

To switch the SSG to master/backup mode run the CLI commands:

# swicth SSG to master mode
# this command should be called by the keepalived script notify master
fdpi cli vrrp set master

# switch SSG to backup mode
# this command should be called by the keepalived script notify backup
fdpi cli vrrp set backup

SSG always starts in master mode. It is assumed that immediately after startup the keepalived
daemon will see that a VRRP group member is started and will call the corresponding script. That is,
immediately after startup, the SSG must be explicitly put into master or backup mode.

@ It is an error to have two or more SSG instances running in master mode at the same


https://en.wikipedia.org/wiki/Virtual_Router_Redundancy_Protocol
https://linux.die.net/man/8/keepalived

[O] time. There should be only one master.

When an SSG is put into master mode with the fdpi cli vrrp set master CLI command, the
SSG sends gARP (gratuitous ARP) to all of its in and out interfaces to inform the switches that the
virtual MAC and IP addresses (bras_arp mac and bras_arp_1ip) are now on the ports of the SSG-
connected switches. After receiving such a gARP, the switch should get that the virtual MAC/IP
address of the SSG is now on this port, and switch all traffic to this SSG (on this port).

The number of gARP notifications and the interval between them are regulated by the following
fastdpi.conf parameters:

# Parameters for sending gratuitous ARP when switching to master mode
# gratuitous ARP are sent to all SSG interfaces
# On each interface, vrrp arp count gratuitous ARP packets are sent
# with a packet interval of vrrp arp timeout seconds
#
# [hot] Timeout between sending, seconds (default=1)
#vrrp arp timeout=1
# [hot] Nimber of repetitions, default=10
#vrrp_arp _count=10

You can check current SSG mode by runnning this CLI command:

fdpi cli vrrp stat

OTKpbITbIE BONPOCHI

JaHHbI pa3gen cnepyet yaanuTb NOC/e NOMHOLEHHOro TecTupoBaHnus. OTBETbI Ha
BOMNPOCHl JaHHOrO pa3fefia B BUAE PeKOMeHAauun rno TUNOBOW KOHGUrypauum
keepalived 0osxHbl ObITb B TE€JIe OCHOBHOIO pa3jesa Bbille

1. keepalived npunBA3bIBaeTCA K KOHKPETHOMY UHTEpdency, Yepes KoTopbln nget obmeH VRRP-
naketamu. 3710 0bbl4HbIV MHTepdeic Linux (ynpasnsowmi, ctl-uHTepdenc), a He infout gesanc
CKAT. CobCcTBEHHO, UMEHHO Ha 3TOT UHTepdenc keepalived Ha3HavyaeT BUPTYanbHbIN IP-agpec npu
nepexone B pexum master. Ham xe HyxHo, 4Tobbl B naeane keepalived He npnBA3bIBaA Hall
BUPTYasibHbIN IP-afpec Ha 3TOT UHTepeNnc, a NPoCTo Bbi3biBan CKpUNTbl Nepesofa CKAT B pexum
master nnn backup.

2. AHanorn4Ho n.1 - npu nepesofe B master geMoH keepalived wnet gARP Yyepes ynpasnsiowmnm
NHTepdenc. Ham Tak)xe 3TOro He HYXHO (BbITb MOXET, 3TO Aa)Ke BpeaHo).

3. Ecim n.1 n n.2 HepewaeMbl B paMmKax KoHpurypauun keepalived, MOXXHO paccMOTpeTb
BO3MOXHOCTb paboThl keepalived 4epes vian-nHtepdeincol, Co3gaHHble Ha ctl-uHTepdence. na Bcex
KomnbloTepoB VRRP-rpynnbl Ha ux ctl-uHTepgencax Linux cozgaem vian-mHtepdencobl C yHUKanbHbIM
vlan, soigenerHom ans VRRP, n npuessbiBaem keepalived nmeHHo K 3TuM vlan-uHtepdgencam. Torga
nycTb keepalived Ha3HavaeT BupTYyanbHble IP-agpeca Ha 3Tu vlan-uHTepdencol n paccoinaet gARP
4yepes HMX, - 3TO He LO/HKHO HUKOMY noMeluaTb. Ham BaXKHO ToNbko, 4T0obbl keepalived BoBpems



BbI3bIBaJ1 CKpUMThI Master/backup.

4. MpoBepuTb, Kak nosedyT cebs KOMMyTaTopbl, NoAKM0o4eHHble K CKAT K in/out fesancam, B
vlan/qging-ceTsx. Oeno B ToM, 4To CKAT paccbiaeT obyvatowmne gARP 6e3 Bcsikux VLAN. Pacno3HatoT
NN B 3TOM C/lydae KOMMYTaTopbl, 4TO TPAaUK HYXKHO nepekstodaTts ¢ noptoB CKAT-1 Ha nopThl
CKAT-2 B cnyyae nepesofa CKAT-2 B master-pexxum (a CKAT-1, cooTBeTCTBEHHO, B backup).
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