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Stand-by

Active/Backup (VRRP)

VRRP support is implemented in SSG using the Linux daemon keepalived. It configures scripts for
calling CLI commands to put SCAT in master or backup mode.

In master mode, all SSG functionality is available. In backup mode, SSG works only as a bridge in_dev
© out_dev, no packets are emitted by SSG itself. It is supposed that in backup mode no traffic should
come to SSG at all. But it seems that some service L2 protocols necessary for the operator's network
may still arrive at the SSG in backup mode, which is why the transparent bridge mode remains
enabled in backup mode.

VRRP support is enabled in SSG by configuration parameter vrrp_enable in fastdpi.conf:

# [hot] Flag to enable VRRP support
# 0 - disabled (default)
# 1 - enabled

vrrp_enable=1

VRRP support is disabled by default.

All SSGs belonging to the same VRRP group must have the same configuration. In particular, the
following parameters must be set and be the same in all SSGs of the VRRP group, as they set the
virtual MAC and IP addresses:

e bras arp mac - virtual MAC address of SSG
e bras _arp ip - virtual IP address of SSG

If IPv6 support is enabled, the parameters bras ipv6 link local and bras ipv6 address
(virtual link-local and global IPv6 addresses) must also be set and be the same.

To switch the SSG to master/backup mode run the CLI commands:

# swicth SSG to master mode
# this command should be called by the keepalived script notify master
fdpi cli vrrp set master

# switch SSG to backup mode
# this command should be called by the keepalived script notify backup
fdpi cli vrrp set backup

SSG always starts in master mode. It is assumed that immediately after startup the keepalived
daemon will see that a VRRP group member is started and will call the corresponding script. That is,
immediately after startup, the SSG must be explicitly put into master or backup mode.

@ It is an error to have two or more SSG instances running in master mode at the same


https://en.wikipedia.org/wiki/Virtual_Router_Redundancy_Protocol
https://linux.die.net/man/8/keepalived

[O] time. There should be only one master.

Mpwn nepesofe CKAT B pexxum master CLI-komaHgon fdpi cli vrrp set master CKAT nocbinaeTt
gARP (gratuitous ARP) Ha Bce cBou in 1 out-uHTepdencol, 4Tobbl COOBLWNTL KOMMyTaTOpaM, 4TO
BupTyanbHbln MAC 1 IP agpeca (bras _arp mac nbras_arp ip COOTBETCTBEHHO) Tenepb
Haxo4ATCA Ha MOPTaxX KOMMYTATOPOB, K KOTOPbIM MOAKJ/OYEH AaHHbIA 3k3emnniap CKAT. MNMony4yms
Takon gARP, KOMMyTaToOp AOJIXEH NOHATb, 4TO BUPTYanbHbin MAC/IP-agpec CKAT Tenepb HaxoanTCs
Ha JaHHOM MOPTY, U NepekoYnTb BeCb Tpauk Ha 3TOoT CKAT (B 3ToT nopT). Ymcno gARP-
OMNOBELLEHN N UHTEPBAN MEXAY HAMU PEryanpyroTCcs cneayowmmmn napameTtpamm fastdpi.conf:

# MapameTpbl oTnpaBkn gratuitous ARP npu nepexoge B master-pexum
# gratuitous ARP oTtnpasnsioTcs Ha BCe UHTepdencol CKATa
# Ha Kax bl nHTepdenc otnpasnseTcs vrrp arp _count gratuitous ARP nakeTtos
# C MHTepBaNOM MexXay naketamu vrrp arp timeout cekyHp
#
# [hot] Tamm-ayT mexnay oTnpaBkamu, cekyHn (default=1)
#vrrp_arp_timeout=1
# [hot] Yucno nosTopHbix oTnpaBok, default=10
#vrrp _arp _count=10

Tekywun pexum pabotsel CKAT M0oXHO y3HaTb CLI-komaHaom

fdpi cli vrrp stat

OTKpbITble BONPOCHI

BOMNPOCHl JaHHOrO pa3fesia B BUAEe peKoMeHAauun rno TUMNOBOW KOHMUrypauum

@ [aHHbIN pa3gen cnenyeTt yaaanTb Nocae NONHOLEHHOro TectupoBaHns. OTBeTbl Ha
keepalived gomxHbl BbITb B TE/IE OCHOBHOIO pa3aesa Bbllle

1. keepalived nprBA3bIBaeTCA K KOHKPETHOMY UHTEpdENCyY, Yepe3 KoTopbi naeT obmeH VRRP-
nakeTammn. 370 0bbI4HbIN NHTepdeic Linux (ynpasnstowwmi, ctl-nHTepdernic), a He infout geBanc
CKAT. CobCTBEHHO, UMEHHO Ha 3TOT MHTepdenc keepalived Ha3HavyaeT BUPTYanbHbIN IP-agpec npu
nepexone B pexum master. Ham xe HyxHo, 4Tobbl B naeane keepalived He npnBA3bIBaNA Hall
BUPTYanbHbIA IP-agpec Ha 3TOT MHTepeNC, a NPOCTO Bbi3blBas CKpUNTbI nepesofa CKAT B pexum
master nnn backup.

2. AHanoruyHo n.1 - npu nepesofe B master nemoH keepalived wneT gARP yepes ynpasnsoLwmmn
NHTepdenc. Ham Tak)xe 3TOro He HYXKHO (bbITb MOXeT, 3TO Aa)ke BpeaHo).

3. Ecnm n.1 n n.2 HepelwlaeMbl B pamMkax KoHgurypauum keepalived, MOXXHO paccMoTpeTb
BO3MOXXHOCTb paboThl keepalived 4epe3s vlan-nHTepgeincel, cosgaHHble Ha ctl-uHTepdence. ns Bcex
koMmnbloTepoB VRRP-rpynnbl Ha ux ctl-uHtepgencax Linux cozgaem vlan-mHTepgencol ¢ yHUKanbHbIM
vlan, sbigeneHHoM ansa VRRP, n npusssbiBaeM keepalived MMeHHO K 3TuUM vlan-nHTepdencam. Toraa
nycTb keepalived Ha3Ha4vaeT BupTyanbHble IP-agpeca Ha 3Tu vian-uHTepencol n paccoinaet gARP
4yepes HUX, - 3TO He A0/HKHO HUKOMY nomellaTb. Ham BaXKHO Tos1bKO, 4T0bbI keepalived BoBpeMs
BbI3blBaN CKpUNTbI master/backup.



4. MpoBepuTb, Kak nosedyT cebs KOMMyTaTophbl, NoAKM04eHHble K CKAT K in/out feBancam, B
vlan/ging-ceTsx. Oeno B ToM, 4To CKAT paccbiiaeT obyvatowne gARP 6e3 Bcsikux VLAN. Pacno3HatoT
JIN B 3TOM CJly4ae KOMMYTATOpPbI, 4TO TpathukK HY»XHO nepekoydatb ¢ nopTtoB CKAT-1 Ha nopTel
CKAT-2 B cniyvae nepesoga CKAT-2 B master-pexum (a CKAT-1, cooTBeTCTBEHHO, B backup).
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