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5 Bittorent control option

BTRT - BitTorrent Proxy Tracker

Description

BTRT is a BitTorrent tracker allowing to optimize the network traffic distribution in favor of reducing
traffic to external networks by increasing the amount of intranet traffic. Reducing the network traffic
volume to external networks is achieved by prioritization of peer IP addresses in response to
announce requests: according to the configuration IP addresses of the operator's network peers are
replied in the first place.

BTRT replies to standard BitTorrent client HTTP requests: announce and scrape, also it designed to
handle non-standard forwarded_announce requests, more details on it see here.

Hardware requirements

The main requirement is imposed to the RAM size. BTRT holds the data about all torrent files and
peers and more. To calculate the required amount of RAM you can use as basis of 512 bytes per peer.

Software requirements

BTRT runs on CentOS 6. To install the BTRT the following packages should be installed on the system:

e mysql-server, version 5.1.73 or later
e mysql-connector-c++ version 1.1.5 or later

Use cases

Local retracking

The simplest way to use BTRT is to use it as a local retracker. Several trackers that the BitTorrent
client should access by sending announce requests can be specified in torrent-files. Special name
retracker.local is used for local retracking. Local retracking is provided by forwarding requests to
the retracker.local on BTRT.

“"Adjacent" retrackers data using

Local retracking allows to redistribute traffic only within the operator's network and provides a



reduction in volumes of traffic to external networks only through operator's customers. The operator
often has a contractual relationship with partners which implies a lower traffic cost in the networks of
partners. If the tracker is launched in the partner's network, the use of peers registered on this server
allows to reduce the traffic volumes in external networks. When processing announce requests BTRT
enables to use not only local peers data but also to request the data from retrackers operating in
partner networks. In response to announce request in this case BitTorrent client is sent the IP
addresses of peers registered both in operator's network and in partner networks resulting in
redistribution of traffic generated by BitTorrent clients.

Handling of requests to external trackers

BTRT handles the forwarded_announce requests generated by DPI platform. Forwarded_announce
requests stand for announce requests sent to external BitTorrent trackers, which in turn are
intercepted by DPI platform and forwarded to the BTRT.

When the forwarded _announce request is processed, BTRT, if necessary, sends the request to an
external (third-party) tracker for the list of peers, but a list of peers is formed according to the peers
priorities specified in the configuration (local peers, partner peers, etc.) and then the list is sent to the
BitTorren client. So having enough peers in operator and partner networks, it's possible to
significantly limit the bandwidth when communicating with the external peers, so to redistribute the
traffic in such a way that the intranet traffic will be increased.

Installation

The packet and its dependencies should be installed in order to properly install the application
initially. It could be done by applying the command:

sudo yum install btrt
BTRT uses MySQL database. To perform further installation steps, you must run the service mysqld :
sudo service mysqld start
User account and MySQL schema should be created before the first launch of BTRT (existing user
account can also be used). It is highly recommended to create specific MySQL account for the BTRT.
To do so, you need to connect to the MySQL server with superuser privileges:
mysql -hlocalhost -uroot -p
and execute the account and schema creation commands providing user password:
USER 'btrt'@'localhost' IDENTIFIED BY 'password_for_btrt_user';
DATABASE btrt;

btrt.* 'btrt'@'localhost';

After the account is created, you have to finish the privileged MySQL session by pressing the key
combination Ctrl-D . and create objects in the BTRT data schema, providing the name and password


https://www.oracle.com/search/results?cat=mysql&Ntk=SI-ALL5&Ntt=CREATE
http://dev.mysql.com/doc/refman/%35%2E%31/en/information-functions.html
https://www.oracle.com/search/results?cat=mysql&Ntk=SI-ALL5&Ntt=CREATE
https://www.oracle.com/search/results?cat=mysql&Ntk=SI-ALL5&Ntt=DATABASE
https://www.oracle.com/search/results?cat=mysql&Ntk=SI-ALL5&Ntt=GRANT
https://www.oracle.com/search/results?cat=mysql&Ntk=SI-ALL5&Ntt=ALL
https://www.oracle.com/search/results?cat=mysql&Ntk=SI-ALL5&Ntt=PRIVILEGES
https://www.oracle.com/search/results?cat=mysql&Ntk=SI-ALL5&Ntt=ON
https://www.oracle.com/search/results?cat=mysql&Ntk=SI-ALL5&Ntt=TO

of the previously created MySQL user:
mysql -hlocalhost -ubtrt -p etc/btrt/btrt.db creation.sql
Before the first start, you must create a /etc/btrt/btrt.conf configuration file based on the

[etc/btrt/btrt.conf.default configuration template. More details on configuration is here.

OOHoOBNeHue

Ins 06HOBNEHNS paHee YCTAaHOBEHHOI O NPUIOXKEHNS HeobXoaAMMOo B NMepBYy0 o4epelb OCTaHOBUTH
CepBUC Tpekepa:

sudo service btrt stop

YyCTaHOBUTb OBOHOBJIEHHbIN NaKeT:

sudo yum update btrt

Mpwn 0bHOBNIEHUU C Bepcun HXKe 2.1 HeobxoauMOo BbINOHUTL 0OHOBNEHNE CTPYKTYpbl B:
mysql -hlocalhost -ubtrt -p etc/btrt/btrt.db upgrade 2.1.0.sql

TaK KakK npu nepexojie 0T BEPCUN K BEPCKM BO3MOXHbI U3MEHEHUSI B KOH(UIYpaLui HeobxoanmMo
MPOBEPUTb €€ KOPPEKTHOCTb, a NOC/e 3anyCTUTb CEPBUC TPeKepa:

sudo service btrt start

KoHdpurypauus

OcHOBHbIM (hansioM KoHpUrypauum sensetcs pann /etc/btrt/btrt.conf. Kondurypauus s 3Tom danne
3afaeTcq B hoopmaTe YAML.

dopmaTt YAML

ba3oBbiMu 3n1emMeHTaMu hopmaTa YAML ABnaoTCA:

e napa "Knwo4-3HayeHune", Hanpumep:
level: "info"

* 10C/Ie0BaTENIbHOCTb 3HAYEHUA, Hanprmep:
"127.0.0.0/8"
“192.168.0.0/16"

Ha ocHoBe 6a30BbIX 3/1EMEHTOB BO3MO)KHO CO3[aBaTb C/IOXKHbIE CTPYKTYPbI AaHHbIX.

OOHUM 13 NPUHUMMNOB 419 ONMUCAHUA CJIOXKHbBIX CTPYKTYP 3a510KeHHbIX B popmaT YAML asnseTca


https://ru.wikipedia.org/wiki/YAML
https://ru.wikipedia.org/wiki/YAML
https://ru.wikipedia.org/wiki/YAML

npaBuao HOPMaTUPOBAHMS BNIOXKEHHbIX 3IEMEHTOB NPV NOMOLLIM OTCTYMOB OT HaYvasa CTPOKMW.
DNeMeHTbI Nexalle Ha OIHOM YPOBHE UepapXxmmn A0KHbI UMETb ONHAKOBOE KONYECTBO BEAYLLNX
npobenos, Hanpumep, cnenyWwmn TEKCT:

#
# Logging parameters
logging:
path: "/var/log/btrt" # Path to log files, default:
/var/log/btrt
level: “info" # Possible levels are:

# critical, error, warning, info,
diagnostic, debug
# default logging level is "info"
switch time: "01:00:00" # Log switching time in format
"HH:MI:SS", default: "01:00:00"

MOXXHO TPaKTOBaTb KaK CTPYKTYpY AaHHbIX Logging, y KOTopomn ecTb Tpu nons - path, level,
switch time.

Y4nTbiBas BbllLE CKa3aHHOE, r1aBHbLIM NPaBWUIOM NPU PeaakTMPOBaHUN LOKYMEHTOB B (hopMmaTe

YAML sBNSeTCS MCnosb30BaHME onpepnesieHHOro KoJau4yecTsa npobesibHbIX CUMBOJIOB AN
cdopMupoBaHua OTCTYNOB BMECTO CUMBOJIOB Tabynsauum.

The main configuration file /etc/btrt/btrt.conf

OCHOBHOW hanl KOHDUTYpaLMK COOEPXUT onmcaHme 60NbLWNHCTBA NapaMeTPOB MCMOJIb3yEMbIX NPU
paboTe BTRT. MNepBoHa4anbHO Npy YCTAaHOBKE NakeTa co3faeTcs ¢ann wabnoHa KoHpUrypauum
[etc/btrt/btrt.conf.default, KOTopbIN COQEPXKUT ONUCaHNE BCEX MAapaMeTPOB C KOMMEHTaPUAMU U
KOTOPbIA MOXKeT NUCNOoJIb30BaTbCA AJ18 CO3LAHUSA peanbHON KOHpUIypauunn.

Ins co3paHus paboyeinn KOHMUrypaLum MUMHUMaAbHO HEOOXOANMO BbINOIHUTL MOAUMUKALIMIO
cnenyowmnx napaMmeTpos:

OnucaHune nogknoveHnsa Kk b MySQL:

database:
url: "tcp://127.0.0.1:3306" # URL for connection to MySQL,
default: "tcp://127.0.0.1:3306"
user: "root" # User name, default: "root"
password: “root" # Password
schema: "btrt" # Schema name, default: "btrt"

OnucaHme rpynn anana3oHos IP agpecos

peer _groups:
# It is useful to have definition for peers in local network.
# It can be used when peer from the local network is registered on
non-local tracker (neighbor, forwarded tracker)
- name: "local peers"
priority: 0


https://ru.wikipedia.org/wiki/YAML

cidr_file: "/etc/btrt/local cidrs.conf"
cidr list:

# neighboring peers is used to identifying range of IP-addresses of
peers connected to neighboring trackers
- name: "neighboring peers"
priority: 1
cidr file: "/etc/btrt/neighboring cidrs.conf"
cidr list:

OnucaHne napaMeTpoB "coceHUX" TPEeKepoB:

neighbors:
- name: "the nearest retracker"
refresh interval: 1800

peers expiry interval: 7200

announce request:
"http://retracker.mgts.by/announce?info hash={info hash}&peer 1d=01234567890
12345678A&port=6882&downloaded=0&uploaded=0&left=4194304&event=started&compa
ct=1&numwant=1000"

YnpasneHue

OcHOBHOM UcnosiHAeMbIV hann Tpekepa - /usr/sbin/btrt.
[nsa BbIBOLA BCTPOEHHOW MNOACKA3KM He0BX04UMO BbINOJIHUTL CNEAYIOLLYI0 KOMaHay:

btrt help

Tpekep pa3paboTaH Aas paboThl B KayecTse cepBuca. s cTapTa cepBmca HeobXoaMMO BbIMOHUTL
cneayoLLyo KOMaHay:

sudo service btrt start

N5 OCTAHOBKW CepBuca:

sudo service btrt stop

Mpu paboTe Tpekepa CO3[4a0TCA XKypPHabHble haltibl B COOTBETCTBUN C HACTPONKaMK B

KOH(MrypaLnoHHOM ¢hane. Mo yMo4aHWIO XYypHabHble haisibl CO34al0TCA B KaTanore
/var/log/btrt.
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