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1 Traffic analysis

ObopynoBaHue
[na HaCTPONKM KoppekTHoM paboTbl pasaena Pa3bopa Tpaduka Heobxoammo 0obaBnTb
obopygnosaHue Tuna "Cepsep pasbopa Pcap" B pa3gen YnpasneHus cnnucka obopynoBaHus.
KoHdurypaumsa obopynosaHusa ona pasbopa Tpaduka:

1. Mpoueccop (CPU) 2.5TTy, 2 wT

2. OnepaTtmBHasa namaTb (RAM) oT 4 T6

3. XecTkun guck (HDD) ot 100 I'6

4. OnepaumnoHHas cuctema Ubuntu 20.04

Insi yCTaHOBKM HEoBXoAMMbIX A5 paboThl yTUANT HEOOXOANMO BbINOJIHUTL CNEAYIOLYI0 KOMaHAY:

apt install wireshark tshark sox

Pa3spen

Ina nepexona B pasgen pasbopa Tpadhdurka B MEHIO NepengunTe B pasaen "3aKoHHbIN
nepexsaT"->"Pa3bop Tpadumka"-"Pa3zbopa Tpaduka".

(]

Pa3zgen Pazbopa Tpatuka BuIrISANT KaK Ha PUCYHKE HUXE.

(]

3apaum

3agaym ons Pasbopa Tpaduka HaxoasTCsA B N€BON YacCTu CTpaHuMuUbl Pa3bopa Tpaduka.
Co3spaHue 3apaum

na co3paHma HoBow 3adaym Pasbopa Tpadmka HaXXMUTe Ha KHOMKyY "+" B Tynnbape Hag CMCKOM
CYLLeCTBYOLWNX 3a4ay.

(]

B oTKpbIBLLENCA (hOpMe CO3AaHMA 3aaymM BBeAnTE:

e Ha3BaHue 3a4a4n
e OnncaHne 3aga4un


https://wiki.vasexperts.ru/doku.php?id=en:dpi:dpi_components:dpiui:user_guide:admin_section:equipment_management:start

Haxxmute kKHonky "CoxpaHuTtb".

PepakTupoBaHue 3apauun

ans penakKTnpoBaHUA 3aa4qy HaXXMUTE Ha KHOMKY pPenakTupoBaHWA HanNnpoTuB CyLLI,eCTByPOU_I,EVI
3ajayn.

=]

B oTKpbIBLLIENCSA (hopMe pefaKTUPOBaHUA 3a4ayqu U3MEHUTE:

* Ha3BaHue 3ada4un
e OnncaHwne 3aga4u

Haxxmute KHonky "CoxpaHuTtb".

YpaneHue 3apavum

ONna yoaneHns 3agadyv HaXXMUTE Ha KHOMKY "YOanuTb" HaNnpoOTUB CYLLECTBYIOLLEN 3a4a4m 1
noaTeepamnTe MnMbo oTMeHNTE LENCTBUE.

(]

daunnbl

®annbl ana Paszbopa Tpadhmka HaXOAATCA B LlEHTPabHOM YaCTu CTpaHuubl Pa3zbopa Tpaduka.

Dob6aBneHue anna

Ona nobasneHusa HoBoro anna ansa Pasbopa Tpaduka HaXXMUTE Ha KHOMKY "+" B Tynnbape Hag
CNUCKoM fob6aBneHHbIX (haitnos.

(]

B oTkpbiBLencs hopme fobasneHus ganna:

e 3arpysuTe uav nepeTawimTe pcap-hann;
e [pn HeobxoamMMocCTH 3apanTe oTobpaxkaeMoe Ha3BaHWe 1 onucaHve ansa ganna;
e YKaxute Heobxogumble Tunbl pasbopa Tpaguka (Web,Dns,Mail,Voip,Ftp);

Haxxmute KHonky "CoxpaHuTtb".

PepakTtupoBaHue cpanna



Ina pegakTupoBaHua anna ana Pasbopa Tpadmka HaXXMUTE Ha KHOMKY pefakTUPOBaHUSA HanpoTuB
cyliecTBytoLLero tanna.

=]

B oTKpbIBLLIENCA (hopMe pefaKTUPOBaHUA (haia MOXXHO U3MEHUTb:

e OTobpaxkaemoe Ha3BaHue hanna;
e OnucaHue anna;
e Tunobl pa3bopa Tpaduka (Web,Dns,Mail,Voip,Ftp);

Haxxmute KHonKy "CoxpaHuTtb".

B cnyyae, ecnv 6binm BHECEHBI N3MEHEHNS B TUMbI pa3bopa TpaduKa - Ha 3KpaHe NosABUTCA dhopMa
NoATBEPXAEHMA Nepe3anycka pa3bopa Tpaduka ans sToro danna.

YpaneHue panna

Ons yaaneHns ganna HaxxMUTe Ha KHOMKY "YaanuTe" HanpoTMB CywecTByoWwero danna un
noaTsepamnTe nnMbo oTMeHNUTE LENCTBUE.

(]

NMepe3anyck pa3bopa danna

Ina nepe3sanycka pa3bopa danna:

1. BoibepuTte HeobxoamMMbIN han N3 CNUCKa;
2. HaxxmuTe Ha KHOMKY nepe3anycka pa3bopa B Tynbape;
3. NoaTteepanTe NMbO OTMEHUTE OeNCTBUE.

(]

WmnopT ¢ainnos u3 paspena saxeata Tpacduka

®annbl ona pasdbopa Tparka MOXHO MMMOPTMPOBaATL U3 pa3fena "3axsaT Tpaduka".

MepenanTe B pa3aen "3akoHHbIN NnepexBaT'-"3axBaT Tpaduka".

=]

B cnucke thannos BbibepuTe hannbl, KOTopble He0bXoANMO pa3obpaTb M HAXXMUTE KHOMKY pa3bopa.

(]

B oTKpbIBLLENCS hOopME:



e BuibepuTe 3anavy Pa3bopa Tpaduka, B KOTOpyo ByayT MMNopTUpoBaHbl hanbl.

e B cnyyae Bbibopa "HoBOM 3afa4n" - BBEANTE UMSA 3afadn, KoTopasa byaeT co3naHa npm
nMnopTe.

e Tunbl pa3bopa ans mmnopTupyemsix dannos (Web,Dns,Mail,Voip,Ftp).

(]

HaxxmnTe Ha KHonKy "lMpuMeHnTb". Tlocne 3aBepLlieHns npouecca nMnopTa arnsioB NOSABMUTCA OKHO C
npennoXxeHnem o nepexoe B pasgen "Pa3bop Tpagumka'.

Pe3ynbTaTthl pasbopa

Pe3ynbTaThl pa3bopa HaxoAsTCA B MPaBoOv YacTu cTpaHuubl Pa3bopa Tpaduka.

[x]
Web

Ha Bknaake pe3ynbTaToB pa3bopa Web oTobpaxkatotca HTTP-3anpochl.
3anpochbl

Ha Bknagke "3anpockl" oTobpaxatoTcs "coipble” AaHHbIE 0 3anpocax.
B Tabnvue [ocTynHbl cnefyowmne gaHHbIe:

e [laTa n BpeMs 3anpoca

e Afpec 3anpoca

e Pa3smep oTBeTa B banTax
e MeTopg

(=]

Mpy HaXxaTuK Ha KHoNKy "JonoaHUTeNbHas HopMauus o 3anpoce”(?) oTKpoeTcs nonan ¢
[OMNOSIHUTENbHON MHOPMaLMen 0 3anpoce:

e AreHT

e XocCT

* Ypn

Tun cogep»XxmMmoro
e KoaonpoBKa

MeTopg 3anpoca
Kop oTBeTa
Pa3mep oTBeTa B banTax
e [TopT oTNpaBuTens
MopT nony4atens
Bpemsa TCP



e [IpoTokon IP

e Bepcusa IP

e |P oTnpaBuTens

¢ [P nonyyaTtencs

e Tun Eth

e Eth oTnpasuTens

e Eth nonyyaTens

e ipeHTndukaTop anna ana pasbopa
e Ima channa ans pasbopa

e M5 hanina C CoaepXXUMbIM OTBETA

N306parkeHun

Ha Bknaake "N30bpakeHns" oTobpaxatoTCa 3anpockl, B B OTBET Ha KOTOPbIE BO3paLLainCh
n306parkeHuns.

(]
DNS

Ha Bknagake pe3ynbTaToB pa3bopa DNS oTobparkatoTcs XOCThl.
B Tabnvue foCTynHbI Cnenyoline AaHHble:

e [laTa n BpeMs 3anpoca
e XOCT

JononHutenbHas MHpopMauus

Mpun Ha)kaTun Ha KHoMKy "[ononHuTeNbHaa MHgopMaumusa o 3anpoce”(?) oTkpoeTcsa nonan ¢
LOMONHNTESIbHOW MH(OoPMaLMern 0 3anpoce:

e CNnCOK XOCTOB

e CNuncok afapecos

e Cnncok ceptucnKaTos
HaTa 3anpoca
Bpems oTBeTa
MopT oTnpaBuTens
e [lopT nonyyaTens
MpoTokon IP
Bepcua IP

IP oTnpaBuTens

IP nonyyatens

Tun Eth



Eth oTnpasuTens

Eth nonyyaTens

NpoeHTudgurkaTop 3anpucu
NoeHTndunkaTop danna ons pasbopa
Nms danna gna pasbopa

Mail

Ha Bknagke pe3ynbTaToB pa3bopa MAIL oTnpaBieHHbie/noay4yeHHble Email-bl.
B Tabnuue focTynHbl cnepyowme gaHHbIe:

e [laTa 1 BpeMs OTNPaBKN/NONYHEHNS;
e OTnpasuTesb

e [lony4aTesb

e TemMa nncoma

Copepxumoe

[Mpn HaXkxaTum Ha KHOMKY Couepmmmoro NMNCbMa OTKPOETCA nonan B KOTOPOM OOCTYMHbI:

e OTnpasuTesb

e [lony4yaTesnb

¢ TeMa nNucbMa

e TeKCT nNucbMa

e CNMCOK NMPUI0XeHHbIX hanioB K MMCbMY (MOXKHO CKayaTb)

(]

JdononHutenbHas MHdopMauus

Mpy HaXXaTuUK Ha KHOMKY LonosHUTENbHON MHopMauuKn(?) oTKpoeTcsa nonan ¢ 4ONO0JIHATENIbHON
NHopMaLmen 0 NUCbMe:

MopT oTnpasuTens
e [lopT nony4aTens
MpoTtokon IP
Bepcusa IP

IP oTnpaBuTens

IP nonyyatens

Tun Eth

Eth oTnpasuTens
Eth nonyyaTens

e OTnpasuTesb



e [lonyyaTesb

e Tema

e lpeHTUrKaTop NuCbMa

e AreHT noJsib3oBaTens

Bepcua MIME

Tun cogepXxmmoro

A3bIK

CocTaBHOMN TUM

Tun COCTaBHOrO COAEPXKNMOTO
KoAnpoBKa COCTABHOr0 COAEPXMMOro
Ancno3numnsa cocTaBHOrO COLEPXXNUMOro
NpeHTudurkaTop 3anpucu
NoeHTugukaTop danna ana pasdopa
Nms Eml-panna

Voip

Ha Bknagke pe3ynbTaToB pa3bopa Voip nHpopMaLmns o CoBepLIeHHbIX Voip-ceccusx.
B Tabnumue focTynHbl cnegyouime JaHHbIEe:

e [laTa 1 Bpems ceccuu

e [1pOAOMKNTENBHOCTb CECCUM
¢ Bbi3bIBaAOLLINI

¢ Bbi3biBaeMblii

Ayauosanuchb

Mpun Ha)kaTuUM Ha KHOMKY 3anunucy 0TKPOeTCS nonari, B KOTOPOM MOXXHO NPoCayLlaTh ayano3anncu:

e Bbi3bIBatOLWLErO
¢ BbI3bIBAaEMOro
e KOMBMHMPOBaAHHY10

Jloru 3anpocos

Mpy HaXKaTUK Ha KHOMKY JIory 3anpocoB OTKPOETCs rnornan € JIoraMn BCex 3anpocoB CeCccum,

(]



DononHutenbHas nHgopmauus

Mpu HaXXaTuUK Ha KHOMKY "JonoaHuTenbHaa MHpopmaunsa”(?) oTKpoeTCs nonan ¢ 4OMNOAHUTESIbHOW
NH(OPMaLMen 0 ceccum:

e [lopT oTnpasuTens

e [TopT nonyyatens

e [poTokon IP

e Bepcusa IP

e |P oTnpaBuTens

e |P nony4atens

e Tun Eth

e Eth oTnpasuTens

e Eth nonyyatens

e [1pOAONKNTENBHOCTb CeCCUM

¢ Bbi3bIBaOLLINN

* Bbli3blBaeMbIN

e \neHTuuKaTop 3BOHKA

* Ssrc ucxogsawmm

e Ssrc BXogAwmm

e Ha3eaHua (pannos ayamosanucen
e NoeHTudukaTtop anna gna pasbopa

Ftp

Ha Bknaake pe3ynbTaToB pa3bopa FTP oTobpaxkatoTcs annbl 0TNpaBaeHHbIE/NOyYEHbIE
nocpencreom FTP.

B Tabnuue OOCTYMHbI cneayoumne aaHHbIE:

[laTa v Bpems 3anpoca

Nmsa cpainna

HanpasneHune (Cka4mBaHune/3arpyska)
Pa3mep ainna B bantax

e ALpec KJIneHTa

e Anpec cepsepa

DononHutenbHas nHgopmauus

Mpy HaXXaTuUK Ha KHoMKY "JonoaHuTenbHaa nHpopmaunsa”(?) oTKpPoeTCs nonan ¢ 4OMNOAHNTENIbHOW
NHOpMaLmen o 3anpoce:

e [lopT oTnpasuTens
e [TopT nonyyaTtens
e [poTokon IP



e Bepcusa IP

e |P oTnpaBuTens

e |P nonyyatens

e Tun Eth

e Eth oTnpasuTens

e Eth nonyyaTens

e ViMs cpanna

e [lnpekTopusa Ftp

e Pasmep (hanna B banTax
e HanpaBneHue

e NoeHTudukaTtop anna gna pasbopa
e Qann oTBeTa

Jlorn pa3sbopa Tpaduka

Ina nepexopa B pa3aen noros pasbopa Tpahdrka B MEHIO NepengmnTe B pasnen "3akoHHbIN
nepexsat"-"Pa3bop Tpaguka"-"Jlorn pasbopa Tpaduka".

(=]

Paspen Jloros pa3bopa Tpadmka BbIrIAANT KaK Ha PUCYHKE HUXKeE.

=]
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