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Parameters description

RTT

Round-trip time, RTT is the time taken to send the signal, plus the time it takes to confirm that the
signal was received. This delay time, therefore, consists of the signal transmission time between two
points within the same flow.

The term flow in DPI refers to all network activity within the source/destination socket (source IP:port
/ destinationlIP:port).

Since the entire flow between the client and server goes through DPI, RTT calculation is performed by
DPI for two directions:

1. From subscriber to DPI (GUI has the following notation: from subscriber)
2. From server to DPI (GUI has the following notation: from server)

Registration of each new flow is performed by DPI on SYN/ACK received response basis instead of on
SYN message sent from the initiator of the TCP connection, therefore, the RTT calculation is based on
the difference between the transmission and reception of the following messages:

The client can be a server or the server can be a client depending on initiator of the TCP connection
(TCP SYN). So the logic of RTT calculation also changes and calculation is done the other way around.

I It is important to know that RTT is only considered for session-oriented (TCP) connections. RTT
calculation is not performed in case of UDP.

RTT from subscriber to DPI
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RTT to subscriber - from server to DPI (in case the connection was closed at the initiative of the client)
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RTT to subscriber - from server to DPI (in case the connection was closed at the initiative of the server)
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TCP protocol specificity and RTT calculation

There are many different situations affecting the RTT calculation for a particular flow due to some TCP
protocol features.

RTT from subscriber to DPI equals null for some flows
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It corresponds the situation when DPI did not receive ACK sent from client to the DPI in response to
received SYN/ACK. The situation can be caused by several reasons, for example, if the client
physically disconnected the wire or sent RST. In all the situations mentioned above, the DPI will set
“0” value in RTT from the client to the DPI for the given flow.

RTT for some flows take very large values (tens of seconds)
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For example, this situation may occur in the case of TCP HALF CLOSED CONNECTION, i.e. when one of
the connection participants terminates the data transmission, but still continues to receive the data
from the remote side. In this case, the transmitting side can send FYN/ACK only after the data transfer
is completed, so it will cause the significant increasing of RTT value.

Retransmits

1. Total retransmit percentage
2. The percentage of retransmissions in case of subscriber outcoming traffic
3. The percentage of retransmissions in case of subscriber incoming traffic
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Retransmission types:

e TCP Retransmission - Knaccu4yeckuin TMn NOBTOPHOWN nepefayn naketos. OTnNpaBuTesb NakeTa,
He NoJly4ynB NOATBEPXKLAEHUSA MNONYYeHNA OT afpecaTa No UCTe4YeHUn Tanmepa retransmission
timer, oTnpassgeT NakeT NOBTOPHO aBTOMATUYeCKMW, Npeanosaras, 4To OH NOTePsH Mo NyTu
cnefoBaHMA. 3HaYeHMe TanMepa NoACTpamMBaeTCa rmbKo U 3aBUCUT OT KPYrOBOro BpeMeHu
nepefayun no ceTn AN KOHKPETHOro KaHan CBA3M. Kak OH pacCYMTbIBAETCSH MOXKHO Y3HaTb B
RFC6298 Computing TCP's Retransmission Timer.

e TCP Fast Retransmission - oTnpaBuTenb OTNpaBAseT NOBTOPHO AaHHbIE HEMeAIeHHO nocse
NpeLnonoXKeHWs, YTO OTrNPaBeHHbIE NaKeTbl NOTEPAHbI, He AOXUAANCh NCTEYEHUS BPEMEHM
no Tanmepy (ransmission timer). O6bI4HO TPUrrepom ANs 3TOro ABAAETCA NoayyYeHme
HEeCKOJIbKMX noapsag (06bi4HO Tpu) Ay6AMPOBaHHbLIX NMOATBEPXKAEHMWIA NONYYEHUSA C OQHUM 1
TeM XKe NopAAKOBLIM HOMepOoM.HanprMep, oTApaBuTe b Nepenan NakeT C NOPSAKOBbIM



HOMepoM 1 1 Noay4un NOATBEPXKAEHME - NOPALKOBLIA HOMep roc 1, T.e. 2. OTnpasuTesb
MOHMMAET, YTO OT Hero XAyT ClefyoLWni NakeT ¢ HOMepoM Aga. MpeanonoXunMm, 4To
cnegyloline Ba NakeTa NoTepsanCh U NojlyvyaTenb Nosy4vyaeT faHHble C NOPALKOBbIM HOMEPOM
4. Mony4aTtesb NMOBTOPHO OTNPABAAET NOATBEP)KAEHNE C HOMepPOoM 2. [ToSly4mB nakeT ¢
HOMepOoM 5, oTnpaBuTesib BCE PaBHO OTMpaB/seT NOATBEPXKAEHNe C HoMepoM 2. OTnpasuTenb
BUANT Tpu Oy6AMPOBaHHbIX NOATBEPXLAEHMA, NpeanonaraeT, 4To nakeTbl 2, 3 6blIM NOTEPSAHBI
W WNeT NX 3aHOBO, He NOXMAAACh TanMmepa.

Spurious Retransmission - 3TOT TMN NOBTOPHOM Nepefayn noasuics B sepcun 1.12 cHugpdepa
Wireshark v o3HavaeT, 4T0O OTNpaBMUTENb NMOBTOPHO OTMPaBASAET MakeTbl, HA KOTOPbLIE
noJsiy4yaTesib y)Ke 0TnpaBua NoATBEPXKAEHNE.
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