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Parameters description

RTT

Round-trip time, RTT is the time taken to send the signal, plus the time it takes to confirm that the
signal was received. This delay time, therefore, consists of the signal transmission time between two
points within the same flow.

The term flow in DPI refers to all network activity within the source/destination socket (source IP:port
/ destinationlIP:port).

Since the entire flow between the client and server goes through DPI, RTT calculation is performed by
DPI for two directions:

1. From subscriber to DPI (GUI has the following notation: from subscriber)
2. From server to DPI (GUI has the following notation: from server)

Registration of each new flow is performed by DPI on SYN/ACK received response basis instead of on
SYN message sent from the initiator of the TCP connection, therefore, the RTT calculation is based on
the difference between the transmission and reception of the following messages:

The client can be a server or the server can be a client depending on initiator of the TCP connection
(TCP SYN). So the logic of RTT calculation also changes and calculation is done the other way around.

I It is important to know that RTT is only considered for session-oriented (TCP) connections. RTT
calculation is not performed in case of UDP.

RTT from subscriber to DPI
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RTT to subscriber - from server to DPI (in case the connection was closed at the initiative of the client)
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RTT to subscriber - from server to DPI (in case the connection was closed at the initiative of the server)
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TCP protocol specificity and RTT calculation

There are many different situations affecting the RTT calculation for a particular flow due to some TCP
protocol features.

RTT from subscriber to DPI equals null for some flows
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It corresponds the situation when DPI did not receive ACK sent from client to the DPI in response to
received SYN/ACK. The situation can be caused by several reasons, for example, if the client
physically disconnected the wire or sent RST. In all the situations mentioned above, the DPI will set
“0” value in RTT from the client to the DPI for the given flow.

RTT for some flows take very large values (tens of seconds)



© |
DATA
RTT = FYN-ACK — FY\JIJJ DII:\'TI,I.’_\‘
DATA =
e FYN-ACK——
:4 e — .FYN_ACK e —
I ——ACK——
—————————ACk———— i

For example, this situation may occur in the case of TCP HALF CLOSED CONNECTION, i.e. when one of
the connection participants terminates the data transmission, but still continues to receive the data
from the remote side. In this case, the transmitting side can send FYN/ACK only after the data transfer
is completed, so it will cause the significant increasing of RTT value.

Retransmits

1. Total retransmit percentage
2. The percentage of retransmissions in case of subscriber outcoming traffic
3. The percentage of retransmissions in case of subscriber incoming traffic
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Retransmission types:

e TCP Retransmission - Knaccu4yeckuin TUn NOBTOPHOWN nepefayun naketos. OTnpaBuTesb NakeTa,
He NoJly4ynB NOATBEPXKLAEHUSA NONYYEeHNA OT afpecaTa N0 UCTe4YeHUN Talnmepa retransmission
timer, oTnpaBNsSeT NakeT NOBTOPHO aBTOMATUYECKK, NpeAnoaras, 4To OH NOTEPSH Mo NyTH
cnefoBaHMS. 3HavyeHme TanMepa NoACTPanBaeTCsa rmbKo 1 3aBUCUT OT KPYroBOro BPEMEHN
nepenayun no ceTu AN KOHKPETHOro KaHan CBA3M. Kak OH pacCYMTbIBAETCSH MOXKHO Y3HaTb B



RFC6298 Computing TCP's Retransmission Timer.

e TCP Fast Retransmission - oTrnpaBuTeib OTNPaBASET NOBTOPHO AaHHbIE HEMEeONEHHO Nocse
NpeanosIoXXeHns, 4TO OTNPaBJIEHHbIE MaKeTbl MOTEPSAHbI, HE AOXKXNAAACH UCTEYEHUS BPEMEHN
no Tanmepy (ransmission timer). O6bI4HO TPUrrepoM Aas 3TOro ABAAETCA NoJydYeHne
HeCKOJIbKMX noapag (06bi4HO Tpu) Ay6AMPOBaHHbLIX NOATBEPXKAEHNI NONYYEHUSA C OGHUM 1
TeM e NopsAKOBbLIM HOMepOM.Hanpumep, oTNpaBUTeNb Nepeaas nakeT C NOPsSAKOBbLIM
HOoMepoM 1 1 noay4unn NOATBEPXKAEHME - NMOPALKOBBIN HOMep natC 1, T.e. 2. OTnpaBuTeNb
NMOHWMAET, YTO OT HEro XAYT CeayLWmnin NakeT ¢ HOMepoM ABa. MNpeanosoXXunMm, 4To
cnepyowme aBa nakeTa noTepsaanch U NoJiyvyaTesb Nojly4aeT AaHHble C NOPSALKOBLIM HOMEPOM
4. MNonyyaTesib NOBTOPHO OTMPaBAsSET NOATBEP)KAEHNE C HOMepoM 2. lNofy4nB nakeT C
HOMepOM 5, oTnpaBMTeNb BCE PaBHO OTNPaBASET NOATBEPXKAEHNE C HOMepoM 2. OTNpaBuTENb
BMANT Tpy Ay6MpoBaHHbIX MOATBEPKAEHUSA, NpeanonaraeT, YTo nakeTbl 2, 3 6bIIN NOTEPSHbI
N LWET UX 3aHOBO, He O0XMNAaAaCb Tanmepa.

e Spurious Retransmission - 3TOT TN NOBTOPHOWN Nepefayun NosBuACa B Bepcun 1.12 cHuggepa
Wireshark v o3Ha4aeT, 4T0O OTNpaBMUTENb NOBTOPHO OTMPABAAET MakeTbl, HA KOTOPbIE
noJiy4yaTesib y)Ke 0TnpaBua NoATBEPXKAEHNME.
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