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8 Wi-Fi HotSpot Module

Introduction

The module provides the feature to authorize users by phone number in public Wi-Fi networks.

Architecture
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Scenarios of use
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When a subscriber connects to Wi-Fi, the router requests the DCHP server to obtain a new IP address.
The server returns the addresses to the router and runs the shell-script, which activates the tariff with
limited access and the “White List”. It makes sense to include in the white lists, for example, the site

of the provider or organization providing public Wi-Fi.

Then the subscriber is redirected to the browser start page, where he needs to go through the
authorization by phone number. The web server receives a successful authorization response from
the SMS gateway and, using a shell-script, disables restrictions specified on the DPI and redirects the

subscriber to the desired page.


https://vasexperts.ru/products/skat/identifikaciya-polzovatelej-v-seti-wifi/

Installation and Upgrade

Hardware Recommendations

In order to run the module you can use the following hardware or virtual machines matching the
following characteristics:

CPU 2.5 GHz, 1 pcs

RAM 512 MB - 1 GB

HDD 20 GB - 50 GB

Operating system Cent 0S 6.4 - 7+
NIC ranging from 10 M6/cek

ke whe

Cent OS 6, make sure that supervisor 3+ is installed. If you do not have the needed

.J Recommended operating system is Cent OS 7+ If you need to install the module on
package, plese contact the VAS Experts technical support.

Do not install the module on the same hardware running the DPI or the VAS Experts
DPI 2 management interface! Use a dedicated virtual machine instead.

Before installation

New Virtual Machine

1. YbeaunTech, 4TO yCcTaHoBNEH openssh-clients - Heobxoaum ans nogknoyeHms K DPI
2. Bce ocTtanbHoe Heobxoanmoe okpyxeHue byaeT yCTaHOBIEHO aBTOMATUYECKN



Existing Virtual Machine

1. YbeaunTech, 4TO yCcTaHoBNEH openssh-clients - Heobxoaum ana nogknoyeHms K DPI
2. Ecnun yctaHoBneH PHP Bepcun < 7.1, yoanute CcTapyto Bepcuio:

yum -y remove php*

HoBasi Bepcns byneT yCTaHOB/IEHA aBTOMATMYECKM NPy yCTaHOBKe dpiui2.
3. Ecnm yctaHosnen MySql, yoanure:

yum remove mysql mysqgl-server mysql-community-common
Takxe yoanute gupektoputo MySql:
mv /var/lib/mysql /var/lib/mysql old backup

Mpwn ycTaHoBke wifi_hotspot byaeT yctaHosneH MariaDB 10.2+

CentOS 6

PekomeHayemas onepaunoHHas cuctema Cent OS 7+ Ecnum Bam Heobxogumo noctasmTb Ha Cent OS
6, ybeonTecb 4TO yCTaHOBJIEH supervisor 3+. ECnn y BaC HET HY)KHOrro nakeTa, yCTaHOBUTE €ro,
BbIMOJIH/B KOMaHbl:

sudo wget https://vasexperts.ru/install/supervisor-3.0-1.gf.el6.noarch. rpm
yum install supervisor-3.0-1.gf.el6.noarch.rpm

UucTannauusa

Mepepn ycTaHOBKOM unnm obHOBAEHMEM MPOBEPbTE HaJNYME MHTEpPHeTa. 3anycku
CKPMNTOB BbINOAHANTE 13 nog root nnum sudo.

BHuMaHume: TpebyeTcs oTKA4UTb selinux. ns aToro yctaHoBuTte SELINUX=disabled
B (panne /etc/selinux/config n neperpysute cepsep.

BHuMmaHue: Ecan Bbl NOAKNOYNAN BUPTYasbHY0 MallUHY B pa3gene YnpaBlieHue

@ pasgenom HotSpot oo TOro Kak yCTaHOBWIM Ha Hee AaHHbIA MOAYNb, TO OH
YyCTAHOBUTCA aBTOMATM4YeCKU CO BCEMU HEOOOXOAUMBLIMU WHCTPYMEHTaAMMU U
HacTponKamu.

NS yCTaHOBKM 3anyCcTUTe CKPUNT:


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#управление_разделом_hotspot
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#управление_разделом_hotspot
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#управление_разделом_hotspot

#!/usr/bin/env bash

info () {

echo -e " info: $@ “;
}
ok () {

echo -e " done: $@ ";
}
error () {

echo -e " ERROR: $@";
}

CENTOSRELEASE="cat /etc/redhat-release’
SUBSTR="echo $CENTOSRELEASE|cut -cl1-22°
SUBSTR2="echo $CENTOSRELEASE|cut -cl-26"

#Check 0S version
CentOsVersion=0
if [ "$SUBSTR" = "CentO0S Linux release 7" ]
then
Cent0OsVersion=70
elif [ "$SUBSTR2" == "Cent0S release 6.5 (Final)" ]
then
CentOsVersion=65
elif [ "$SUBSTR2" == "CentOS release 6.4 (Final)" ]
then
CentOsVersion=64
else
CentOsVersion=60
fi

#Configure repos
info "Configuring repos..."

rpm --import http://vasexperts.ru/centos/RPM-GPG-KEY-vasexperts.ru
rpm -Uvh http://vasexperts.ru/centos/6/x86 64/vasexperts-repo-1-0.noarch.rpm

MARIADB REPO=/etc/yum.repos.d/mariadb. repo

if [ "$CentOsVersion" == 70 ]

then
rpm -Uvh

https://dl.fedoraproject.org/pub/epel/epel-release-latest-7.noarch. rpm
rpm -Uvh https://mirror.webtatic.com/yum/el7/webtatic-release. rpm
echo "[mariadb]

name=MariaDB

baseurl=http://yum.mariadb.org/10.2/centos7-amd64

gpgkey=https://yum.mariadb.org/RPM-GPG-KEY-MariaDB

gpgcheck=1" > $MARIADB REPO



else

rpm -Uvh
https://dl.fedoraproject.org/pub/epel/epel-release-latest-6.noarch. rpm

rpm -Uvh https://mirror.webtatic.com/yum/el6/latest.rpm

MACHINE TYPE="uname -m

if [ ${MACHINE TYPE} == 'x86 64' ]

then

echo "[mariadb]

name=MariaDB
baseurl=http://yum.mariadb.org/10.2/centos6-amd64
gpgkey=https://yum.mariadb.org/RPM-GPG-KEY-MariaDB
gpgcheck=1" > $MARIADB REPO

else

echo "[mariadb]

name=MariaDB
baseurl=http://yum.mariadb.org/10.2/centos6-x86
gpgkey=https://yum.mariadb.org/RPM-GPG-KEY-MariaDB
gpgcheck=1" > $MARIADB REPO

fi

fi
ok "Finished Configuring repos."

#wifi hotspot install
info "Wifi hotspot package installing..."

yum install -y wifi hotspot --exclude=php-common*;
info "Finished wifi hotspot package installing."

ByneT npom3seneHa ycTaHoBKa rpm-nakeTa wifi_hotspot. ByaeT nponssefneHa aBToMaTnyeckas
HaCTpOMKa COrlacHO KOH(UrypaLmm.

B npouecce ycTaHoBKU ByneT npon3BeaeHa YCTaHOBKA / 0OHOBNEHME OKPY)XEHUS:

PHP >= 7.1
MariaDB >= 10.2
Apache
Composer

PHP SSH2 lib
Laravel/Lumen

ok wNe

B npouecce ycTaHOBKM By ayT OTKPbITbl HEO6XOAUMbIE MOPTHI, @ TAKXE 3aMnyLleH cron as
BbINOJIHEHNS (POHOBBLIX 3a4a4 MO PacnMCcaHuio.

YcTaHOBKa nojcucTeMsl OyaeT nponsseeHa B Nanky:



/var/www/html/wifi hotspot/
Mocne nHcTannauum, BBegute B bpaysepe:

http://<IP agpec VM>/

ObHoBNeHue

Ins 06HOBNEHNS paHee YCTaHOBAEHHOW BEPCUMN, BbINOJIHUTE KOMaHAY

yum install -y wifi hotspot

KoHdurypauus

CncTeMHble HaCTPOMKKN MOAYNA HAaXOAATCA B (pansie .env
/var/www/html/wifi hotspot/backend/.env
Cogepxxumoe hana cnegytouee:

#CNCTEeMHble HAaCTPOMKK, NyyLle He TporaThb
APP_ENV=local

APP DEBUG=true

APP_KEY=

APP_TIMEZONE=UTC

#CncTeMHble HacTponkK nogknodeHnsa K b MySql, nydywe He TporaTb
DB CONNECTION=mysql

DB HOST=localhost

DB_PORT=3306

DB DATABASE=wifi hotspot

DB_USERNAME=root

DB PASSWORD=vasexperts

#HacTponkun nogknoyeHnsa Kk SMTP-cepBepy. HyXHbl 419 OTNPaBKW AaHHbLIX MO aBTopM3aLmm B
pexume oTnafKu.

CFG_SMTP_UNAME=smtptestvasexperts@gmail.com

CFG_SMTP_PW=pH3xkXTpl

CFG _SMTP _HOST=smtp.gmail.com

CFG_SMTP_PORT=587

CFG_SMTP_SECURE=tls

CFG_SMTP_SENDER=smtptestvasexperts@gmail.com

#CNCTeMHble HaCTPOVKK, TPOraTb HeNb3A
CACHE DRIVER=file
QUEUE_DRIVER=database

SESSION DRIVER=cookie



Ecnum 6111 BHECEHBI U3MEHEHUSA B .enV, HE0OX0AUMO BbIMOJIHUTb KOMaHAOy

php /var/www/html/wifi hotspot/backend/artisan queue:restart

NHdopmauusa o Bepcusax

Bepcusa v.1.1.0 (06.11.2019)

e lepepaboTaH NpouUecc 3aMeHbl 10r0TUMNA N NKOHKK Yepe3 nHTepdenc dpiui2
e I3MeHeH orpaHuyeHve pasmepa aina norotuna uam NKOHKKU ¢ 64k6 no 750k6

Bepcusa v.1.0.10 (25.10.2019)

e icnpaBneHune oTobparkeHnsi nopTasa Ha MOBUbHBIX YCTPONCTBAX
e llcnpaBneHne aaropuTMa NoBTOPHON aBTOPU3ALLUK

Bepcusa v.1.0.7 (15.09.2019)

e Co3naH HoBbIn moaynb Wi-Fi HotSpot

N3BecTHbIe Nnpobnembl
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https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:dpiui2#управление_разделом_hotspot
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