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Cnucok nsMmeHeHuu u obHoBneHue CKAT

MHCTPYKUMA NO OOHOBJIEHUIO

C!) Ha4uHas ¢ Bepcum 12.0, DPI ycTaHaBivBaeTcs To/bko Ha CentOS 8.x n VEOS!

Ecnn y Bac yctaHoBsieHa Bepcua CentOS 6.x nnm CentOS 8.x, To 04HOKPATHO NepekoymnTe
peno3nTopuin KOMaHZoMN:

sed -1 -e '/"mirrorlist=http:\/\//d' -e 's/"#
*baseurl=http:\/\/mirror.centos.org/baseurl=http:\/\/vault.centos.org/"
etc/yum. repos.d/Cent0S-*.repo

n nanee riponssoaonTe 0bHOBIEHNS KOMAHOOW:

yum update fastdpi

( - Ecnn npn obHoBneHun nossnsetca owmnbka Module yaml error, To cnepyer
3 0bHoBUTb Moaynb dnf upgrade libmodulemd.

Mocne obHoOBNEHUS BbINONHMTE pecTapT DPI:
service fastdpi restart

M Apyrux 3aBucumelx npouieccos (PCRF/Radius), HO TOIbKO €CJIN OHWU peasibHO NCMOJb3YITCS U NX
KOHUrypaums BanmaHa:

service fastpcrf restart
service fdpi radius restart

Mpn HeobxoAMMOCTH MOXXHO OBHOBUTH KOMMOHEHTbI ONepaLlnoHHon cuctemsl. He nposoauTe
obOHOBJIEHMe BepCcuM sAapa U 3aBUCMMbIX OT HEro yTuaut!

IOna CentOS 6.x:

yum --exclude=kernel®,util-linux-ng,libuuid,libblkid update

IOna CentOS 8.x:

yum update

NMonb3oBaTensam, skcnayaTupyowum DPI Ha BUPTyasbHbIX MallMHaX, CTapbiX Npoueccopax

(2009 ropa Bbinycka) u ctapbix npoueccopax AMD (pno Ryzen):
BbinonHnTe nepen 06HOBNEHNEM KOMaHAY:


https://wiki.vasexperts.ru/doku.php?id=veos:installation

touch /etc/dpi/noprioadj
n npouecc DPI 6ygeT 3anyckaTbCs € 06bI4HbIM (He realtime) NpuopnUTETOM, YTO CYLLECTBEHHO

CHM3NT noTpebneHne cnctemHsbix (sys) pecypcoB CPU, HO HeMHoro ysennynt latency Ha
nnatgopme.

( KnueHtam, ucnonb3ywuwmm dyHkunoHan BRAS, npu obHoBneHun CKAT Ha HOBYIO
3 BEPCUIO HEO6X0AMMO 06PaTUTb BHUMaHME Ha U3MEHEHMS.

OobHoBnenne CKAT po Bepcuu 14.0 Shooting Stars

14.0 Shooting Stars

MpoBepUTb TEKYLLYIO YCTAaHOBJIEHHYIO BEPCUIO MOXXHO KOMaHLOiA:

yum info fastdpi

OTkaT Ha 13.3:

yum downgrade fastdpi- -0 fastpcrf- -0 dpiutils- fastradius-
Mocne o6HOBNEHUS UK CMEHbI BEpcUN TpebyeTcs pecTapT cepauca:

service fastdpi restart

o Ecnun ncnone3ytotcsa PCRF u/mnn Radius, nx ToxXe Hago pectapToBaTth. Ona pectapta PCRF
NPeAnoyTUTENEH CNeayoLWnin NOpaaoK:

service fastdpi stop

service fastpcrf restart
service fastdpi start

o He nposBoaunTe 0bHOBNEeHMA sapa Linux. B HOBbIX Bepcusax sapa MoxeT ObiTb HapyLleHa
6uHapHas coBMecTumMocTb ¢ Kernel ABI n ceTeBon apanBep nocie 06HOBAEHMA He 3arpy3nTca. Ecan
Bbl BCe-TaKW nNpon3eenn obHOBNEHME, TO Ha BPeMA pelleHns npobnembl HAaCTpPoOWTe B 3arpy3ynke
GRUB 3arpy3ky npexHeun sepcun sgpa: B hanne /etc/grub.conf yctaHoBuTe napameTp
default=1.

Ecnn npun obHoBNeHUN noaBnseTcs coobuieHne, 4To 0O6HOBNEHNE HEe HaWOeHO UK BO3HMKAIOT
|'|p06}'leMbI C 3aBUCMMOCTAMU, TO Nepen 0bHOBNEHNEM BbINONHUTE KOMaHAy:

yum clean all
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. [BRAS] Noppepxka TepMmuHaumm L2TP. OnncaHue
. [DPI] Nepexon Ha DPDK 24.11, noaaep»xkKa HoBbIx ceTeBbiX KapT (Intel E830 200G, Intel E610,

Napatech SmartNIC). OnucaHune

. [CLI] DobaBneHa nogaepxka subs id B komaHabl dhcp show, dhcp reauth, dhcp6 show,

dhcp6 reauth n dhcp disconnect. OnucaHune

[DPI] JobaBneHbl HoBble NpoToKosbl: AGORA STREAMS(49314), AZAR _CALL(49315),

WECHAT _CALL(49316), TEAMS_CALL(49317). Cnnucok npoTOKOJI0B

[DPI] Yny4yweHa nogaep»xxka npotokosios LINE_CALL, VYKE_CALL. Cnncok npoToKoJ10B

[DPI] NcnpaBneHa paboTa smartdrop

[DPI] JobaBneHa Banmaauna ans CI0XHOCOCTaBHbIX MPOTOKO010B. CNUCOK NPOTOKOJI0B
[DPDK] MakcuManbHOE YMCno AucneTyepoB yBennyeHo fo 32. OnucaHme

[IPFIX/Neflow] [JobaBneHa BO3MOXXHOCTb n3MeHeHnUs napameTpos IPFIX/Netflow 6e3
nepe3arpysku fastDPIl. [lobaBneH HOBbIM KOHDUIYpaLNOHHbIN NnapameTp ipfix reserved,
KOTOpPbIA MO3BONSAET 3ape3epBMpoBaTh HEOOXOAMMYIO NaMSATb A8 BO3MOXHOCTU
BKJItOYEeHUA/M3MeHeHeHns napameTpos IPFIX/Netflow. B cnyyae 3afaHns napamMeTpoB
IPFIX/Netflow B KOH(MrpyaLMOHHOM (hainie, aBTOMaTUYECKN BKIOHAETCS pe3epBmMpoBaHmne
namaTtu ans IPFIX/Netflow n napameTpbl 1 HoBble TuMbl 3KcrnopTepoBs IPFIX/Netflow MoXxHO
n3MeHsaTb 6e3 nepesarpy3ku fastDPI.

[FastRadius] MoxHo 3agaTb bind ipv6 address n bind ipv6 subnet ogHoBpemeHHo. Mpu
Hann4mm macku 128 B Framed-IPv6-Prefix oHa He npoBepsaeTCcs Ha orpaHMyYeHmne rno 3Ha4YeHunto
bind ipv6 subnet. OnucaHune

B CLI-komaHpy dev info pobasneHo nms LAG, B KOTOPbIA BXOAUT NOPT
[PCRF][PPP][Framed-pool] No6aeneHo: B DHCP-onuumio Client-Id BkaOYaeTCa Takxe
tunnel-IP kak YacTb naeHTudurkaTopa aboHeHTa. MoapobHee B pa3aenax Moanepxka IPv4-
nynos u Mopaepxka IPv6-nynos

[IPFIX] OobaBneHa arperauns coobweHnin ans IPFIX notokos FullFlow/DNS/META/NAT

[IPFIX] LobasneH napameTp ipfix mtu limit, orpaHmymsatowmm ana udp-naketos IPFIX
MaKCUMasbHbIA pa3Mep nepefasaemoro coobueHuns. NMogpobHee: HacTpoka skcnopTa
Clickstream, Hactpownka akcnopTta Full NetFlow B popmaTe IPFIX

[IPFIX DNS] B IPFIX DNS nob6aBneHbl HoBble 3nemMeHThl 224 (ipTotalLength) n 43823:3206 (DNS
transaction id). OnucaHune

[VRRP] UcnpaBneHo: KoppekTHas obpaboTka nsmMeHeHus onuum vrrp enable

[BRAS][PPP] Knto4 PPP-ceccui cnenaH coctaBHbiM: L2subs id + tunnel-IP. na PPPoE-
ceccun TyHHenbHoro IP HeT (tunnel-IP=0). CLI-koMaHAbl, NPUHUMAIOLLNE B KaYeCTBe KJI4a
subs id (subs prop show, 12tp show session, 12tp termwu np.) Tenepb MoryT
BO3BPaTUTb HECKObKO 3anucen ¢ oagnHakosbiM 12subs id. OnuncaHme

[DPI] Jo6aBneHbl obavyHble NPOTOKObI C nAeHTUgKaTopammn 55296..58367

[IPFIX] UcnpaBneHbl ownbkin penHuumanmsaumm IPFIX skcnopTepos

[BRAS][subs_grooming] UcnpaBneHo: BO3MOXXHOE NajeHune 1U3-3a roHku npu octaHoske fastDPI
[CLI] DobaBneHbl KOMaHAbl BbIBOAA CBOMNCTB M CTAaTUCTUKKM mempool

hal mempool props
hal mempool stat

Anda BbiBOLa cTaTUCTUKM mempool TpebyeTcs cbopka DPDK ¢ BKtOYEHHBIM COOPOM
CTaTUCTUKMK

[BRAS][DHCP] UcnpasneHo: nageHune npu pasbope oteeTa Framed-Pool Renew, ecnun B oTBeTE
HeT DHCP onuwni
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[PCRF][Acct] cnpaBneHo: oTKA4YeHe oTnpaBky Interim-Update. fiBHoe 3anaHne Acct -
Interim-Interval = 0 B oTBeTe Paanyca OOJHKHO OTKJIO4aTb O0TrpaBKy Interim-Update.
MoapobHee B pa3genax ATpubyThl aBTopu3aunm aboHeHTa, bras_pppoe_radius_acc,
bras_pppoe_radius_rej
[VASE_CLI] Co3paH yHuBepcanbHbin CLI ons ynpasneHus DPI, BRAS, DHCP(KEA), ROUTER(BIRD)
C NoAOep»XKon aBTopmu3auum n norrnposaHns komaHa B TACACS (TpebyeTtcsa VEOS 8.x)
[SNMP] Co3gaH MOLYy/lb MOHUTOPUHIAa KOMMOHEHTOB cucTeMbl no SNMP
[DPI] Oo6asneH npotokon DOQ 49318 (DNS-over-QUIC)
[Router] AHoHCcUpoBaHue benbix agpecos aboHeHToB An1a NAT 1:1 no ogHOMY 1 nocne
asTopu3aumun. OnucaHune
[PCRF] JobaBneHa noagepxka 3agaHns ycayru 19 "MoameHa DNS", npocdunb oba3aTeneH.
OnuncaHune
[DPDK] flobaeneH dpdk _engine=6 (mqrx-bridge) — konnyecTso RSS gucneT4yepoB Ha MOCT.
OnuncaHue
[DPDK] YnaneHsbl BblaeneHHsle mempool. Onuuns fastdpi.conf dpdk _emit mempool size
obbsBneHa ycTapeslen n bonee He NCNOSb3yeTCS.
[VLAN-Rule] NepeHoc aaHHbIX vian group n3 UDR B SDR. nobanbHble Npasuna ons vian
drop/pass/hide/permit, 3agaHHble npexxHen CLI-komaHgon vlan group, CKOHBEPTUPOBAHbLI U
nepeHeceHbl 13 UDR B SDR ¢ ynaneHuem n3 UDR. OnucaHue
[0 14 Bepcum MCNonb3yeTca TONbKO 0AHa BCTpoeHHas 6a3a aaHHbix UDR (User Data
Repository) npegHasHavyeHa AN NOCTOSHHOINO XpPaHEeHUs AaHHbIX 06 ycayrax, NOANCUHIaX 1
Apyrunx HacTponkax FastDPI.
C 14 Bepcun BeoanTcs pasgeneHne UDR Ha UDR n SDR. PasgeneHve nponcxoanT
aBTOMaTUYeCKM Npy 06HOBIEHNM BEPCUN.
SDR (System Data Repository) npegHa3HavyeHa ans xpaHeHns HacTpoek FastDPI, He cBSi3aHHbIX
¢ aboHeHTamMn. Mo)XHO cymTaThb, 4TO SDR aBnseTca npogomkeHmem fastdpi.conf. Hukakon
cneunanbHon akTuBauum SDR He TpebyeTca — Heobxogumblie .mdb-hannbl co3patoTcs
aBTOMaTUYECKM NPU BKIOYEHUIN COOTBETCTBYIOWEro pexunma B fastdpi.conf.
[VLAN] VLAN rules — pnobaBneHbl CLI-koMaHAabI:

1. vlan rule add - nobasneHue HoBoro npasuna B SDR
vlian rule modify - nsmeHeHue cywecTsytowero npasuna s SDR
vlan rule delete - ynaneHune npasuna ns SDR
vlan rule show - noka3biBaeT Bce npasnia Ana ykasaHHoro VLAN/QinQ
vlan rule dump - BbiIBOAUT famn Bcex npasun B SDR
vlan rule purge vlan/qing/all - ouncTtka SDR VLAN/QinQ nnm obounx
vlan rule apply - npumMmeHeHue npaswuJ; NO yMOJHaHWIO NpaBuia NPUMEHSIOTCA
cnycTa 5 MMHYT nocne nocneaHen mogndukaumm SDR
[IPv6] obaBneHa BO3MOXHOCTb ONpeaeneHnsa HanpaBaeHns B KOMOUHMPOBAHHOM Tpaduke
(IN+OUT B ogHOM MopTy) Ha OCHOBe npu3Haka local ans ip-agpecos. BkaovaeTcs onumen
combined io direction mode
[BRAS] UcnpaBneHa COBMECTUMOCTb C NPeXHUM hopmaTom 18 ycnyru, rae bbiio MeHbLue
NpPOTOKO/10B 1 06a Mons B Npoduie HyXHO BbI10 3aM0NHATH
[DPI] MNMoHwxXeH npuopuTeT onpegeneHus telegram tls
[DPI] YnyyweHo pnetektuposaHue WECHAT n WECHAT CALL
[BRAS][Framed-Route] NcnpaBneHo: BO3MOXHasa KOpKa Npy 0CBOBOXKAEHUN NaMATH
[BRAS] PecpakTopuHr csa3u ¢ PCRF: B HOBOW peanu3auny BCe MNOAKIOYEHNS PaBHO3HAYHDI,
owmnbka Ha 1tobOM 13 HUX NPUBOAUT K NEPENOAKIIOYEHNIO BCEX COEANHEHNI N NEPEXOayY Ha
apyron PCRF. OobasneHbl CLI-koMaHAbI:

1. pcrf connect show — BbIBOA TeKyLLEro COCTOAHUA Y HAKOMIEHHOW CTaTUCTUKN MO

coeanHeHmam c PCRF.
2. MpuHypuTenbHoe nofkoyeHne K ykasaHHomy PCRF pcrf connect switch

NouhswnN
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[<pcrf index>], roe <pcrf indxed> — nHOeKC CTPOKM coeHEHMS B NapameTpe
auth server. Ecnm <pcrf_indxed> He yka3aH — nonaraeTcs paBHbiM 0.
OnuncaHve
[IPFIX DNS] JobaBneHa BO3MOXXHOCTb oTnpaBk DNS MX oTeeToB no IPFIX. BkntoyaeTca nytem
ycTaHoBKM 3 buTa (4) napameTpa ajb _save dns. OnucaHue
[DPI] OobasneH npoTokon FakeTLS (49319) ¢ Bannpaumen
[BRAS][DHCP] 3meHeHO: anropnTM CKONb3SALWEro okHa aaa rate limit
[BRAS] VicnpasneHo: owmnbka npu cpaBHEHUM BpeMEHW npu 3arpy3ske ip_prop n3 UDR
[VLAN-Rule] lobaBneHa nooaep>xka 'any' BMecTo *' npu onucaHmm anana3oHa VLAN

\*\*' UHTepnpeTnpyeTCsa B KOMaAHAHON CTpoKe bash kKak Macka gns novucka ¢annos,
NO3TOMY Ternepb BMeCTO '\¥' MOXHO yKa3biBaTb 'any' ('\*' no-npexHemy

noaaepXmnBaeTcs):

‘any.any' - aHanor '\*\*
‘any' - aHanor '\*'

'68.any' - anHanor '68.any'

‘any.78-90' - ananor '\*.78-90'

[DPI][LOG] CoobeHune o HexBaTKe ssl napcepoB nuweTcs B slave or He Ha Kaxxaoe cobbiTue,
a C nepunoanyHocTbio 1/50000

[DPI] Jo6aBneHbl npoTokonbl ZALO CALL(49320) and VK_CALL(49321)

[DPI] UcnpaBneHa paboTa 610kupoBkmM B pexume hard ons SSL

[Acct] DobasneH aTpubyT VASExperts-Service-Type. Radius acct start/interim/stop B
aTpnbyTe VASExperts-Service-Type nepegaetcs Tvun asTopusauun. Onucaxume

[CLI] JobaBneHo: komaHaa stat flow ip6 BbiBOAa cTaTUCTUMKKM No IPv6 flow

[CLI] DobaBneHo: komaHaa stat flow ip4 BbiBoga cTaTucTMKK no IPv4 flow. AHanor BbiBOAa
B fastdpi stat.log.

[IPFIX] UcnpaBneHa owunbka opmunposaHus ExportTime B IPFIX Fullflow

[CLI] DobaBneHa komaHAa stat netflow. BeiBog o6wen ctatuctukm no Netflow/IPFIX (To xe,
yTo BbiBOAMTCA B fastdpi stat.log B pa3gene "Statistics on NFLW_export")

[DNS] lobaBneHa BO3MOXXHOCTb NoAcTaHOBKM/6noknpoBkn/oTbpoca DNS 3anpocos A, AAAA,
MX, HTTPS. OnuncaHve

[CLI] DobaBneHa komaHpa stat firewall

[DPI] JobasneH npotokon BIGO CDN(49324)

[DPI] OobasneHa nopgaepxxka UDP gnsa BIGOTV

[PCRF][L2TP] NcnpaBneHo: aTpubyTtbl NAS ons L2TP npu aBTopm3auun

[BRAS][L2TP] UcnpasneHo: data race npu 3aKpbiTUK CECCUM

[DPDK] YoaneHue ycTapeBlwmnx HacTpoek rx channels n cBA3aHHbIX C HUMKU MPOBEPOK

[IPFIX] JobaBneHa HacTpanBaeMas oTnpaBka cHeT4YnKoB drop octets/packets npu
topmmposaHuu IPFIX fullflow. Onucaxme

[PCAP] [lobaBneHa BO3MOXXHOCTb COXPaHATb TpauK 3a4aHHOro vlan ¢ NOMOLLbIO NapamMeTpa
ajb_save vlan. OnucaHue

[DPIUTILS] O6bHoBneHa yTunuta checknat. Onucanue

[DPIUTILS] O6bHoBneHa yTunuta dns2dic ¢ noaaepxkon 6J10KnpoBKM AomMeHoB. OnuncaHme
[BRAS][L2TP] UcnpaBneHo: data race npu co3faHum TyHHenNs

[Router] NcrnpaBneHo: nepexsaT 1 0TBOA IPv6-nakeToB Ha tap-uHTepdencsl. Link-local appeca
He 0TBOAMJINCH Ha tap, Aa)ke ecnm 3TO ABHO 3aflaHO B HaCcTporkax router.subnet6.
[BRAS][L2TP] WcnpaBneHo: none onuHbl B 3aronoske L2TP anda data-naketos. CornacHo RFC, B
data-nakeTax none len L2TP-3aronoBka fBNSE€TCA ONUMOHaNbHLIM, HeKOTOpbIe peannsaunm
client L2TP He noHmMatoT data-nakeTsl ¢ nosiem len B L2TP-3aronoske. 370 UCMpaBieHne
KoppekTupyeT noseneHune FastDPI: ecnn data-nakeTol oT aboHeHTa npuxoaaT 6e3 nons len, To
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n CKAT byneT nocblnaTb data-nakeTsl 6e3 3T0oro nons. Ecam xe data-nakeTbl 0T aboHeHTa
copepxat none len, CKAT Takxxe byaeT ero Bkao4aThb.

67. [BRAS] UcnpaBneHo: oTnpaBka koMaHA 13 pending queue. B HeKOTOpbIX C/iydasx (Hanpumep,
npu nepexoge coctosHun pcrf-moHmTopa initial - connected) He BbI3biBaNacb OTMNPaBKa
KOMaHA 13 pending queue, 4TO NPUBOAWUIO K "3aBUCaHMNIO" KOMaHbl B 04epeamn Ha
HeonpeneneHHoe BpeMs (40 NepenofKNioYeHns B pe3ynbTaTe OWmnbKM cokeTa).

68. VicnpaBneHa HegaBHO BHeCEHHas ownbka (3aTpoHyThl 6eTbl 4.6 1 4.7) B XKU3HEHHOM LINKNE
ceccun, NpMBoOASALLAA CO BPEMEHEM K MCYepraHuIo pecypcoB, peKoMeHO0BaH onepaTUBHbIN
angenT C 3TUX BEPCUN (Unm oTKaT)

1)
B namaTb 0 KoJsilerax, KOTopble BHeC/n OFpOMHbII?I BKJ1lad B pa3BUTNE KOMMaHUN N ee NMPOAYKTOB U
HaBCerga oCTaHyTCA B Hallen NaMaTh
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