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MHCTPYKUMA NO OOHOBJIEHUIO

C!) HauynHas ¢ Bepcun 12.0, DPI ycTaHaBnamnBaeTcs Tosbko Ha CentOS 8.x n VEOS!

Ecnn y Bac yctaHoBsieHa Bepcua CentOS 6.x uam CentOS 8.x, To 0AHOKPATHO NnepeksynTe
pPeno3nTopuin KOMaHOoN:

sed -1 -e '/™mirrorlist=http:\/\//d' -e 's/™#

*baseurl=http:\/\/mirror.centos.org/baseurl=http:\/\/vault.centos.org/"
etc/yum. repos.d/Cent0S- . repo

n fDanee npoussoanTe ob6HOBNEHUS KOMaHLON:

yum update fastdpi

( Ecnn npn obHoBneHun noasnsetrcd owmnbka Module yaml error, To cnegyet
b 0bHoBMTb Moaynb dnf upgrade libmodulemd.

Mocne obHoBNEHUS BbINONHMTe pecTapT DPI:
service fastdpi restart

n opyrux 3asucumbix npoueccos (PCRF/Radius), HO TOIbKO €C/IN OHW peasnbHO UCMOJIb3YIOTCA U UX
KOH(hMrypauma BaangHa:

service fastpcrf restart
service fdpi radius restart

Mpy HeEOBXOANMOCTN MOXHO 0BHOBUTbL KOMMOHEHTHI ONepaLynoHHON cucTeMbl. He npoBoauTe
obHOBNEeHMe Bepcum sppa U 3aBUCUMbIX OT HEro yTuamT!

IOns CentOS 6.x:

yum --exclude=kernel”,util-linux-ng, libuuid, libblkid update

IOnsa CentOS 8.x:

yum update

Monb3oBaTtenam, akcnayaTupyowmm DPI Ha BUpTyanbHbIX MalLMHAX, CTapbiX Npoueccopax
(2009 ropa Bbinycka) u ctapbix npoueccopax AMD (pno Ryzen):

BbinonHnTe nepefn 06HOBNEHMEM KOMaHAY:

touch /etc/dpi/noprioadj

n npouecc DPI 6ygeT 3anyckaTbCs € 06bI4HbIM (He realtime) NnpuopnuTETOM, YTO CYLLECTBEHHO


https://wiki.vasexperts.ru/doku.php?id=veos:installation

CHU3UT noTpebneHne cncTteMHbIx (sys) pecypcos CPU, HO HeMHoro ysennyiut latency Ha
nnaTtdgopme.

( KnneHTaMm, ucnonb3yowmnm gyHkumnoHan BRAS, npu obHoBneHnn CKAT Ha HOBYIO
h BEPCUIO HeobX0AMMO 06pPaTUTb BHUMaHNE Ha U3MEHEHUS.

ObHoBnenne CKAT po Bepcuu 14.0 Shooting Stars

14.0 Shooting Stars "

MpoBEPUTbL TEKYLLYIO YCTAHOB/IEHHYIO BEPCMIO MOXXHO KOMaHLOM:

yum info fastdpi

OTkaT Ha 13.3:

yum downgrade fastdpi- -0 fastpcrf- -0 dpiutils- fastradius-
Mocne obHOBNEHUS UK CMeHbI Bepcun TpebyeTcs pecTapT cepsuca:

service fastdpi restart

o Ecnm ncnonb3ytotca PCRF n/wnum Radius, nx Toxe Hafo pectaptosaTth. Ans pectapta PCRF
NpeanoyTUTENEH CNeayIoLWMA NOPALOK:

service fastdpi stop

service fastpcrf restart
service fastdpi start

o He nposBoaunte obHOBNEeHMA sapa Linux. B HOBbIX Bepcuax sapa MoxeT BbiTb HapyLleHa
H6uHapHas coBMmecTMMOCTb € Kernel ABI n ceTeBol apanBep nocse o6HOBNEHNS He 3arpy3uTcs. Ecnm
Bbl BCE-TaKW Npon3Benn obHOBNEHNE, TO Ha BPEMSA peLleHns npobnembl HACTPOWTE B 3arpy3ynke
GRUB 3arpy3ky npexHen sepcun sgpa: B anne /etc/grub.conf yctaHoBuTe napameTp
default=1.

Ecnn npu 0bHOBIEHUN NOABNAETCS coobLLieHne, 4TO 0BHOBNEHNE HE HAaNAEHO UV BO3HMKAIOT
I'IpO6J'IeMbI C 3aBUCUMOCTAMMU, TO nepen 0bHOBNEHNEM BbLINOJIHUTE KOMaHAY:

yum clean all

N3meHeHusa B Bepcuu 14.0

1. [BRAS] MNMoopep>xka TepmuHauum L2TP
2. [DPI] Nepexon Ha DPDK 24.11, noaaep»xkKa HoBbIx ceTeBbIX KapT (Intel EB30 200G, Intel E610,
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Napatech SmartNIC). Onucaxue

. [CLI] DobaBneHa nognepxka subs id B komaHabl dhcp show, dhcp reauth, dhcp6 show,

dhcp6 reauth n dhcp disconnect. OnucaHue

[DPI] Oob6aBneHbl HoBble NpoToKoJbl: AGORA STREAMS(49314), AZAR _CALL(49315),

WECHAT _CALL(49316), TEAMS CALL(49317). CnincoK NnpoTOKOI0B

[DPI] Yny4yweHa noggep»xka npotokosos LINE_CALL, VYKE_CALL. Crincok npoToKo0J10B

[DPI] NcnpaBneHa paboTa smartdrop

[DPI] JobaBneHa Banmaaunsa ansa CI0XHOCOCTABHbIX MPOTOKO10B. CNUCOK MPOTOKOJI0B
[DPDK] MakcumanbHoe 41Mcio gucneTyepos yBennyeHo Ao 32. OnncaHue

[IPFIX/Neflow] [JobaBneHa BO3MOXXHOCTb n3MeHeHns napameTpos IPFIX/Netflow 6e3
nepe3sarpy3ku fastDPI. JobaBseH HOBbIN KOHDUIYpaLMOHHbIA NapameTp ipfix reserved,
KOTOpPbI MO3BONSET 3ape3epBupoBaTh HEOOXOAMMYO NaMATb A8 BO3SMOXHOCTU
BKJIOYeHUA/M3MeHeHeHna napameTpoB IPFIX/Netflow. B cnyyae 3agaHma napameTpos
IPFIX/Netflow B KOH(pMrpyaUnoHHOM haine, aBTOMaTUYECKN BKIIIOHAETCA pe3epBrpoBaHmne
namaTn ons IPFIX/Netflow n napameTpbl 1 HOBble TNkl 3kcnopTepoBs IPFIX/Netflow MoxxHO
n3MeHsaTbL 6e3 nepesarpy3ku fastDPI.

[FastRadius] MoxHo 3agaTb bind ipv6 address nbind ipv6 subnet ogHoBpemeHHo. Mpu
Hann4mm mackn 128 B Framed-IPv6-Prefix oHa He npoBepseTcsa Ha OrpaHNUYeHMe No 3HAYEHUIO
bind ipv6 subnet. OnucaHue

B CLI-komaHay dev info gobaBneHo nmsa LAG, B KOTOPbLIN BXOAUT NOPT
[PCRF][PPP][Framed-pool] Lo6asneHo: B8 DHCP-onuuio Client-Id BkAoYaeTcs Takxe
tunnel-IP Kak YacTb naeHTudurkaTopa aboHeHTa. MoapobHee B pa3aenax Moanepxka IPv4-
nysos v Mooaep»xka IPv6-nysos

[IPFIX] OobaBneHa arperauns coobweHnn ons IPFIX notokos FullFlow/DNS/META/NAT

[IPFIX] LDo6aBneH napametp ipfix mtu limit, orpaHunyuBatowmin gna udp-naketos IPFIX
MaKCUMasbHbIA pa3Mep nepefaBaemMoro coobeHns

[IPFIX DNS] B IPFIX DNS nob6aBneHbl HOBble 3nemMeHThl 224 (ipTotalLength) n 43823:3206 (DNS
transaction id). OnucaHune

[VRRP] UcnpaBneHo: KoppekTHas obpaboTka nsmMeHeHus onuum vrrp enable

[BRAS][PPP] Knto4 PPP-ceccuin caenaH coctaBHbiM: L2subs id + tunnel-IP. Ona PPPoE-
ceccum TyHHesbHoro IP HeT (tunnel - IP=0). CLI-koMaHAbl, NpUHUMatOLLME B Ka4YeCTBe KJtoYa
subs id (subs prop show, 12tp show session, 12tp termw np.) Tenepb MoryT
BO3BPaTUTb HECKONbKO 3anuncen ¢ 0agnMHakosbiM 12subs id.

[DPI] DobaBneHbl 0bnavyHble NPOTOKOJbI C MAeHTUduKaTopamm 55296..58367

[IPFIX] NcnpaBneHbl ownbky penHuymanusaumm IPFIX skcnoptepos

[BRAS][subs_grooming] UcnpaBneHo: BO3MOXXHOE NafeHune n3-3a roHku npu octaHoske fastDPI
[CLI] DobaBneHbl KOMaHAbl BbIBOAA CBONCTB M CTAaTUCTUKKM mempool

hal mempool props
hal mempool stat

Anda BbiBofa cTaTUCTUKM mempool TpebyeTcs cbopka DPDK ¢ BKktOYEHHBIM COOPOM
CTaTUCTUKM

[BRAS][DHCP] UcnpasneHo: nageHune npu pasbope oteeTa Framed-Pool Renew, ecnun B oTBeTE
HeT DHCP onuwni

[PCRF][Acct] NcnpaBneHo: oTKo4YeHne oTrnpaBku Interim-Update. fiBHoe 3apaHune Acct -
Interim-Interval = 0B oTBeTe Pagnyca [o/mKHO OTKOYaTb 0TnpaBKy Interim-Update.
MonopobHee B paspenax ATpubyThl aBTopu3aLuy aboHeHTa, bras_pppoe_radius_acc,
bras_pppoe_radius_rej

[VASE_CLI] Co3paH yHuBepcanbHbin CLI gns ynpasneHus DPI, BRAS, DHCP(KEA), ROUTER(BIRD)
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C noAnep>xKom aBTopmsauunm n norruposaHns komaHa B TACACS (TpebyeTtcsa VEOS 8.x)
[SNMP] Co3gaH MoLy/lb MOHUTOPUHIa KOMMOHEHTOB cucTeMbl no SNMP
[DPI] Jo6aBneH npoTtokon DOQ 49318 (DNS-over-QUIC)
[Router] AHoHCUpoBaHue benbix agpecos aboHeHToB A NAT 1:1 no ogHOMY K nocne
aBTopm3aumm. OnncaHue
[PCRF] JobaBneHa noagepxka 3agaHns ycayru 19 "MoagmeHa DNS", npocunb oba3aTeneH.
OnuncanHve
[DPDK] Oo6aeneH dpdk _engine=6 (mqrx-bridge) — konnyectBo RSS ancnetyepos Ha MOCT.
OnuncaHue
[DPDK] YpaneHbl BblaeneHHsle mempool. Onuuns fastdpi.conf dpdk _emit mempool size
obbsBNeHa ycTapesLllen n bonee He NCNOJb3yeTCH.
[VLAN-Rule] NepeHoc aaHHbIX vian group n3 UDR B SDR. nobanbHble Npasuna ons vian
drop/pass/hide/permit, 3agaHHble npexxHen CLI-komaHgon vlan group, CKOHBEPTUPOBAHbLI U
nepeHeceHbl n3 UDR B SDR ¢ yoaneHuem n3 UDR. OnucaHwne
[l0 14 Bepcumn NCNOJIb3yeTCs TOJIbKO 0A4Ha BCTpoeHHasn 6a3a aaHHbIX UDR (User Data
Repository) npegHasHavyeHa ons NOCTOSAHHONO XpPaHEeHUs AaHHbIX 06 ycayrax, NOANCUHIaX 1
Lpyrux HacTpomnkax FastDPI.
C 14 Bepcun BeoanTCs pasgeneHne UDR Ha UDR n SDR. PasgeneHve nponcxoauT
aBTOMaTUYeCKM Npu 06HOBNEHN BEPCUMN.
SDR (System Data Repository) npefHa3Ha4yeHa ona xpaHeHUs HacTpoek FastDPI, He cBA3aHHbIX
¢ aboHeHTamMn. MoXXHO cymTaThb, 4TO SDR aBnseTca npogomkeHmem fastdpi.conf. Hukakon
cneumanbHom akTuBauum SDR He TpebyeTca — Heobxogumblie .mdb-hannbl co3patoTcs
aBTOMaTUYECKM NPU BKOYEHNIN COOTBETCTBYIOWEro pexnma B fastdpi.conf.
[VLAN] VLAN rules — nobasneHbl CLI-koMaHabl:
1. vlan rule add - nobaBneHue HoBoro npasuna B SDR
vlan rule modify - nsMeHeHue cyuiecTBytollero npasunia B SDR
vlan rule delete - ynpaneHune npasuna n3 SDR
vlan rule show - noka3biBaeT Bce npaBnia Ana ykasaHHoro VLAN/QinQ
vlan rule dump - BbIBOAUT famn Bcex npasun B SDR
vlan rule purge vlan/qing/all - ounctka SDR VLAN/QinQ nnn obounx
vlian rule apply - npumeHeHne NpaBu; NO yMOMYAHMUIO NPaBusia NPUMEHSATCS
cnycTa 5 MUHYT nocne nocnefHen mogngukaumm SDR
[IPv6] lobaBneHa BO3MOXHOCTb OnpeaesieHnsa HanpasiaeHnsa B KOMOUHNPOBAHHOM Tpaduke
(IN+OUT B ogHOM MopTy) Ha OCHOBE npu3Haka local ans ip-agpecos. BkaovaeTcs onumen
combined io direction mode
[BRAS] NcnpaBneHa COBMeCTMMOCTb C NMpexHUM gopmatoM 18 ycnyru, rae 6b110 MeHblue
NpPOTOKO0B 1 06a Nons B Npoduie HyXHO BbI10 3aM0NHATH
[DPI] MoHwmxeH npuopuTeT onpegeneHusa telegram tls
[DPI] Yny4yweHo pgeTekTuposaHue WECHAT n WECHAT CALL
[BRAS][Framed-Route] NcnipaBneHo: BO3MOXHasa KoOpKa Npy 0CBOBOXKAEHUN NaMSATH
[BRAS] PecpakTopuHr csa3m ¢ PCRF: B HOBOW peanu3auuy BCe NOAKIOYEHNS PaBHO3HAYHDI,
owmnbka Ha 1toboM 13 HNX NPUBOAUT K NEPENOAKIIIOYEHNIO BCEX COEANHEHNI N Nepexoay Ha
apyron PCRF. lobasneHbl CLI-koMaHAbI:
1. pcrf connect show — BbIBOA TeKyLLEro COCTOAHUA Y HAKOMIEHHOW CTaTUCTUKN MO
coeanHeHmam c PCRF.
2. MpuHypuTenbHoe nofkoyeHne K ykasaHHomy PCRF pcrf connect switch
[<pcrf _index>], roe <pcrf indxed> — vHOEKC CTPOKMN COeANHEHMA B NapameTpe
auth_server. Ecnm <pcrf _indxed> He yKa3aH — noJsiaraeTcs pasHbiM O.
OnucaHwne
[IPFIX DNS] JobaBneHa BO3MOXXHOCTb 0TrnpaBky DNS MX oTeeToB no IPFIX. BkntoyaeTca nytem
ycTaHoBKU 3 buTa (4) napameTpa ajb_save dns. OnucaHue

NouswnN
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[DPI] OobasneH npoTokon FakeTLS (49319) ¢ Bannpaumen

[BRAS][DHCP] i3MeHeHO: anropnT™ CKONb3ALLEro okHa AN rate limit

[BRAS] VicnpasneHo: owmnbka npu cpaBHEHUM BpeEMEHW npu 3arpy3ke ip_prop n3 UDR
[VLAN-Rule] lobaBneHa nooaep»xka 'any' BMecTo *' npu onucaHmm anana3oHa VLAN

"\*\*' UHTepnpeTUpyeTCcs B KOMaHAHON CTPOKe bash Kak Macka gnsa noucka annos,
NO3TOMY Ternepb BMeCTO '\¥' MOXHO yKa3biBaTb 'any' ('\*' no-npexHemy

nogaepXmeaeTcs):

‘any.any' - aHanor '\*\*
‘any' - aHanor '\*'

'68.any' - aHanor '68.any’

‘any.78-90' - ananor '\*.78-90'

[DPI][LOG] CoobuweHune o HexBaTKe ssl napcepoB nuwieTcs B slave nor He Ha Kaxxaoe cobbiTue,
a C nepunoanyHocTbio 1/50000

[DPI] Jo6aBneHbl npoTokonbl ZALO CALL(49320) and VK_CALL(49321)

[DPI] UcnpaBneHa paboTa 610kupoBkmM B pexume hard ons SSL

[Acct] DobasneH aTpubyT VASExperts-Service-Type. Radius acct start/interim/stop B
aTpnbyTte VASExperts-Service-Type nepegaetca Tun aBTopusauun. OnucaHme

[CLI] DobaBneHo: koMaHaa stat flow ip6 BbiBOAa cTaTUCTMKKM No IPv6 flow

[CLI] Do6baBneHo: koMaHaa stat flow ip4 BbiBoga cTaTuCTMKK no IPv4 flow. AHanor BbiBOAa
B fastdpi stat.log.

[IPFIX] UcnpaBneHa owunbka copmunposaHus ExportTime B IPFIX Fullflow

[CLI] DobaBneHa komaHaa stat netflow. BeiBon obwen ctatuctmkm no Netflow/IPFIX (To xe,
yTo BbiBOAMTCA B fastdpi stat.log B pa3gene "Statistics on NFLW_export")

[DNS] lobaBneHa BO3MOXXHOCTb NoAcTaHOBKM/6noknposkm/oTbpoca DNS 3anpocos A, AAAA,
MX, HTTPS. OnuncaHune

[CLI] Do6baBneHa komaHaa stat firewall

[DPI] JobasneH npotokon BIGO CDN(49324)

[DPI] fobaBneHa nogoep>xka UDP gnsa BIGOTV

[PCRF][L2TP] NcnpaBneHo: aTpubyTtbl NAS ons L2TP npun aBTOpU3aumm

[BRAS][L2TP] UcnpasneHo: data race npu 3aKpbiTUM CECCUM

[DPDK] YpoaneHune ycTapeBLUMX HAaCTPOeK rx channels n cBi3aHHbIX C HUMUW MPOBEPOK

[IPFIX] JobaBneHa HacTpanBaeMas oTnpaBka cHeT4YnKoB drop octets/packets npu
topmmposaHuu IPFIX fullflow. Onucaxme

[PCAP] lobaBneHa BO3MOXXHOCTb COXPaHSATb TPadMK 3a4aHHOro vlan ¢ NoMoLLb0 NapaMeTpa
ajb _save vlan

[DPIUTILS] O6bHoBneHa yTunuta checknat. OnucaHune

[DPIUTILS] O6bHoBneHa yTunuta dns2dic ¢ noaaepxkon 6J10KnpoBkn gomMeHoB. OnuncaHme
[BRAS][L2TP] NcnpasneHo: data race npu co3faHumn TyHHens

[Router] NcnpaBneHo: nepexsaT 1 oTBOA IPv6-nakeToB Ha tap-uHTepdencel. Link-local appeca
He 0TBOAMSINCL Ha tap, Aa)ke ecnv 3TO ABHO 3a4aHo B HacTponkax router.subnet6.
[BRAS][L2TP] UcnpaBneHo: none onanHbl B 3arosioBke L2TP anda data-naketos. CornacHo RFC, B
data-nakeTax none len L2TP-3aronoBka SBASETCS ONUMOHaNbHLIM, HEKOTOpPbIE peann3aunm
client L2TP He noHmMatoT data-nakeTsl ¢ nosiem len B L2TP-3aronoske. 370 UCrnpasneHune
KoppekTupyeT noseneHune FastDPI: ecnin data-nakeTol oT aboHeHTa npuxoaaT 6e3 nons len, To
n CKAT 6yneT nocbinaTb data-nakeTtsl 6e3 3Toro nons. Ecam xe data-nakeTbl oT aboHeHTa
copepxaTt none len, CKAT Takxxe bygeT ero Bkao4aThb.

[BRAS] UcnpaBneHo: oTrnpaBka KOMaH 13 pending queue. B HekoTopbIX Ciiyvyaax (Hanpumep,
npu nepexone coctosHu pcrf-MmoHnTopa initial - connected) He Bbi3biBaNacb OTNPaBKa
KoMaHZ 13 pending queue, 4TO NPUBOAMIO K "3aBMCaHMIO" KOMaH/bl B 04epen Ha
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HeonpeaeneHHoe BpeMs (00 NepenoakNyeHns B pesynbTaTe oWnbKy cokeTa).

68. VicnpasneHa HefaBHO BHeCEHHas ownbka (3aTpoHyThl 6eTbl 4.6 1 4.7) B XKU3HEHHOM LIKKNE
ceccum, NpmBoALLan Co BpEMEHEM K MCHeprnaHUO pecypcoB, PpEKOMEHA0BaH OnepaTUBHLIN
angenT C 3TUX BEpCUN (unm oTkaT)

1)
B namaTb 0 KoNNerax, KOTOpbl€ BHECN OFpOMHbII7I BKJ1lal B pa3BUTNE KOMMaHUN N €€ NMPOAYKTOB U
HaBcCerja oCtaHyTCA B Hallen NaMaTn
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