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Cnucok nsMmeHeHuu u obHoBneHue CKAT

MHCTPYKUMA NO OOHOBJIEHUIO

C!) Ha4uHas ¢ Bepcum 12.0, DPI ycTaHaBivBaeTcs To/bko Ha CentOS 8.x n VEOS!

Ecnn y Bac yctaHoBsieHa Bepcua CentOS 6.x nnm CentOS 8.x, To 04HOKPATHO NepekoymnTe
peno3nTopuin KOMaHZoMN:

sed -1 -e '/"mirrorlist=http:\/\//d' -e 's/"#
*baseurl=http:\/\/mirror.centos.org/baseurl=http:\/\/vault.centos.org/"
etc/yum. repos.d/Cent0S-*.repo

n nanee riponssoaonTe 0bHOBIEHNS KOMAHOOW:

yum update fastdpi

( - Ecnn npn obHoBneHun nossnsetca owmnbka Module yaml error, To cnepyer
3 0bHoBUTb Moaynb dnf upgrade libmodulemd.

Mocne obHoOBNEHUS BbINONHMTE pecTapT DPI:
service fastdpi restart

M Apyrux 3aBucumelx npouieccos (PCRF/Radius), HO TOIbKO €CJIN OHWU peasibHO NCMOJb3YITCS U NX
KOHUrypaums BanmaHa:

service fastpcrf restart
service fdpi radius restart

Mpn HeobxoAMMOCTH MOXXHO OBHOBUTH KOMMOHEHTbI ONepaLlnoHHon cuctemsl. He nposoauTe
obOHOBJIEHMe BepCcuM sAapa U 3aBUCMMbIX OT HEro yTuaut!

IOna CentOS 6.x:

yum --exclude=kernel®,util-linux-ng,libuuid,libblkid update

IOna CentOS 8.x:

yum update

NMonb3oBaTensam, skcnayaTupyowum DPI Ha BUPTyasbHbIX MallMHaX, CTapbiX Npoueccopax

(2009 ropa Bbinycka) u ctapbix npoueccopax AMD (pno Ryzen):
BbinonHnTe nepen 06HOBNEHNEM KOMaHAY:


https://wiki.vasexperts.ru/doku.php?id=veos:installation

touch /etc/dpi/noprioadj
n npouecc DPI 6ygeT 3anyckaTbCs € 06bI4HbIM (He realtime) NpuopnUTETOM, YTO CYLLECTBEHHO

CHM3NT noTpebneHne cnctemHsbix (sys) pecypcoB CPU, HO HeMHoro ysennynt latency Ha
nnatgopme.

( KnueHtam, ucnonb3ywuwmm dyHkunoHan BRAS, npu obHoBneHun CKAT Ha HOBYIO
3 BEPCUIO HEO6X0AMMO 06PaTUTb BHUMaHME Ha U3MEHEHMS.

ObHoBneHune nnatcgopmbl DPI po Bepcuun 13.0 Congo

13.0 Congo

MpoBepUTb TEKYLLYIO YCTAaHOBJIEHHYIO BEPCUIO MOXXHO KOMaHLOiA:

yum info fastdpi

OTkaT Ha 12.4:

yum downgrade fastdpi- -0 fastpcrf- -

Mocne o6HOBNEHUS UK CMEHbI BEpcUN TpebyeTcs pecTapT cepauca:

service fastdpi restart

o Ecnun ncnone3ytotcsa PCRF u/mnn Radius, nx ToxXe Hago pectapToBaTth. Ona pectapta PCRF
NPeAnoyTUTENEH CNeayoLWnin NOpaaoK:

service fastdpi stop

service fastpcrf restart
service fastdpi start

o He nposBoaunTe 0bHOBNEeHMA sapa Linux. B HOBbIX Bepcusax sapa MoxeT ObiTb HapyLleHa
6uHapHas coBMecTumMocTb ¢ Kernel ABI n ceTeBon apanBep nocie 06HOBAEHMA He 3arpy3nTca. Ecan
Bbl BCe-TaKW nNpon3eenn obHOBNEHME, TO Ha BPeMA pelleHns npobnembl HAaCTpPoOWTe B 3arpy3ynke
GRUB 3arpy3ky npexHeun sepcun sgpa: B hanne /etc/grub.conf yctaHoBuTe napameTp
default=1.

Ecnn npun obHoBNeHUN noaBnseTcs coobuieHne, 4To 0O6HOBNEHNE HEe HaWOeHO UK BO3HMKAIOT
|'|p06}'leMbI C 3aBUCMMOCTAMU, TO Nepen 0bHOBNEHNEM BbINONHUTE KOMaHAy:

yum clean all



N3meHeHus B Bepcuu 13.0

DPI

Mopnepxka LAG/LACP B on-stick. OnncaHue

MNepexon Ha DPDK 23.11

N3meHeHo: ons QUIC n QUIC_IETF: ecnn He onpegenunun SNI — nposepsiem no AS

N3meHeHo: npu aHanun3ze STUN nposepseTcs AS oT Facebook — onpegensem

FACEBOOK VIDEO, a He WHATSAPP_VOICE

3apaHue RSS hash dgnaros gna UDP n TCP

i3mMeHeHO: onpefeneHre NPOTOKOMA openvpn

7. WcnpasneHo: obpaboTka SIGHUP Tonbko ecniv fastDPl MOAHOCTBIO MHULMANN3MPOBAH.

Bo3mMoXxHO nageHune, ecnu B npouecce 3anycka fastDPI npuxognt SIGHUP

8. 3anuce trace/debug nakeToB nepesBefeHa Ha HOBbIN API

[lobaBneHo: nogaep>xka npoTokona wechat gna UDP

10. NoppepxKa OOMNOJHUTENIbHOM Pa3MeTKM aBTOHOMHbIX cucteM markl, mark2, mark3.
OnuncaHune

11. MpwropuTeT onpeneneHns No SNI B KACTOMHbIX CUrHaTypaXx 415 aBTOHOMHbIX CUCTEM,
noMeyeHHblX Kak markl. OnucaHue

12. MpuopuTeT bonee cneuynduryHbiXx KacToMHbIX SNI curHaTyp.

Mpumep: onda xocta a.b.c.d npu Hannymm curHaTyp *.d, *.c.dun *.b.c.d byaeT BbibpaH
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©

NPOTOKOJ1, onpeaesieHHbIN CUrHaTypon *.b.c.d o paboTaeT TONLKO AN CMrHATYp C *.
OnuncaHne

13. MNMoppepxkKa XecTkux 610KMPOBOK (HecMoTps Ha nMa xocta/SNI) — 3apaeTca B
LLONOJIHATESIbHOM MOJ1e B YePHOM Crnncke agpecos, npumep: 1.1.1.1 443 hard. OnucaHue

14. YnyyweHo petektuposaHue YOUTUBE, SIGNAL

15. OobasneH npoTokon DPITUNNEL, B KOTOpPbIN BKAOYEHLI aHOManun Tpaduka, 0bbl4HO
npumeHsemble ans obxona DPI

16. O6bHoBneHue dpiutils

17. Hosble npoTokosibl VK_CDN_VIDEO, META_CHAT

18. YnyyweHwne curHatyp npotokosios FACEBOOK VIDEO, META CALLS

19. WcnpasneHo nms npotokosia VK_CDN_VIDEO

20. WUcnpasneHo: gekoauposaHue SNI B QUIC IETF n BO3MOXHOCTbL 06pa30BaHMsa KOPKK B
NCKNTIOYUTENbHBIX CIyYasX

21. WcnpaBneHo: o4MCTKa CTPYKTYp noncka npu yaanedun CUSTOM npoTokonos

22. [lobaBneHa BO3MOXXHOCTb A00aB/ATb KOMMeHTapun (#) n nycTble MHUM BO BXOOHbIX (hannax
Ans ytTunuT Ist2dscp, Ist2tbf

23. JobasneHbl npoTokosbl QUIC_UNKNOWN - QUIC 6e3 SNI n QUIC_UNKNOWN_MARKED - QUIC 6e3
SNI n AS c nomeTkon MARK2. OnucaHune

24. WcnpasneHo: onpefeneHuve xap-k stun gna TCP

25. I3meHeHOo: ecnn JOCTUTIN OFpaHMYeHns MPOCMOTPa NakeTos stun - ycTaHaBAMBaeM 3TOT
NPOTOKOJ C y4eToM AS

26. O6HOBJMIEHbI YTUANTHI 419 NOALEPKKMN HOBbIX MPOTOKO/10B

27. Ynydwenuns B npotokonax QUIC_UNKNOWN, QUIC_UNKNOWN_MARKED, SIGNAL, DpiTunnel

28. OnpepeneHuns BCTPOEHHbIX NPoToKo10B N0 SNI/HOST BbiHECEHbI B 061aK0, NoAAepXNBAETCA
npuopuTteT SNI/IP

29. N3meHeHo: cpaBHeHMe SNI nponsBoaunTcs 6e3 yyeTa perncrpa

30. JobasneHa curHaTypa npotokona LANTERN WEAK

31. Yny4uweHo pacno3HaBaHue npoTtokona IMAP


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:dpi_onstick
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:vas_cloud_services:custom_protocols#протоколы
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:making_dictionary
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config#конвертация_файла
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_session#настройка_полисинга_по_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as
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WNcnpasneHue B LPM npu Bbibope kaHana no IP/CIDR

JobasneHo: B hopmMaT 3anucu B TeKCToBbIN (hann DNS - popmaT vchnl - Homep BUpTyanbHOro
KaHana.

NlobaBneHo: B wabnoH IPFIX nepenayn gaHHbix ans DNS HoMep KaHana. OnucaHue
NcnpasneHo: nageHne npu Tpence DNS

YnydweHo onpegeneHue npotokosa VIBER VSTREAMS

WNcnpasneHo: B npouecce octaHoBKM fastDPl He npuHMMaeM 1 He obpabaTbiBaeM HUKaKme
3anpockl no ctl

NlobaBneH npoTokon SSTP (49296)

NobasneH npoTokon ANYDESK (49297,54273)

Yny4weHo pacrno3HaBaHue LANTERN

NlobaBneHo: y4yeT DHCP-nakeToB OT aboHeHTa B 6UNNMHIoBon ctaTucTuke: aboHeHTckuin CPE
(To ecTb Wi-Fi poyTep) 6€3 KNIMEHTOB (HanpuMep, HOYbi) — MOCLINAET TObKO 3aMpochl Ha
NpoAfieHne nmueH3un. Tak Kak 3TK 3anpockl nepexsaTbiBasncb BRAS 1 He BKIlOYanuUCh B
aKKayHTWHI, NPOMCX0AMII0 3aBepLueHme ceccum no idle timeout

. NcnpasneHo: pencteus npu nsmeHeHun QinQ/VLAN y aboHeHTa
. NcnpasneHo: framed-pool renew

B HekoTopbIX cnyyvasax hopMmupoBannck HekoppekTHble DHCP-oTBeThI. [lobaBneHa TpacCMpoBKa
B nor DHCP-nakeToB ans framed-pool renew

icnpaBneHo: Nnpuem NakeToB OT relay. PaHee npoBepsfock, 4To relay HaxoanTcs B ceTu fc::/7.
Tenepb 3Ta NpoOBEPKa U3NNLLIHAA 1 yaaneHa, — Y relay moxeT 6bITb itlobon agpec.
WcnpasneHo: pazbop DHCPv6-onuuim oT Paguyca

llobaBneHa komaHaa subs prop show active. KomaHaa BbiBOAUT Aamn L2-CBOMCTB BCex
aKTUBHbIX (He-expired) aboHeHTOB. OnucaHune

3meHeHo: 3anpeT Bbi3oBa CLI-koMaHA B npoLiecce 0CTaHOBKYU

cnpasneHo: idle-timeout ans ceccun. Ins PPPoE-ceccun idle timeout gosmxkeH bpatbca us
HacTpounky bras ppp_idle timeout, ecnn He 3afiaH ABHO B OTBETe aBTOopM3aumm (aTpmbyT
Idle-Timeout).

[lobaBneHa npuopuTeTHasa nepeagpecaumns c nepesogom DSCP. OnncaHne

. WcnpaeneHo: gobasneHne nuwHen onuum 61 (Client-Id) B oTBeT fastDPI npu pacnpeneneHum

agpeca n3 Framed-Pool

WcnpasneHo: BbiBoA B for IP-agpecos DHCP-cepsepos

WcnpaBneHo: BkAoYeHne ycnyr ¢ npodunamu. ATpubyT “VasExperts-Service-Profile™ (ums
npogunsa ycnyru, HeESBHO BKAOYAET yCayry) uMeeT 6onblunid npuopuTeT, Yem VasExperts-
Enable-Service™ (BkntoYeHue/BbIKNIlOYEHME yCnyrn 6e3 3agaaHns npoguns).

HobasneHa komaHza ping inet oT umeHn aboHeHTOB Yyepes BCio LienoyKy 0bpaboTky
BRAS/NAT/ROUTER. MNopackaska - fdpi cli ping inet ?. OnucaHwue

icnpaBneHo: BbI30B AeaHoHca IP-agpeca aboHeHTa npu acct idle. B onuuio poyTepa

router _subs _announce pgobasneH HoBbIV thyiar: Ox10000 - neaHoHcMpoBaTh L3-aboHeHTa
npu HactynneHum acct idle (3akpbiTue acct-ceccun no idle timeout). OnucaHne

[lobaBneHa nogaep>xka 3agaHuns npoduna ycnyru 18 npyn asTopusauunmn. BknoveHne ycayrun 18
B oTBeTe Pagunyca Access-Accept 3apgaeTcs 0bbl4HbIM AN8 yCnyru ¢ oba3aTesibHbIM Npoduiem
obpasom (3gecb servl18 - ums npoguns):

VasExperts-Service-Profile = "18:serv18"

B komaHay subs prop show gobasneH nonck no MAC n subs id. PesynbTaT noucka no MAC


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix#dns
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs#subs_prop_show
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_settings#настройка_наследования_и_преобразования_dscp
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs#subs_ping_inet
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#особенности_анонсирования_адресов
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20.

NAT

1.
2.

nnn subs id MoxeT BbITb MHOFO3HAYHbIM, - HECKOIbKO Pa3HbIX 3anuncen 415 0OAHOro Toro xe
MAC/subs_id. Pe3ynbTaT KOMaHAbl subs prop show active usmeHeH, 4TO MOXeT ObITb
KPUTMYHO npu pa3bope json-Bbixaona KoMmaHabl. OnucaHne

NcnpaBneHo: ycTtaHoBKa hnara link up/down ans nopTos, He nogaep>xusatowmx link up/down
npepbiBaHna (Hanpumep, af packet)

Kog Bo3BpaTa koMaHabl Uptime. CLI-komaHaa uptime MoXeT ncnosb30BaTbCsA 418 KOHTPOAS
nonHoro 3anycka fastDPI: oHa Bo3BpalaeT result=0 (Success) TonbKo Toraa, koraa fastDPI
NMOJSIHOCTbIO MPOUHULIMANN3MPOBAH M BCe paboyme NoToKM 3anyLeHsl. Mo nony4yeHun oTBeTa OT
fastDPl Ha komaHay fdpi cli uptime cama ytunuta fdpi_cli npoBepseT pe3synbTaT
BbIMNOSIHEHMA N ecnn result !=0 — BbiICTaBNAET HEHYIEBOWN KOA BO3BpaTa.

NcnpasneHo: npu Hannymm VRF (service 254) B Access-Accept nakeT HenpaBoOMepHO
BbIBOAMWJICA B IO KaK OLLIMOOYHbIN

BoccTaHosneHue paboTel UDR nocsie Bbi30Ba KOMaHAbl C 60bLINM YUCIOM NapaMeTpoB

JobasneHa ytunnta checknat gns nposepku pacnpeneneHus 6enbix agpecos. OnucaHue
WcnpasneHo online nsmeHeHne napametpa nat private cidr

banaHCUMpoOBLLUK

1.

2.

NlobaBneH pexum L2 banaHcnposLUMKa Tpaduka. JaHHas gopaboTka N03BONSET UCMOJb30BaTh
CKAT kak banaHCMpoBLUKK TpahmKa Ha oCHOBe IP-agpecos, npuHaanexawmx AS un
onpefensemon kak Local B asnum.dscp. OnucaHue

HobasneH asvxok marx_lb_engine, koTopbin akTusmpyetca npu dpdk_engine=2. Onuncaxue

Router

w

~

10.

PacnpeneneHne mempool ans emit-nakeToB: He 1ONYCKaeM MNOJHOr0 UCHepPnaHna nyna, B
nyne no/KHO BbITb He MeHee 256 CBOOOHbIX 3/IEMEHTOB

. Ownbka ynaneHmsa mapwpyTta errno=3 (No record found) nepeseaeHa B pa3psaa TRACE, 4Tobbl

He 3acopsfia sior

icnpaBneH Nopsiilok 3aBepLUeHns KOMMOHEHTOB poyTepa

N3meHeHo: system error npu o4mncTKe route tables. O4ncTKa route tables (yoaneHue scex
3anucen, gobasneHHbix CKAT) npon3soanTca npu ctone n ctapte fastDPI. B npouecce 04NCTKM
MOXKET BO3HMKHYTb ownbka EBUSY, KoTopas asnseTca datanbHon Ana netlink-cokeTa, cokeT
LlO/KEeH BbITb 3aKpbIT.

. NcnpaeneHo: TAP link down in LAG. Ecnun nopT BXxo4uT B Jiar, To TAP 3TOro nopta B COCTOAAHME

Link down HY>XHO Npon3BOANTb TONLKO Toraa, korga BCE nopTel LAG B down.
NicnpaBneHo: KOHTPOJIb 3a ncyepnaHuem selfgen mempool
OnTMmM3auna BbIYUTbIBAHWUS OaHHbIX € TAP

. NcnpasneHo LAG+0n-stick: nepesop TAP B cocTosiHue link down. TAP nepesogutcs B link down

TOJIbKO TOrfaa, Korga Bce nopthl B LAG B cocTosiHUM down. Ecnm e eCcTb x0T 6bl 04MH MOPT B
cocTossHUM Up - TAP gosKeH HaxoauTcsa B cocTossHUM Link Up.

. NcnpasneHo: oTBefeHne Tpaduka B poytepe and on-stick nesanca s LAG. Mpu hoopMmnposaHumu

Tonosiorun VRF He y4mTbiBanock, 4To B LAG BxoanT 6a30BbIN (hn3nyecknin) gesanc, a npu
ONUCaHUK poyTepa YKa3blBaeTcs on-stick (BMpPTyanbHbI) AeBaic.
cnpasneHo: BblYUThIBaHUE BCeX AaHHbIX C TAP-geBanca. Mpu ctapTe fastDPI 66111 BO3MOXHbI


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs#subs_prop_show
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:management_utilities#checknat
https://wiki.vasexperts.ru/doku.php?id=dpi:load_balancer
https://wiki.vasexperts.ru/doku.php?id=dpi:load_balancer#настройка_etc_dpi_fastdpiconf

CUTYyauuu, Korga poyTep eLle He MOSHOCTbIO NHULMANN3MpoBaH, a TAP y)ke MOHUTOPUTCS, HO
He BbIYUTHIBAETCA.

11. Onuwms router_subs_announce caenaHa ropsden (hot)

12. WcnpaBneHo: yTedka mbuf npu ctapTte fastDPI

SDS

1. 3HayeHune storage tag ycTaHaBAMBAETCS Ha OCHOBAHWUW NPUOPUTETA MO HAMPaBAEHWIO NN
NpUopUTETA MO MPOTOKOJTY

Radius

1. NobaBneHa BO3MOXXHOCTb paboThbl CO CTaHAAPTHLIMU UHTepdencamm linux ¢ NOMOLLbIO
libpcap. Onucanue

N3MeHeHus B Bepcum 13.1

. BHUMaHue! ObHapyxeHa owwnbka B Bepcumn 13.1. B PPPOE He nponcxoanT 3akpbiTue

@) ceccum npu ucteveHnm idle timeout.

WcnpaBneHne nnaHMpyeTcsa B CeAyoLLeM penuse.

DPI

1. TnobanbHbIN pedakTOPMHI Kofa - 0TKa3 oT nogaepxku pf_ring

. DobasneHo: ycnyra 19 - nogmeHa DNS-oTBeTOB. OnucaHue

3. 3MeHeHOo: MuHMManbHbIN pa3mep PCAP cdanna no 100 MB. Potaunsa PCAP-channos npu reload
OnucaHune

4. N3mMeHeHo: yny4lleHa Tpaccuposka cobbituin DROP

5. WcnpasneHo: owmnboyHoe noseneHne coobuieHmsa yposHs ERROR npu HEKOTOPbLIX 3anpocax
fdpi ctrl

6. WicnpaBneHo: HekoppeKTHbIN pa3bop TLS(SNI) B cnyyae ecnm 3agaHo Heckonbko 'ALPN Protocol'

7. N3meHeHOo: MexaHn3M 0bHOBREHMSA cnnCKoB cooTBeTCTBUS AS 1 IP. OnucaHne

N

BRAS

1. WcnpaBneHo: KOHTPOb aKTMBHOCTU aboHeHTa ¢ nomowbio unicast ARP Request. PaHee 6bin
broadcast ARP Request, 4T0 He onTUManbHO ANns ceTn. OnucaHue

2. JobasneHo: SHCV (Subscriber Host Connectivity Verification) — koHTponb akTMBHOCTM DHCP-
aboHeHTa. Y4TeH cueHapuin gns y>ke "3akpbliTon" 3anncu, 4Tobbl He 6bI1I0 NOBTOPHOIO
cpabaTbiBaHMa SHCV u pocTe cyeTymka 'SHCV: session closed by inactivity'. Onucanue

3. OobasneHo: ARP Proxy Ans N3BeCTHbIX MapLUPyTOB (TONLKO B pexume poyTepa), JaHHyto
BO3MOXXHOCTb NPUMEHSIEM TOJIbKO €Cnn uHmMumnaTop ARP-3anpoca - n3BeCTHbIN Ham aboHeHT. B
onuuio bras_arp proxy gobasneH Hosbl dnar - 0x0004. OnncaHue

4. WcnpasneHo: help() ona IPve-agpecos B kKoMaHae subs prop show


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radius_config#настройка_linux_интерфейсов
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ctrl
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_asn
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:subs_activity
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:subs_activity
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_arp_proxy

NAT

. WcnpaeneHo: owmnbka pasbopa napameTpoB KOMaHAabl subs prop del, 4To npMBOAMIO K

HEBO3MOXXHOCTM yaaneHns cBoncTs no IP ¢ ownbkomn
ERROR: Result code=9: No subscriber IP address

NobasneHo: CLI-komaHga dhcp disconnect. 31o CLI-aHanor CoA Disconnect. Pexunm
BbIMNOJIHEHMA OUCKOHHEKTa 3agaeTtcs onuunen bras dhcp disconnect.

1. dhcp disconnect all - guckoHHekT Bcex DHCP-ceccui

2. dhcp disconnect [ mac=X | ip=X ] - AUCKOHHEKT YKa3aHHOW ceccum

. WicnpaeneHo: oTnpaBka L3 reauth ans L2-aboHeHTa 3apaHee, He [0XWAASACh 3aBepLIEHMS

session timeout

. JobaeneHo: B CLI-komaHay dhcp show stat nobasneHo 4MCNO 3aKPbIThIX MO HEAKTUBHOCTU

ceccuin (SHCV)

. NcnpaBneHo: owmnbka npun nepexsaTte n obpaboTke ICMPv6-nakeToB, npu nameHeHun ICMPv6-

NakKeTa B HEKOTOPbIX Cy4adaxX He NepecCHnTbiBaslaCb KOHTPOJIbHadA CyMMa

. N3meHeHo: Tpaccuposka B vdpi new flow nat ipv4 BbiBOAUTCS BCerpa
. WcnpaBneHo: B 3aBMCMMOCTM OT 3Ha4YeHns napameTpa nat exclude private nposepsieTcs

pononHuTensHo napa CHECK _AS LOCAL nnn CHECK_AS_PEER pns AS npu local interconnect

Router

LAG

. JobaBneHo: ARP meHeg)XMeHT. OnucaHune
. cnpaeneHro: BbIbop nopTa Ansa 3anncu B ckBo3HoM LAG. Ecnm LAG npoxoauT ckBo3b fastDPI,

TO npwv Bbibope nopTa 414 3anucy ¢ TAP HY)KHO y4MTbIBaTb HE TOJIbKO COCTOSIHUE CaMOoro
nopta Link Up/Down, HO n cocTosiHue Link Up/Down BTOpOro njedya mocTa 4Jig 3Toro nopTta
WcnpasneHo: aHoHcMpoBaHWe noaceten npodunsg NAT npu gobasneHun

HobasneHo: CLI-komaHpa router vrf dump. KomaHpa BbiBoauT cnucok VRF, 3aflaHHbIX B
cucTeme, 1 cBorcTBa 3Tux VRF

. NcnpasneHo: He yunTbiBaTh term by AS npu aHoHce noaceTen NAT. Pexum term by AS

oTHOCUTCA K aboHeHTaM, a He K npocunnsam NAT, MO3TOMY €ro He Hy>XHO y4YnTbiBaTb Npwu
aHoHcupoBaHun NAT-nogceTm
icnpaBneHo: NopaaoK nepexsaTa NakeToB U3 obwero KoHBenepa 06paboTkm

. NcnpasneHo: YeennyeHo Yncno mbuf B selfgen mempool, ecnu BkIOYEH poyTep: ecau

poyTep disabled: mempool size=512 * 4yucno slave Ha _knacTtep, ecsiv poyTep enabled:
mempool size=8 * 1024 * 4ywucno slave Ha _knacTtep

. WcnpaBneHo: HeobHyNeHne MaccmBa Npu NOCTPOEHMNN HOBOIO CMUCKA aKTUBHbIX MOPTOB.

Owwnbka NPUBOOUT K NepPernosiIHeHNIO MaCClBa U MOPYN NaMATH

. DobaBneHo noruposaHune ownbkm "no mbuf"' npn otnpaske LACP

N3meHeHus B Bepcuu 13.2

1.

[BRAS][PPPOE] UcnpaBneHo: NUHI HeakKTUBHOIO KJIMeHTa 3anpocamu Echo


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router#arp_менеджмент

N

. DobaBneHo: nogaepxka npodunen ycnyrun 19 (MoameHa DNS-oTBeTOB). OnncaHune

. JobasneHo: ana ycnyru 19 Bo3MOXHOCTb 3afaBaTb AAAA-3anncK 1 NnogaepxkKa ykasaHus *
ansa gomeHos. OnncaHue

. WcnpaeneHo: gna npocgunsa ycnyru 18 He TpebyeTcs ogHoBpeMeHHO 3agaBaTb DSCP n TBF

. Ncnpasnero: npuoputeT IP:PORT nepepg IP n CIDR gna KaCTOMHbIX onpegeneHnii NpoToKOJ10B.
OnuncaHne

. l3MeHeHO: NnpuopuTeT Nosb30BaTeIbCKUX NPOTOKOJI0B Bbille 061a4HbIX. OnncaHue

. NcnpaeneHo: gnmHa AAAA 3anucen B ycnyre 19

. JobasneHo: B napameTp block options macka 8 — He hopmmpoBaTb RST-nakeThl
6710KMPOBKM 1 Nepeagpecaummn 4Sa HanpasaeHns nakeTos inet-—»subs. Onuncaxme
9. [DPI] Yny4yweHo: aHanu3 out-of-order nakeTos

10. [DPI] UcnpasneHo: pacno3HasaHue DOT

11. [CTRL] OobaBneHo: HOBbIA hopMaT 415 BbIBOAA MOJNNCUHTa:

w

[Sa0e

o0 d O

fdpi ctrl list profile --policing --profile.name htb 6 --
outformat=json2

12. [CTRL] Oo6aBneHo: 3arpy3ka npogunaen noamcmHra ¢ HoBbiM hopMaToM (rae ecTb value u unit)

13. [BRAS][IPv6] OobaBneHo: npu nosyvyeHun ot knneHta DHCPv6 confirm n oTcyTCTBUM Ceccum B
bl BRAS oTnpasnsetcs otBeT co ctaTycom NotOnLink

14. [FastPCRF][DHCPv6] icnpaBneHo: ownbka, NnpuBoAsLLas K 3aKpbITUIO U Nocaenyowemy
OTKpbITUIO Tekywwein IPv6 accounting ceccum npu obpabotke DHCPV6 3anpocoB OT KJIMEHTa Ha
NpoAJfieHne apeHbl agpeca

15. [DPI] OobaBneHo: obHoBNEeHWe asnum. bin 13 obnaka, napameTp asnum_download
aHanoruyeH no Habopy 3HayveHun federal black list

16. [DPI] DobaBneHo: 3agaHune konmyectsa bydepos ans obpaboTku out-of-order nakeTos.

17. NobasneHo: napameTp mem ssl savebl (xonofHbI). 3a4aeT KOIMYECTBO COXPaHAEMbIX
bydepoB ans pasbopa ssl npu nepemelLmBaHN NaKeTOB.
Mo ymonyaHuto = 10% oT mem_ssl parsers. Ecav 3HavyeHne == 0 — CcOXpaHeHue u
obpaboTKa He NnpoucxoaunT.
MepBoe 3Ha4yeHne — n3 conf, B CKobKax — TO YTO MCMOJIb3yeTCH.
Mpumep BbIBOAA M3 alert:

1. MNapameTp He 3agaH

mem ssl parsers :
mem ssl savebl : -1

2. 3apaH mem_ssl savebl=1234

mem_ssl parsers
mem ssl savebl

18. [obaBneHo: CTaTUCTMKA YTUAN3ALMN COXpaHeHUs bydepoB napcuHra ssl 3anpocos

STAT 08/07-13:33:16: Detailed statistics on
SSL_SAVEBL :
thread slave=

Total

0603Ha4yuM: al/a2/a3 bl/b2/b3/b4/b5 cl/c2/c3 d1l/d2/d3
al — pa3mMep BbiAesIAeMON NaMATU 4S9 COXPaHEHNS 3anucy nocnenytoulero pasbopa


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:dns_substitution
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:vas_cloud_services:custom_protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:vas_cloud_services:custom_protocols
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:filtration_settings#настройки_блокировки
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:filtration_settings

19.

20.

21.

22.
23.
24,
25.
206.

217.

(coBnapaeT ¢ snaplen)
a2 — BblesiIeHo 3anucen
a3 — NCNosb30BaHO 3anuncemn

b1l — cymmapHoe konnyecTso owmnbok npu obopaboTke COXpaHEHNS NaKeToB

b2 — npoynTaHHbIN pa3mep bydepa oveHb HosbLLON

b3 — B pyHKUMIO NepenaH HeKoppekTHbIn isbl t ind

b4 — owmnbka nobaBneHna 3anucy B arw — HeT MecTa 419 COXPaHEHNS CMNCKa UCNOJIb3yeMblX
6ydepoB

b5 — owwnbka nobasneHns faHHbIX B p_data (He Moxxem coxpaHuTb Bydep)

Cc1l — KOIMYEeCTBO 3anpoCOB Ha COXPaHEHME AaHHbIX
C2 — 0CBOOOXAEHO COXPAHEHHbIX NAaKeTOB
C3 — CyMMapHbIi pa3Mep NakeToB, KOTOPbIE BblIM COXPaHEHbI

d1l — cpenHuin pasmep coxpaHeHHoro TCP nakeTta
d2 — min pa3mep coxpaHeHHoro TCP nakeTa
d3 — max pa3mep coxpaHeHHoro TCP nakeTa

[BRAS][DHCPv6] [lobaBneHa BO3MOXHOCTb U3BNekaTb option 37 1 option 38 U3 KNNEHTCKOro
nakeTta

[Router][tap] icnpaBneHo: nHMUManu3saums ctatyca mocta npu ctapte fastDPI. TAP-gesanc
ans ckBo3Horo LAG HaxoamuTcsa B coctosiHum Up, ecnm xoTs 6bl 04MH NOPT B CKBO3HOM LAG
HaXoAUTCS B COCTOSAHUM Up 1 ero BTOPOWN KOHew, B MOCTYy Takxxe B Up. CTaTyc mocTa (Up/Down)
BbINMCAIANCA TONLKO Npy HacTynneHnn cobbiTua link Up/Down, npu ctapTe fastDPI cTtaTyc
MOCTa nonarancs paBHoiM Down. [aHHbLIN NaTy UHULMANM3MpPYyeT cTaTyc MocToB (Up/Down)
npu cTapTe poyTepa Ha OCHOBAHUM TeKyLlero ctaTtyca nopTos.

[BRAS] UcnpasneHo: local interconnect paspellaeM TOJIbKO eCnn SrclP — N3BeCTHbIN HaM
aboHeHT. PaHee He NpoBepsAnoCh, 4TO SrclP — M3BeCTHbIN HaM abOHEHT, 4TO MOr10 NPUBECTU K
nopaenke IP-agpeca aboHeHTa 1 DDOS 0T MMeHM 3TOro noaaensHoro IP opyrnx nokanbHbIX
aboHeHTOB c NnomeTKon local interconnect.

HobasneHo: CLI-komaHpa permit

[DPI] YcTpaHeHo ncyHepnaHue bygepos ans obpaboTku out-of-order nakeTos

[CLI][Ping] N3meHeHO: coobuieHmne 0b ownbke, ecnm subs IP He HanaeH

[CLI] Oo6aBneHo: B json-BbiBo4 KoMaHAbl dev xstat gobasneH bynesbin npusHak on stick
[CLI] U3meHeHo: json-BblBOA KOMaHAbl dev info ang on-stick.

Insa on-stick-geBanca 6bio:

"pci address": "on-stick based on 82:00.3"
Tenepsb:

agpec 6a3oBoro gesanca
"pci address": "82:00.3"

npu3sHak on-stick
"on-stick": "true|false"

N3MeHeHO: hopMaT CTaTUCTUKN

STAT 08 -17:26:05: Detailed statistics on
SSL_SAVEBL



28.
29.
30.

31.

32.
33.
34.

35.
36.

thread slave=

Total

O6o3HaymMm: al/a2/a3 bl/b2/b3/b4/b5 cl1/c2/c3 d1/d2/d3 el/e2/e3

al — pa3mep BblAeNdeMon NamaT ANsS COXpaHeHMs 3anncu nocaenytowero pasbopa
(coBnapaeT c snaplen)

a2 — BblAeNeHo 3anucen

a3 — 1CNoJIb30BaHO 3anuncen

bl — cymmapHoe konnyecTso owmnbok npyn obopaboTke COXpaHEHNS NaKeToOB

b2 — npoynTaHHbIN pa3mep bydepa oveHb HosbLION

b3 — B pyHKUMIO NepenaH HeKoppekTHbIn isbl t ind

b4 — owunbka nobaBneHna 3annc B arw — HeT MecTa AN19 COXPaHEHUS CMNCKa NCNOJIb3yeMblX
bydepoB

b5 — owwnbka nobasneHns paHHbIX B p_data (He Moxxem coxpaHuTb Bydep)

Cc1l — KO/AIMY4EeCTBO 3anpoCOB Ha COXPaHEHME AaHHbIX
C2 — 0CBOOOXAEHO COXPAHEHHbIX NAKeTOB
C3 — CyMMapHbIi pa3Mep NakeToB, KOTOPbIE BblIM COXPaHEHbI

d1l — cpenHuin pasmep coxpaHeHHoro TCP nakeTa
d2 — min pa3mep coxpaHeHHoro TCP nakeTa
d3 — max pa3mep coxpaHeHHoro TCP nakeTa

el — ncnonb3BOaHO 3anuncen B o4epean arw
e2 — cBoboaHo 3anncen (MoryT 6bITb NOBTOPHO UCMONL30BaAHO)
e3 — Bble/IeHO 3anuncen B ovepean

YpaneHol noggencHble yandex sni m3 TELEGRAM TLS

[DPI] DobaBneHa obpaboTka parmeHTmpoBaHHoro QUIC IETF

HobasneH napameTp mem quic ietf savebl. 3apaeT konmyectso bydepos ansa pasbopa
quic_ietf-3anpocos, KOTOPbIE COCTOAT U3 HECKOJIbKMX NMAaKeTOB. 3Ha4YeHme no yMon4yaHuo
15% ot mem_ssl parsers

[DPI] DobaBneHbl NPOTOKObI

"HLS VIDEO"

"ICMP TUNNEL"
"DNS TUNNEL"
"FORTICLIENT VPN"

HobasneHa BO3MOXHOCTb oTrnpasku DNS query no IPFIX

[DPDK] fobaBneHbl read-only asvxku: RSS n anucnetyep Ha nopt

[BRAS][SHCV] UcnpaBneH BbizoB SHCV o0 NosHOMO 3anycka nannaanHa 06paboTKy NakeTos.
970 6bIJ10 BO3MOXHO B MHOIFOMOPTOBLIX KOH(UIypaumnsax, Korga BpeMs 3anycka nannianHa
OTHOCUTENIbHO BENIMKO.

[DPDK] [lobaBneH BbiBOA TUMNa co3AaBaeMbix mempool Ha cTapTe fastDPI

[Router] NobaBneHa cTaTucTuka no TAP-geBancam. B BbiBog CLI-komaHabl router vrf show
fobaBsieHa cTaTuCTMKa No TAP-geBancam - CKOJIbKO NakeTos/6anT BblYMTaHO C TAP, CKONbKO
3anmcaHo B NopT ¢ TAP, cko/bko nepefaHo B TAP, 4ncnio cobbiTuii 1 owmnbok.



37.

38.
39.

40.
41.
42.

43.

44,
45.
46.

47.
48.
49.

50.
51.

52.

53.
54.

55.
56.
57.

58.
59.

1)

[Router] N3mMeHeHa oTnpaBKa NakeToB, BblYNTaHHbIX C TAP-geBalica: BbiIOpaHHbIN slave-noTok
ANs 3anucK 3akpennseTcs 3a TAP-nHTepgencoM Ha banmxanwme 5 CeKyHn, 4TO OOJIKHO
3Ha4YNTENIbHO YMEHbLLNTL peopaepuHr npu 6onbwom Tpaduke ¢ TAP-nHTepdeinca

[DPI] NUcnpaBneHo peTekTuposaHume DNS TUNNEL

[DPI] DobaBneHbl NPOTOKObI

"CISCO_ ANYCONNECT VPN"
"SHADOWSOCKS VPN*"
"NOT_DNS*"

3meHeH log level gnsa 3anpocos oT TenemeTpun Ha INFO He3aBMCMMO OT pe3ynbTaTa 3anpoca
[DPI] Yny4yweHo geTtekTuposaHue CISCO_ANYCONNECT VPN, SHADOWSOCKS VPN, DPITUNNEL
[fastPCRF][ACCT] UcnpaBneHa oTnpaska Interim-Update npu nepeksioyeHnmn Ha pe3epBHbIn
RADIUS cepsep

[BRAS][CLI] NUcnpaBneHo: aboHeHThI, 3akpbiTbie No SHCV, Tenepb He BLIBOAATCSA KOMaHAOM
fdpi cli subs prop show active

[BRAS][Auth] OnTMMM3aLMa NOAKNOYEHNA/OTKIOYEHUS YCAYT

[FastRadius] Pa3bop KoHpMrypaumnmoHHoro taina nepesefieH Ha HOBbIN ABUXOK

[DPI] YnyyweHo petekTtuposaHue CISCO_ANYCONNECT VPN, FORTICLIENT VPN,
SHADOWSOCKS VPN

[DPI] YnyyweHa pacwmndpoBka parmeHTuposaHHoro QUIC

[BRAS][DHCP] Offer nocbinaem cnepsa Ha bcast 255.255.255.255

[BRAS][CLI] UcnpaBneHo: komaHga dhcp show stat vrf nogopepxneaeTcs TONbKO B
pexume Radius proxy (B pexxume DHCP Relay BbI30B 3TOM KOMaHAbl NPUBOAMWA K MafeHNIO)
[DPI] Yny4weHo pacno3HasaHue DNS Tunnel n Shadowsocks

[Utils] YayyweHbl yTunutel. checkproto: ecnm 3agath IP 1 SNI, 6yneT BbiBeaeH pe3ynbTaT C
y4yeTom MARK1 n npuoputeTa, ascheckip: sbiBoant DSCP 1 MARK1

[Utils] DobaBneHa nogaep>xka B url2norm oKOHYaHUSA NMEHM XOCTa Ha :, 4TO NO3BONSET
3apatb "nobon nopt" ana HTTP

[CLI] UcnpaBneHa komaHza dhcp disconnect

[DPI] NcnpaBneHo: nonyckaeTca cMeHa npoTokosna no CUSTOM SNI ecnn paHee Npon3oLwio
pacrno3HaBaHue No BCTPOEHHOW CUrHaType

[DPI] DononHnTeNbHas NpoBepKa LEeNoCTHOCTY (hansia Npu 3arpy3ke cnmncka AS n3 obnaka
[DPI] NcnpaBneHa 3arpy3ka 4/6 cnnckos 13 obnaka

[utils] NobaBneHa nogaep)xka HOBbIX (hopMaTOB B yTuUAUTE obpaTHOM KOHBEpTaLun 4/6
Crnnckos bin2ip

icnpaBneHo BO3MOXXHOE NajieHne B KOPKY

Moopepxka 128-a0epHblx NpoLLeccopos

Konblbenb YenoseyecTsa: Jtoam obutatoT 3g4eck 6onee 50 ThiC et
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