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Cnucok nsMmeHeHuu u obHoBneHue CKAT

MHCTPYKUMA NO OOHOBJIEHUIO

C!) Ha4uHas ¢ Bepcum 12.0, DPI ycTaHaBivBaeTcs To/bko Ha CentOS 8.x n VEOS!

Ecnn y Bac yctaHoBsieHa Bepcua CentOS 6.x nnm CentOS 8.x, To 04HOKPATHO NepekoymnTe
peno3nTopuin KOMaHZoMN:

sed -1 -e '/"mirrorlist=http:\/\//d' -e 's/"#
*baseurl=http:\/\/mirror.centos.org/baseurl=http:\/\/vault.centos.org/"
etc/yum. repos.d/Cent0S-*.repo

n nanee riponssoaonTe 0bHOBIEHNS KOMAHOOW:

yum update fastdpi

( - Ecnn npn obHoBneHun nossnsetca owmnbka Module yaml error, To cnepyer
3 0bHoBUTb Moaynb dnf upgrade libmodulemd.

Mocne obHoOBNEHUS BbINONHMTE pecTapT DPI:
service fastdpi restart

M Apyrux 3aBucumelx npouieccos (PCRF/Radius), HO TOIbKO €CJIN OHWU peasibHO NCMOJb3YITCS U NX
KOHUrypaums BanmaHa:

service fastpcrf restart
service fdpi radius restart

Mpn HeobxoAMMOCTH MOXXHO OBHOBUTH KOMMOHEHTbI ONepaLlnoHHon cuctemsl. He nposoauTe
obOHOBJIEHMe BepCcuM sAapa U 3aBUCMMbIX OT HEro yTuaut!

IOna CentOS 6.x:

yum --exclude=kernel®,util-linux-ng,libuuid,libblkid update

IOna CentOS 8.x:

yum update

NMonb3oBaTensam, skcnayaTupyowum DPI Ha BUPTyasbHbIX MallMHaX, CTapbiX Npoueccopax

(2009 ropa Bbinycka) u ctapbix npoueccopax AMD (pno Ryzen):
BbinonHnTe nepen 06HOBNEHNEM KOMaHAY:


https://wiki.vasexperts.ru/doku.php?id=veos:installation

touch /etc/dpi/noprioadj
n npouecc DPI 6ygeT 3anyckaTbCs € 06bI4HbIM (He realtime) NpuopnUTETOM, YTO CYLLECTBEHHO

CHM3NT noTpebneHne cnctemHsbix (sys) pecypcoB CPU, HO HeMHoro ysennynt latency Ha
nnatgopme.

( KnueHtam, ucnonb3ywuwmm dyHkunoHan BRAS, npu obHoBneHun CKAT Ha HOBYIO
3 BEPCUIO HEO6X0AMMO 06PaTUTb BHUMaHME Ha U3MEHEHMS.

ObHoBneHune nnatcgopmbl DPI po Bepcuun 13.0 Congo

13.0 Congo

MpoBepUTb TEKYLLYIO YCTAaHOBJIEHHYIO BEPCUIO MOXXHO KOMaHLOiA:

yum info fastdpi

OTkaT Ha 12.4:

yum downgrade fastdpi- -0 fastpcrf- -

Mocne o6HOBNEHUS UK CMEHbI BEpcUN TpebyeTcs pecTapT cepauca:

service fastdpi restart

o Ecnun ncnone3ytotcsa PCRF u/mnn Radius, nx ToxXe Hago pectapToBaTth. Ona pectapta PCRF
NPeAnoyTUTENEH CNeayoLWnin NOpaaoK:

service fastdpi stop

service fastpcrf restart
service fastdpi start

o He nposBoaunTe 0bHOBNEeHMA sapa Linux. B HOBbIX Bepcusax sapa MoxeT ObiTb HapyLleHa
6uHapHas coBMecTumMocTb ¢ Kernel ABI n ceTeBon apanBep nocie 06HOBAEHMA He 3arpy3nTca. Ecan
Bbl BCe-TaKW nNpon3eenn obHOBNEHME, TO Ha BPeMA pelleHns npobnembl HAaCTpPoOWTe B 3arpy3ynke
GRUB 3arpy3ky npexHeun sepcun sgpa: B hanne /etc/grub.conf yctaHoBuTe napameTp
default=1.

Ecnn npun obHoBNeHUN noaBnseTcs coobuieHne, 4To 0O6HOBNEHNE HEe HaWOeHO UK BO3HMKAIOT
|'|p06}'leMbI C 3aBUCMMOCTAMU, TO Nepen 0bHOBNEHNEM BbINONHUTE KOMaHAy:

yum clean all
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Mopnepxka LAG/LACP B on-stick. OnncaHue

[DPDK] Mepexon Ha DPDK 23.11

N3meHeHo: ons QUIC n QUIC_IETF: ecnn He onpegenunun SNI — nposepsiem no AS
N3meHeHo: npu aHanun3ze STUN nposepseTcs AS oT Facebook — onpegensem
FACEBOOK VIDEO, a He WHATSAPP_VOICE

[DPDK][rss-engine] 3apaHue RSS hash ¢naros gns UDP n TCP

i3mMeHeHO: onpefeneHre NPOTOKOMA openvpn

. NcnpasneHo: obpaboTka SIGHUP Tonbko ecnu fastDPI NONHOCTLIO MHULNAIM3NPOBAH.

Bo3mMoXxHO nageHune, ecnu B npouecce 3anycka fastDPI npuxognt SIGHUP
[AJB][PCAP] 3anuce trace/debug nakeToB nepesefeHa Ha HOBbIN API

. DobaBneHo: noanep»xka npotokona wechat ansa UDP
. [DPI] Noppep>xka OONONAHUTENBHOM pa3MeTKN aBTOHOMHbIX cuctem markl, mark2, mark3.

OnuncaHune

[DPI] MpuoputeT onpeneneHns no SNI B KACTOMHbIX CUrHATypax A8 aBTOHOMHbIX CUCTEM,
noMeyeHHblX Kak markl. OnucaHue

[DPI] MpuopuTeT 6onee cneunduryHbix KacToMHbIX SNI curHaTyp.

Mpumep: onda xocta a.b.c.d npu Hannymm curHaTyp *.d, *.c.dun *.b.c.d byaeT BbibpaH

NPOTOKOJ1, onpeaesieHHbIN CUrHaTypon *.b.c.d o paboTaeT TONLKO AN CMrHATYp C *.
OnuncaHne

[DPI] MoapepxKa »xecTkux 610KNPOBOK (HECMOTPS Ha MMa xocTa/SNI) — 3agaeTca B
LLONOJIHATESIbHOM MOJ1e B YePHOM Crnncke agpecos, npumep: 1.1.1.1 443 hard. OnucaHue
YnyyweHo petektuposaHne YOUTUBE, SIGNAL

NlobasneH npoTokon DPITUNNEL, B KOTOPbLIV BK/IOYEHBI aHOManun Tpaguka, obbl4HO
npumeHsemble ans obxona DPI

O6HoBneHue dpiutils

[DPI] Hoble npoTokonsl VK CDN_VIDEO, META CHAT

[DPI] Yny4yweHune curHaTyp npotokonos FACEBOOK VIDEO, META CALLS

[DPI] NcnpasneHo nmsa npotokona VK_CDN_VIDEO

[DPI] NcnpaBneHo: aekoanposaHme SNI B QUIC IETF n BO3MOXXHOCTb 06pa30BaHNs KOPKK B
NCKNTIOYUTENbHBIX CIyYasX

[DPI] UcnpaBneHo: o4nCTKa CTPYKTYP noncka npu yaaneHun CUSTOM npoToko10B

[utils] JobaBnieHa BO3MOXHOCTb 400aBNATb KOMMeHTapuu (#) U NyCcTble JIMHUM BO BXOLHbIX
thannax ona ytunnt Ist2dscp, Ist2tbf

[DPI] Oob6asneHbl npoTokosbl QUIC_UNKNOWN - QUIC 6e3 SNI n QUIC_UNKNOWN_MARKED -
QUIC 6e3 SNI n AS ¢ nomeTkoin MARK2. OnucaHne

[DPI] NcnpaBneHo: onpeaeneHune xap-k stun ons TCP

[DPI] N3MeHeHO: ecnn OCTUM AN OrpaHNUYEeHMS NPOCMOTPA NakKeToB stun - yCTaHaB/IMBAaEM 3TOT
NPOTOKOJ C y4eToM AS

[DPIlutils] ObHOBNEHbI YTUANTLI ANA NOAAEPXKKN HOBbIX MPOTOKOJI0B

[DPI] Yny4wenusa B npoTtokosiax QUIC_UNKNOWN, QUIC_UNKNOWN_MARKED, SIGNAL,
DpiTunnel

[DPI] OnpegeneHuns BCTPOEHHbIX NPoTOK0s10B No SNI/HOST BbiHeceHbl B 061aKo,
nogaepxusaetcsa npuoputeT SNI/IP

[DPI] M3meHeHo: cpaBHeHue SNI npon3BoanTcs 6e3 yyeTa perncrpa

[DPI] DobaBneHa curHaTypa npoTtokosna LANTERN_WEAK


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:dpi_onstick:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:vas_cloud_services:custom_protocols:protocols:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_filtration:making_dictionary:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config:start#конвертация_файла
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_session:start#настройка_полисинга_по_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_config_as:start
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[DPI] YnyyweHo pacno3HaBaHue npotokona IMAP

[DPI] UcnpaeneHue B LPM npu Boibope kaHana no IP/CIDR

NobasneHo: B hopmMaT 3anncy B TEKCTOBLIN (hann DNS - popmaT vehnl - Homep BUpTYyanbHOMO
KaHana.

NlobaBneHo: B wabnoH IPFIX nepenayn gaHHbix ans DNS HoMep KaHana. OnucaHue
icnpaeneHo: nageHune npu Tpence DNS

YnydweHo onpegenerHue npotokona VIBER VSTREAMS

[ctl] NcnpaBneHo: B npouecce ocTaHoBKM fastDPl He npuHUMaeM 1 He obpabaTbiBaeM HUKaKune
3anpockl no ctl

[DPI] OobaBneH npoTokon SSTP (49296)

[DPI] OobasneH npoTokon ANYDESK (54273)

[DPI] YnyyweHo pacno3HaBaHue LANTERN

. [BRAS][DHCP] OobasneHo: y4eT DHCP-nakeToB oT aboHeHTa B BUANNHIOBOW CTaTUCTUKE:

aboHeHTCckun CPE (To ecTb Wi-Fi poyTep) 6e3 KNMeHToB (HanpuMmep, HOoYbo) — NOCbIIaeT
TOJIbKO 3anpocChl Ha NpoajeHne MNMLEeH3nn. Tak Kak 3T 3anpockl nepexeaTtbiBannce BRAS n He
BKJIH04a/IMCb B @aKKaYHTUHI, NPOUCX04uo 3asepLueHne ceccun no idle timeout

. [BRAS][DHCP] UcnpasneHo: genctena npu nsmMeHeHmm QinQ/VLAN y aboHeHTa
. [DHCP] UcnpaBneHo: framed-pool renew

B HekoTopbIX cnyvasax opMmnpoBannck HekoppekTHble DHCP-oTBeThI. [lobaBneHa TpacCMpoBKa
B nor DHCP-nakeToB ans framed-pool renew

[DHCPv6] VicnpaBneHo: npuem nakeTos OT relay. PaHee NpoBepsnock, YTO relay HaxoomTcs B
ceTm fc::/7. Tenepb 3Ta NpoBepKa U3NULLHASA U yOaNeHa, — Yy relay MoxeT 6bITb ntobon agpec.
[PPPoE] WcnpasneHo: pa3bop DHCPv6-onuun oT Paguyca

[CLI] Do6baBneHa komaHaa subs prop show active. KomaHaa BbiBOAMT gamn L2-CBONCTB
BCEX aKTMBHbIX (He-expired) aboHeHTOB. OnncaHune

[CLI] 3meHeHo: 3anpeT Bbi3oBa CLI-koMaHA B npouecce 0CTaHOBKM

. [PPPoE] UcnpasneHo: idle-timeout gnsa ceccumn. Ons PPPoE-ceccun idle timeout nonxeH

ObpaTbcs U3 HacTpokn bras ppp idle timeout, ecnu He 3afaH SBHO B OTBeTE
aBTopm3aumm (aTpubyT Idle-Timeout).

. DobaBneHa npmopuTeTHaa nepeaapecaumns c nepesogom DSCP. OnucaHune
. [PCRF] UcnpaBneHo: gobasneHune nuwHen onumm 61 (Client-1d) B oTBeT fastDPI npu

pacnpegeneHuun agpeca us Framed-Pool

[PCRF] UcnpasneHo: BbiBOA B nor IP-agpecos DHCP-cepsepoB

[PCRF] WcnpaBneHo: BKAOYeHMe ycnyr ¢ npodunamn. ATpmbyT “VasExperts-Service-Profile”
(MMa npochnns ycnyru, HESABHO BKJIOYAET yCyry) nmeeT 60/blnA MPUOPUTET, YeM
“VasExperts-Enable-Service™ (BkJitouyeHne/BbIKNOYEHME Yy 6e3 3agaHus npoguns).

[CLI] DobaBneHa koMaHAa ping inet oT nmMeHn aboHEHTOB Yepes BClo Lenoyky 0bpaboTky
BRAS/NAT/ROUTER. MNopackaska - fdpi cli ping inet ?. OnucaHwue

[L3 BRAS] UcnpaBneHo: BbI30B AeaHOHCa IP-aapeca aboHeHTa npwu acct idle. B onumio poyTepa
router subs announce gobasneH HoBbIN (hnar: 0x10000 - neaHoHcMpoBaTh L3-aboHeHTa
npu HactynneHum acct idle (3akpblThe acct-ceccun no idle timeout)

[PCRF] lobaBneHa nopaep>xka 3afaHua npoduns ycnyru 18 npu asropmsaumun. BkawyeHme
ycnyru 18 B oTBeTe Paanyca Access-Accept 3aiaeTcs 00bl4YHbIM 415 YCyri ¢ 0683aTeNbHbIM
npocunem obpasom (3gecb serv18 - umsa npouns):

VasExperts-Service-Profile = "18:serv18"


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix:start#dns
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs:start#subs_prop_show
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_priority:priority_settings:start#настройка_наследования_и_преобразования_dscp
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs:start#subs_ping_inet
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[CLI] B komaHay subs prop show pobaeneH nouck no MAC un subs_id. PesynbTaT noucka no
MAC unn subs_id MoXeT ObITb MHOMO3HaYHbIM, - HECKOJIbKO Pa3HblX 3anucen A 04HOro Toro
xe MAC/subs_id. PesynbTat KoMaHAbl subs prop show active u3meHeH, 4TO MOXET BbITb
KPUTWYHO npu pa3bope json-Bbixaona koMmaHabl. OnucaHune

[DPDK][CLI] McnpaBneHo: ycTaHoBKa (nara link up/down ona nopTos, He NOAAEPKUBAKOLLUX
link up/down npepbiBaHus (Hanpumep, af packet)

[CLI] Kog Bo3BpaTa komaHAabl Uptime. CLI-komaHaa uptime MoXeT ncnonb3oBaTbCs ONS
KOHTpOAA nonHoro 3anycka fastDPI: oHa Bo3BpalLaeT result=0 (Success) ToNbKO TOraa,
koraa fastDPl nonHOCTbIO NPOMHNLMANN3NPOBaH 1 BCe paboyne NOTOKM 3anyLleHsbl. Mo
nonyyveHun oteeta oT fastDPI Ha komaHgy fdpi cli uptime cama ytunuTta fdpi cli
npoBepsieT pe3ynbTaT BbINOJIHEHMA U ecn result!=0 — BbICTaBNAET HEHYNEBOWN KON
BO3BpaTa.

[PCRF] UcnpasneHo: npu Hann4mn VRF (service 254) B Access-Accept nakeT HenpaBoOMepHO
BbIBOAWJICA B JIOT KaK OLIMOOYHEIN

BoccTaHoBneHune paboTtel UDR nocne Bbi30Ba KOMaHAbl C 60/1bLLIMM YNCIOM NapaMeTpoB

HobasneHa ytunuta checknat ansa nposepku pacnpeneneHus benbix agpecos. OnucaHve
WNcnpasneHo online nsmeHeHne napameTpa nat private cidr

banaHcuMpoBLUUK

1.

2.

[lobaBneH pexum L2 banaHcnposLUMKa Tpaduka. JaHHaa gopaboTKa No3BONAET UCNOJb30BaTb
CKAT kak banaHCMpoBLUMK Tpadmka Ha oCHoBe IP-agpecos, NpuHaanexawmx AS un
onpegensemon kak Local B asnum.dscp. OnucaHne

[BALANCER] Oob6aBneH asmxok marx_lb_engine, koTopsbln akTueupyetca npu dpdk _engine=2.
OnuncaHune

Router

. [Router] PacnpeneneHne mempool ons emit-nakeTos: He AOMNYCKaeM MOJIHOMO UCYEepPnaHns

nyna, B Nyne go/mKHO bbiTb He MeHee 256 cBO6OAHbIX 3/IEMEHTOB

. [Router] Owmnbka yaaneHns mapwpyta errno=3 (No record found) nepeseneHa B pa3psaa

TRACE, 4T0bbl He 3acopsna nor

[Router] cnpaBieH NOpAAoK 3aBepLUEHNS KOMMNOHEHTOB poyTepa

[Router] N3meHeHo: system error npu o4ncTke route tables. O4ncTka route tables (ynaneHue
BCex 3anucen, nobasneHHbix CKAT) npoussoanTca npu ctone u ctapte fastDPI. B npouecce
O0YNCTKN MOXXET BO3HMKHYTb ownbka EBUSY, koTopas asnsetca daTtansHon ansa netlink-
COKeTa, COKeT Ao/KeH ObiTb 3aKpbIT.

. [Router] UcnpasneHo: TAP link down in LAG. Ecamn nopT BXxoauT B nar, To TAP 3TOro nopta B

CcocTosAHMe Link down HY>XHO Npon3BOAMTL TOJIbKO Toraa, korga BCE nopTel LAG B down.
[Router] NcrnpaBneHo: KOHTPONb 3a ncyepnaHuem selfgen mempool
[Router] OnTMmM3aumsa BblYUTbIBAHUSA AaHHbIX C TAP

. [Router] UcnpasneHo LAG+0n-stick: nepesoa TAP B cocTosHMe link down. TAP nepeBoanTCs B

link down TonbKo Toraa, korga Bce nopTbl B LAG B coCcTOsiHMM down. ECiv e eCTb XoT$ bbl
OAVH NOPT B cOCTOAHUM Up - TAP fo/MKEH HaxoanTca B COCTosHMM Link Up.

. [Router] UcnpaBneHo: oTBefeHMe Tpaduka B poyTepe ans on-stick nesanca s LAG. Mpu


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs:start#subs_prop_show
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:management_utilities:start#checknat
https://wiki.vasexperts.ru/doku.php?id=dpi:load_balancer:start
https://wiki.vasexperts.ru/doku.php?id=dpi:load_balancer:start#настройка_etc_dpi_fastdpiconf

thopmumposaHun Tornonormum VRF He y4nTbiBanoch, 4To B LAG BXoAMT 6a30BbIN (pusnyeckuni)
[leBaic, a Npu onucaHum poyTepa yka3biBaeTcs on-stick (BUpTyanbHbIN) AeBanc.

10. [Router] McnpaBneHo: Bbl4UTbIBaHME BCEX AaHHbIX C TAP-geBanca. MNpwu ctapTe fastDPI 6bisn
BO3MOXXHbl CUTYauUun, KOrga poyTep eLe He NnoJIHOCTbI NHULUMann3mpoBaH, a TAP yxe
MOHWTOPUTCSA, HO HE BblYUTLIBAETCH.

11. [Router] Onuwmsa router_subs _announce chenaHa rops4en (hot)

12. [Router] UcnpaBneHo: yTe4yka mbuf npu ctapTe fastDPI

SDS

1. [SDS] 3HayeHve storage tag yCcTaHaBAMBAETCS Ha OCHOBAHMUW NPUOPUTETA NO HANPaBAEHUIO
WA NPUOPUTETA MO MPOTOKOJY

Radius

1. [fastRadius] JobaBneHa BO3MOXXHOCTb paboTbl CO CTaHAAPTHLIMU UHTepdencamum linux ¢
nomowbto Libpcap. OnncaHne

1)

Konbibenb YyenoseyecTsa: Joam obutatoT 30eck 6onee 50 ThiC neT


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:radius:radius_config:start#настройка_linux_интерфейсов
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