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Bepcusa 8.0 Brugge

8.0 Brugge"

o He nposBoaunTe obHOBNeHMA siapa Linux. B HOBbIX BepCUsAX MOXeET ObITb HapyLleHa buHapHas
coBMecTuMOCTb € Kernel ABI n ceTeBon apansep nocne obHOBNeHWA He 3arpy3nTcs. Ecnu Bbl BCe-
Takun npounssenn 06HOBNEHMNE, TO Ha BpeMs pelleHns npobnembl HacTponTe B 3arpy3ynke GRUB

3arpy3ky npexHen sepcun aapa (B ganne /etc/grub.conf yctaHoBuTe napameTp default=1).

N3MeHeHusa B Bepcuu 8.0

. HobaeneHa nogaepxka IPv6 B Subscriber Management: ynpasneHvue noSIMCUHIOM U yCayraMu.
. [lobaBneHo pacno3HaBaHWe 1 3KCMOPT MeTaAaHHbIX NpoTokosa Zello.

. DobaBneH BbIBOA pe3ynbTaTa yNpaBAsoLWmnx komaHg B oopmate JSON.

4. [lobaBneHa BO3MOXXHOCTb 3aJaHNs NapamMeTpoB noancuHra B gopmate JSON.

5. JobasneHa 12 ycnyra --- 3anucb aboHeHTCKoro Tpaduka B PCAP.

wN =

N3MeHeHusa B naTye 8.0.5

1. YnyyqweHusa B nogaepxke IPv6.

. NcnpaeneHus n ynyywenmnsa B pabote CGNAT n NAT 1:1.

3. YnydweHa COBMECTMMOCTb C pa3inyHbiM 0bopyioBaHMEM B pexume TepMuHaumm PPPOE (L2
BRAS).

4. TMoBblweHa cTabunbHOCTb paboThl B peXxume MyabTUKAacTepa.

5. JobaBneHa npnopuTe3aUns aCUHXPOHHbIX 3a4ay ANs yayYleHns COBMeCTHON paboTsl BRAS u
cbeMHuka COPM.

N

N3mMeHeHusa B naTye 8.0.6

1. WicnpaBneH noacyeT CCbINIOK Ha NPOoduIv, YTO NO3BONAET yAa/IMTb HENCMOJb3yeMble NPOUIIN.
2. WcnpasneHo Ha3HaveHne NAT Ha aboHeHTa C MHOXXECTBOM afpecoB, BkJoYaoLem benble
appeca.

o Mepen o6HOBNEHNEM NPOBEPbTE NPUCYTCTBME HAaCTPONKN udr=1 B KOHUrypaLMOHHOM alne
/etc/dpi/fastdpi.conf

N3MmeHeHun B Bepcum 8.1.1

0630p Bepcum 8.1 Ha YouTube


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_ipv6:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_ipv6:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_json:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_json:start
https://youtu.be/CeKCIfmoOsw
https://youtu.be/CeKCIfmoOsw

1. OobasneHa nonHas noagepxka IPvé B L3 n L2 BRAS, nHterpauns ¢ DHCP/Radius/Billing,
feneruposaHue IPve npedukcos Ha CPE.
NobasneHo netekTnpoBaHune npotokonos WhatsApp, Viber, OpenVPN.
NlobaBneHa ycnyra 13 --- muHu Firewall gns 3awuTel aboHeHTOB ¢ 6enbiMy agpecamum.
NlobaBneHa 6noknposka UDP Tpadunka no 4epHbIM CrNCKaM.
HobasneH akcnopT B IPFIX/Netflow QOE MeTpuk: RTT, KOAMYECTBO peTPaHCMUCCUIA.
NobasneH akcnopT Cipher Suite B MmeTagaHHbix COPM ons SSL/HTTPS.
JobasneHa aBTopusaumus no ARP 3anpocy.
[lobaBneH 3KCnopT BUNNNHIOBLIX AaHHbIX MO npoTokony IPFIX.

9. YnyyweHa coBMecTUMOCTb Radius Accounting ceccuia € pa3nnyHbIMK BUAAMHraMu.
10. YnyyweHo | NAT nopTos.
11. YcTpaHeHa yTe4yka B 3anpoce - -bind.
12. YpaneH 3Hak '='B json Terax ip n login.
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N3MeHeHusa B Bepcum 8.1.2

o B cBSi3M C n3MeHeHmem Bepcumn NpoTokona Tpebyetcsa obHoBneHme Bepcun fastradius oo
8.1.2.

1. MakcuManbHbI pa3mep login(user-name) ysenu4yeH go 96 6anT.

2. WcnpaBneHa owunbka B paboTe ycnyru muHm ®aepso.

3. WcnpaBneHa ycTaHoBKa Session-Timeout npu nonyyeHmun CoA: eCcnm OH He 3aflaH, TO 3HayYeHune
bepeTcs N3 KOHUrypaLMoHHOro napameTpa.

N3MeHeHUsa B Bepcuu 8.1.4

1. WcnpaBneHbl onpegeneHns aBTOHOMHOM cuctemMbl ans IPve agpecos.

. DobaBneHa yTunuta ascheckip.

3. OobasneHa HacTporka enable auth ipv6=0, 4TobOblI OTKNIOYMTL aBTOPU3aLMIO IPv6 agpecos
AN cny4vasd, Korga radius/bunnuHr nx He NoALepXnBaloT.

4. WicnpaBneH Nopaaok Bbi30Ba aBTOpM3aLnmy aboHEHTOB.

N

N3MmeHeHun B Bepcum 8.1.5

o B cBSi3M C n3MeHeHmeMm Bepcum NpoTokona Tpebyetcsa obHoBneHme Bepcun fastradius o
8.1.5.

1. WcnpaeneHa paboTta HTTP peaupekTa npn PPPOE TepMuHaumn.
2. OobaBneHo 3kpaHMpoBaHue psaa cumonos B json n fdpi ctrl (ana ux mcnonb3oBaHns B
login n umeHax npogunen).


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_firewall:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_firewall:start

N3MeHeHUn B Bepcum 8.2

o B cBSi3M C n3MeHeHmem Bepcum NpoTokona Tpebyetcsa obHoBneHme Bepcun fastradius o

8.2.

1.

NoukswnN

NcnpaeneHus B pabote CG-NAT: ynyylleHO Nepencnosib3oBaHme ceccuin, AobaBneH TpaH3nT
¢pparmeTuposaHHoro ICMP.

NcnpasneHus B L2 BRAS no pe3synbTaTaM BHeLPEHUN.

NcnpaeneHa nepepayva 32-6utHbix AS B IPFIX.

NobasneH BbiBoA cTaTUCTMKKM ans IPFIX/Netflow.

[lobaBneHa KOMaHAa NPOBEPKK ceccun ¢ nomoulbio CoA.

Yny4yweHa nogaepxxka CKAT-200.

HobasneH BbiBoA coobuieHun alert nora npu 3anycke/octaHose DPI U3 KOHCOMM (ero MOXHO
OTKMO4YMTb KoMaHaonm touch /etc/dpi/nocolor).

N3MeHeHUsa B Bepcuu 8.3.1

o B cBA3M C N3MeHeHneM Bepcun NpoTokona Tpebyetca obHoBneHne fastradius u
yCTaHOBJIEHHbIX Ha OTAEeNbHbIX cepBepax fastpcrf, fdpi ctrl po Bepcun 8.3.1.

1.
2.
3.

10.

11.

12.

JobasneHa pennvkaumsa b UDR gnsa ncnonb3oBaHna B cxemax pesepsuposaHus DPI/PCRF.
llobaBneHa nogaepxka nHtepdenca CLI.

[lobaBneHbl cMrHaTypbl NpoTokooB Telegram, Viber, WhatsApp, VyprVPN ¢ TexHonoruen
XameneoH (Bxoaut B OpenVPN).

HobasneHo BoccTaHoBneHue/backup BcTpoeHHon B UDR B chopmaT komaHg fdpi_ctrl.

. JobaBneHbl KOMaHbl MPOCMOTPA CTAaTUCTUKM MO yTUaM3auum agpecos n3 NAT nyna u

BHELIHNX aapecoB abOHEHTOB.
NobaBneHa BO3MOXHOCTb yKa3aTb Wan f06aBNTb HECKOBKO MNOACETEN Yepes 3anaTyio npu
3agaHun npocuna NAT: npumep opmaTa '1.2.3.0/24,5.6.7.0/24".

. )106aBneHa BO3MOXXHOCTb Y4UTbIBAaTb TOJIbKO aApeCa XOCTOB Mo CorjalleHnam Hecknaccoson

ajpecaummn B AnanasoHax noaceten IPv4 n npu 3afaHumn napameTpos cidr: npuMep gpopmaTta
'1.2.3.0/30~".

. DobaBneHo B BRAS auth: BO3MOXXHOCTb YKa3aTb B Pagnyc-0TBETE, YTO 3TOT OTBET HY>KHO

MOJl4a UFTHOPMPOBaTb. 3HavyeHune aTpubyTa VasExperts-Restrict-User=255 ---
UrHopupoBaTb OTBET Paguyca.

. NcnpasneHo B BRAS L3 auth: ecniv aboHeHTY 6bin conocTaBieH kKakon-nmbo npodusib

NOJSINCUHIa, @ B OTBETE aBTOPM3aLMM NOJIMCUHT He YKa3aH, CYLeCTBYLWMA Npodusib He
0TBA3bIBAICA OT K/IMEHTA, YTO He NO3BOJIAJIO Yepes3 aBTOPM3aLNIo YAAIUTb MOJIMCUHT Y
aboHeHTa.

NcnpaeneHo B BRAS DHCP: pacno3HaHue cTtaporo npotokona BOOTP. BRAS He paboTaeT
BOOTP, Ho oTnpaBka HekoTopbiMy CPE BOOTP-nakeTa npuBoanaa K ToMy, 4To nocnegyroume
DHCP-nakeTbl OT AaHHOro aboHeHTa He pacno3HaBaINCb U He NepexBaTbiBaNCh.

HobasneHo B BRAS DHCP: "kpuBble" DHCP-nakeTbl Tenepb 3anuncbiBalOTCA B pcap npu
BbICTaBJIEHHOM NapamMeTpe ajb save invlen.

Yny4weHo B BRAS DHCP: npu BKJIIOYEHHOM PeXXUME KOHTPOJI BTOPUYHbBIX KJH0YEN B Cllyyae
n3meHeHns Knoda (Opt82 mnm QinQ) aboHeHTa ero DHCP Request nocbinaetcs Ha Paanyc, a He


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_troubleshooting:start#настроили_сегодня_отправку_flow_и_столкнулись_с_проблемой_передается_не_вся_информация_в_чем_может_быть_проблема
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_troubleshooting:start#настроили_сегодня_отправку_flow_и_столкнулись_с_проблемой_передается_не_вся_информация_в_чем_может_быть_проблема
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:bras_steps:radius_auth_server_integration:radius_auth_coa:start#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:bras_steps:radius_auth_server_integration:radius_auth_coa:start#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:replication:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:replication:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:admin_db:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:admin_db:start
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_info:start
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_info:start
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_info:start
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_info:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:bras_steps:radius_auth_server_integration:radius_auth_response:radius_auth_access_reject:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:bras_l2_vlan_dhcp_proxy_secondary_keys:start
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NPUMEHSETCS KELMPOBAHHbIN OTBET.

3meHeHo B BRAS DHCPvV6: yH/KaIbHbIM KJ1l04OM aboHeHTa Tenepb BbicTyrnaeT MAC-agpec
aboHeHTa BMecTO Client DUID. CBSi3aHO 3TO C TEM, 4TO HEKOTOPLIE AOMALLHME POyTepbl BECbMa
BONbLroTHO obpawatoTca ¢ DUID u MoryT namMeHnTb ero B 11060 MOMEHT HECMOTPS Ha TO, 4TO
cornacHo RFC Client DUID siBnsieTcs Hen3MeHaeMon onunen.

NlobaeneHo B BRAS DHCPv6: nepuogmyeckas otnpaska ICMPv6 RA BmecTe ¢ DHCPv6-0TBETOM.
HobasneHo B BRAS DHCPv6: nepuogudeckasn otnpaska Unsolicited RA.

Hob6asneHo B BRAS DHCPv6: fastdpi.conf-napametp bras _dhcp6 nak lifetime - Bpems
Xn3Hu Reject-oTBeTa Paguyca.

NcnpaeneHo B BRAS PPPOE: peako nposBnsowasncs, HO KpuTrnyeckasa ownbka, npueoaswas K
HapyLleHunto paboTbl CUCTEMBI U CBSA3@HHASA C HEMOJIHbIM KOHTPOJIEM AJIMHbLI NAKETa, YKa3aHHOW
B PPPOE/PPP-3arosioBkax, 1 hakTU4YeCKON ANINHbLI NPUHATOrO NakeTa (buTbln nan cneunanbHO
CPOPMMPOBAHHBIN HEKOPPEKTHBIN NakeT).

NcnpaeneHo B BRAS PPPoE: npu cTapTe fastDPI n BoccTtaHoBneHun PPPOE-ceccuin He cTapToBan
AKKAYHTWHT.

NlobaBneHo B BRAS PPPOE: BO3MOXHOCTb 3anpeTuTb BOCCTaHOBAeHNe PPPoOE-ceccuii npu
pectapTe CKAT, cm. BoccTaHoBneHune PPPoE-ceccuin npu pectapTe CKAT.

NlobasneHo B BRAS PPPoOE: koHTposib aybnnposaHns BelAaHHOro IP-agpeca npu co3gaHum
ceccumn. Ecnm yxe cywectsyeT akTusHas PPPoE-ceccus apyroro aboHeHTa ¢ Takum IP-
agpecoM, OHa 3akKpbiBaeTCs.

NcnpasneHo B BRAS ARP: B pexxume term by AS BRAS nponyckaeT ARP Reply ans He-term AS
(6b1n0: 3aNpockl NPONyCKa, a OTBETHI - HET).

NcnpasneHo B BRAS ARP: npoBepka NCTe4YeHUsa BpeMeHN CeCCUN He L0JKHA OTHOCUTBCA K
ARP-aBTOpM3aLnn, MHaYe NO NCTEYEHMUM BPEMEHN OPOMHYTCS BCe BXoAsALWME 13 inet nakeThl,
4TO He JacT peaBTOpu30BaTbCA ARP-abOHEHTY, Tak Kak 6e3 NMHKa n3BHe abOHEHTY B
npuHUMne Hesa4vyeM nocbinaTe ARP K CBOEMY LWNIO3Y.

Yny4weHo B BRAS CoA: CoA-Request n3MeHsieT cTaTyC aBTopu3aLmm TONIbKO Npu SBHOM
yKa3aHun, 410 aboHeHT HeaBTOpM30BaH (Npu Hann4mm aTpnbyTa VasExperts-Restrict-
User=1). Cam CoA-Request He NpnBOAMT K TOMY, 4TO CTaTyC aBTopuM3aumm aboHeHTa
CTaHoBUTCA "aBTopu3oBaH" (paHee abOHEHT oWNbOOYHO CTAHOBUICA aBTOPU30BAHHbLIM).
N3meHeHo B BRAS CoA: B CBA3M C BHEAPEHNEM MY/IbTU-CECCMI NOrMKa PaboTbl KOMaHabI
npoBepku acct-ceccmn nameHeHa ans cnydas "oanH fastPCRF - Heckonbko fastDPI".
Yny4weHo B BRAS Accounting: B CBSI3M C NOALEPXKKON MYNbTU-CECCUA aKKAYHTUHI
cyuiectBeHHo nepegenaH, NAS-atpubyTbl cTanm 6onee 3Ha4UMbIMU: €CIN PaHbLLE OHK
hakTuyeckn noeHtudunuymposanm fastpcrf-cepsep, To Tenepsb - fastDPI-cepsepa; 370
CyLiecTBeHHo B pexxunme "oanH fastPCRF - Heckonbko fastDPI".

llobaBneHo B BRAS Accounting: BO3MOXXHOCTb UCK/IIOYNTbL HEKOTOPLIE KNnacchl U3 radius
accounting: fastpcrf.conf-napameTtpbl acct disable traffic classwu

acct include traffic class, nogpobHee cM. 340ech.

HobasneHo B BRAS Accounting: napameTp acct swap dir - usmeHeHue HanpasieHNs
Tpaduka.

NobasneHo B BRAS Accounting: B Pagnyc-3anpocbl Acct-Request nobasneH atpubyt Event -
Timestamp (Tekywee Bpems).

Yny4weHo B BRAS Accounting: npu ctapTte/ctone fastDPI Tenepb noceinaet Ha fastPCRF
cneumanbHoe coobuieHme, No KOTOPOMY BCe aKTMBHbIe accounting-ceccun oT gaHHoro fastDPI
3akpbiBatoTcs (Accounting Stop).

HobasneHo B fastpcrf: 6onee nonHaa nogaepxka paboTel MHOXecTBa fastdpi ¢ ogHUM
cepsepom fastpcrf: fastpcrf Tenepb MoXeT cBA3bIBaTLCA C fastdpi-cepeepammn, Haxo4ALLNMUNCS
Ha pa3HbIX UHTepdencax, nobasneH napameTp fdpi server BMecTo npexxHero

fdpi server list, napameTp auth server dev obbsiBneH ycTapeBLINM: BMECTO

fdpi server list wmauth server dev cnegyet onucbiBaTth fastdpi-cepeepa napameTtpamu


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:icmpv6_opt:start#unsolicited_ra
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_opt:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_opt:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_opt:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_opt:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_pppoe:start#восстановление_pppoe-сессий_при_рестарте_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_pppoe:start#восстановление_pppoe-сессий_при_рестарте_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_pppoe:start#восстановление_pppoe-сессий_при_рестарте_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_vlan_term:bras_l2_vlan_term_as:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_vlan:bras_l2_vlan_arp_proxy:bras_l2_vlan_arp_auth:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_vlan:bras_l2_vlan_arp_proxy:bras_l2_vlan_arp_auth:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:bras_steps:radius_auth_server_integration:radius_auth_coa:start#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:bras_steps:radius_auth_server_integration:radius_auth_coa:start#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:bras_steps:radius_auth_server_integration:radius_auth_coa:start#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:bras_steps:radius_auth_server_integration:radius_auth_coa:start#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:radius_accounting:multisession:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:radius_accounting:radius_attr:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:radius_accounting:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:radius_accounting:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_fastpcrf_setup:start
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32.

33.

34.

35.

36.

fdpi server.

N3meHeHo B fastpcrf: npuHuun popmuposarHuns Paguyc-atpnbytos NAS-IP-Address n NAS-
Identifier: Tenepb 3T aTpubyThl bepyTcsa N3 HacTponku fdpi_server, To eCTb haKTUYECKN
noeHTuguumnpytoT fastDPI-cepBep, C KOTOPOro NPUHAT 3anpoc asTopu3aunn. NMapameTpsl
radius attr nas ip address u radius attr nas id obbsABneHbl ycTapeBwMMM N
MCNONb3YIOTCA TOSIbKO B KOHUrypauumsx "oanH fastdpi- ogun fastperf". Ecan y Bac fastpcrf-
cepBep CBf3aH ¢ Heckonbkumun fastDPI, coBeTyem caenaTb peBusnio HacTpoek fastpcrf.conf n
ounnnHra.

N3mHeHeHo B fastpcrf: B CBA3M C BHEAPEHNEM NEPCUCTEHTHLIX O4epenen BHYyTPEeHHWI
npoTokon obmeHa fastpcrf & fastdpi nonHocTbio NnepepaboTaH ana obecnevyeHms
pacLIMpSAeMoCTy C COXpaHeHneM 0bpaTHON COBMECTUMOCTU, TaK KakK B odepean MoryT ObiThb
JaHHble NpeablAyLLNX BEPCUN.

N3meHeHo B fastpcrf: ATpubyT CUI yynTbiBaeTcsa B CoA Request Tonbko ecnn B fastpcrf.conf
ykaszaHo radius attr cui=1 (npuBepeHne obpaboTkm Access-Request n CoA K eguHOMY
CTU0).

[lobaBneHa noaaepxka Ao 5 BnoxeHHbIXx MeToK MPLS B cepBncax 610KMPOBKN, HOTUDUKaLNN
N gpyrux ycayrax.

yBenunyeH bydep Ncxoaalmnx cCoeguHeHNn, 3To CraaguT NUKN U YMEHbLUUT BEPOATHOCTb
notepb nNpu goctaske IPFIX/Netflow.

Mpoyne ncnpasneHns No pesyabTaTam beTa-TeCTUpoOBaHMS.

N3MmeHeHun B Bepcum 8.3.2

1.

icnpaBneHo ypaneHue ycnyru 4 (4epHblin CNMCOK) C Npoduaem.

N3MeHeHUsa B Bepcuu 8.4

o B cBA3M C N3MEHeHMEeM BepCcun NpoTokona TpebyeTca o6bHOBNEHME, eCIN UCMOMb3YIOTCS:
fastradius n ecnm yctaHoBsieHbl Ha oTAesNbHbIX OT fastdpi cepsepax: fastpcrf,fdpi_ctrl,fdpi_cli go
Bepcun 8.4.

1.

NlobaBneHbl cnrHaTypbl NnpoTokonos HolaVPN, Google Video, KeepSolidVPN, Telegram Voice,
WhatsApp Voice, MetaTrader, Nicehash, VIBER_VSTREAMS, TELEGRAM TLS, CHAMELEON,
OPENVPN_UDP, SPIRENT, RSS, FACEBOOK, FACEBOOK TRACK, FACEBOOK VIDEO,
FACEBOOK APPS, FACEBOOK CHAT.

. JobasneHa nognepxka QUIC sepcun 46.

[BRAS PPPoE] B oTBeTe PPP-aBTOpM3aunn Tenepb nogaepxueaetca 3agaHue IPv4 n IPv6-
agpecos n Bcex aTpmbyToB. PaHee and Bblgaym IPv6-agpecoB nocblinancs oTAeNbHbIA 3anpocC
aBTopu3aumn.

[BRAS PPPoE] Bce owimnbku B PPPoE-nakeTax nepeseneHsl B pa3psg TRACE, 4TO 3HaYMTESIbHO
CHUWXaeT HarpysKy Ha 3anuchb fastdpi_slave-noros (MHTeHCMBHas 3anucb MOraa NPUBECTU K
6nokmpoBke paboymx NOTOKOB Ha BBOAE/BbIBOAE). CHeTYMKM owmbok BbiBoasTCA B CLI-
KoMaHge pppoe show stat.

[BRAS] [lobaBneHa nogaepka paaunyc atpnbytos Framed-Route n Framed-IPv6-Route, a
Takxe CLI-komaHabl ynpasneHus framed route.

[BRAS] [lobasneHbl VSA-aTpnbyThl ana DHCPvVG.

[BRAS DHCP Radius Proxy] lobaBneHa BO3MOXXHOCTb SBHO 3afaBaTb agpec DHCP-cepsepa, oT


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_fastpcrf_setup:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:replication:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pppoe:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:framed_route:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:framed_route:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:framed_route:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:framed_route:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_vsa:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_vsa:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:dhcpv6_vsa:start
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UMeHN KoToporo nocbinaetcs DHCP-oTBeT aboHeHTY, - ¢ nomolubio DHCP opt54.

. [BRAS DHCPv6] Tenepb aboHeHTY NocblnatoTcs Bce BblaaHHble Pagnycom DHCPv6-onuum, a He

TONbKO Te, KoTopble aboHeHT 3anpawmneaeT B DHCPv6-3anpoce.

. [BRAS L3 auth] B Pagnyc-3anpocbl aBTopusaunn gobasneH atpmbyt Calling-Station-Idc

MAC-afpecoM NCTOYHMKA NakeTa. 9TO MOXET ObITb Nosie3Ho Ana L2-npoBanaepos 4Na
aHann3a HenoHATHbIX 3arpocoB.

[PCRF] JobasneHa nooaepxka DHCP-nynos - aTpnbyTbl Framed-IP-Pool n Framed-IPv6-
Pool.

[BRAS PPPoE] lobaBneHa CLI-komaHaa pppoe renew pool npuHyanTensHon otnpaskun DHCP
Renew nns agpecos, pacnpeneneHHblx U3 nyna.

[PCRF] LobaeneH napameTp radius_framed ip_from _request, kKoTopbin no3sonseT obonTu
OrpaHNYeHne HeEKOTOPbLIX BUANNHIOBLIX CUCTEM npu L3 aBTOpM3aLnn.

[PCRF] JobaBneHbl NnapaMeTpbl, OrpaHNYnBatoOLLLNE pa3Mep oYepenmn 3anpocoB aBTopu3aumm, a
TakxXe CLI-koMaHIbl ynpaBiaeHUs 3ToN o4epenblo.

[PCRF] JobaeneHbl CLI-koMaHabl ynpaBAeHNs NEPCUCTEHTHLIMU OYEPEasM.

[PCRF] B L3 aBTOpM3auum Tenepb MOXXHO ncnonb3oBaTb MAC B KadyecTBe User-Name, CM.
napameTp radius_user_name_auth.

[PCRF] PehakTOPUHI akkayHTUHIa 419 NOALEPXKKMN arpernpoBaHHbIX CHETYUKOB. ITO
akTyanbHo ans dual stack PPPoOE, korga ogHMM 3anpocoM aBTopu3auunm aboHeHTy
Ha3HavatoTca IPv4 u IPve-agpeca n PD-npedukc. Tpadmk no Bce TpeM agpecam nepenaercs B
O[HOW aKKAYHTUHI ceccumn. Tak)Ke 3TO akTyasbHO 51 Framed-Route - Tpaduk Bcen noaceTtu
nornafaeT B aKKayHTUHI-CeCCUIO LWio3a NoACeTH.

[PCRF] B accounting interim update nobasneH aTpnbyT Acct-Session-Time - AANTENLHOCTb
ceccun B CeKyHaax.

[CLI] Jo6aBneHa BO3MOXHOCTb BbiBOAa 0TBEeTOB yTuUANTLI CLI B hopmaTe JSON (HoBbIE chnarm -
-json, --strict).

[CLI] Do6aBneHbl KOMaHAbl yNpaB/ieHMa CTaTyCcoM aBTopm3aumm subs auth.

[CLI] Lo6aBneHbl KOMaHAbl NPOCMOTPA raw-AaHHbIX akkayHTUHra pcrf acct raw show.

[CLI] Onumsa -r <address> Tenepb He fBnseTcsa obasaTensHon gna CLI, - N0 ymonyaHuio
3anpochkl nocbiarTca Ha 127.0.0.1.

[CLI] Jo6aBneHbl koMmaHAbl BbiBOAa Aamna flow : dump flow cache - gns ipv4, dump flow6 cache
- ona ipvé.

B TeKCTOBbIN (hopMaT coxpaHeHUs AaHHbIX ans url n ssl nobaBneHa BO3BOXHOCTb COXPaHEHUSA
nopToB source u destination.

HobasneHo: fdpi_ctrl - MOXXHO Nofy4nMTb CTaTUCKKY No NpoTokonam DPI - fdpi_ctrl stat --proto.
Job6asneHo: fdpi_ctrl - MOXHO NoNy4MTb CTAaTUCUKY N0 ncnonb3oBaHuio flow - fdpi ctrl stat --
flow.

[obaBneH BbIBOA CbipblX (HEpacnapCeHHbIX) AaHHbIX U3 YyNPaBASAIOWNX KaHaN0B As
npotokonos SIP,FTP,SMTP,POP3,IMAP,XMPP,ICQ,RSS,NNTP,H323,ZELLO.

WNcnpasneHo: ycnyra 12 (3anuck B PCAP) coxpaHseT cepblii agpec.

NcnpaeneHo: ownbka nepenoneHmsa spemenn Netflow/IPFIX ons full flow.

WcnpasneHo: ownbka onpeneneHns sni 4nasa quic B cayyae 'short' 3aronoeka.

NcnpaeneHo: npobnema B NAT cBsizaHHOe € ocBoboXXaeHMEM pecypcoB npu paboTe ALG ¢
HekoTopbiMu GRE/PPTP ToHHensMu.

N3MeHeHus B Bepcum 8.5

1.

2.

[PCRFI[IPFIX] DobaeneH bynesbin .conf-napameTp ipfix_disable_interim_update: =1 - He
nocblnatek Interim Update B IPFIX, default=0 (nocbinats).
[BRAS] N3meHeHMe cxeMbl B3anmoaencTeus fastdpi - fastpcrf: obszaTenbHble 3anpochkl B


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ipv6:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ip_pool:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:ip_pool:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pppoe:start#renew_pool
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:bras_steps:radius_auth_server_integration:radius_auth_response:start#ip-addr-attr
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_fastpcrf_setup:pending_queue:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pcrfctl:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pcrfctl:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pcrfctl:start#persist_queue
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:bras_steps:radius_auth_server_integration:start#radius_user_name_auth
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:radius_accounting:start#internals
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l2:framed_route:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs:start#subs_auth
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:acct:start
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:start
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1)

cNlyyYae owmnbkm oTnpaBky NoMellaoTcsa B pending queue. Pasmep pending queue
perynupyetcsa HoBbiMU fastdpi.conf-napameTpamum.

. [CLI] N3MeHeH BbIBOL OTHOCUTEIbHOI0 BPEMEHN: BMECTO KOJ1-Ba CEKYH[ BbIBOAUTCS YMCIIO

4acoB, MUHYT, cekyHA (hopmaT hh:mm:ss.sss).
[PCRF] JobasneHune default reject policy/ default reject whitelist 8 DHCP/DHCPv6-aBTOpU3aLuio,
ecnn npucyTcTeyeT aTpubyT VasExperts-Restrict-User=1.

. [PCRF] JobasneH conf-napameTp radius_add_all_nas_ids, pa3peLwwatowimn nobaBnsaTh B 3anpoc

oba aTpnbyTa NAS-IP-Address n NAS-Identifier.

[BRAS][PPPoE] N3meHeHo: accounting start Tenepb nocbiaeTca Npu yCnewHoM CoriacoBaHum
IPCP npoTokona. Acct-Stop noceinaetcs npu ICMP/LCP Term-Req nnu no PADT. PaHee AcctStart
nocbllancs cpasy nocsie ycnewHon aBTopmsaLmm, 4To MOrao npusecTun K beckoHevHom acct-
ceccun, ecnm aboHeHT He cornacosan IPCP-napameTpsl.

[PCRF] NobaeneH aTpubyT Event-Timestamp B Acct-Start.

. N3meHeHoO : hopmaT BbiBOAa KOMaHAabl fdpi_ctrl list all status --service 11 nobasneHa

CTaTUCTUMKA MO BbI30BY PyHKLUMA ANS ip.

. JobasneHo : B full ipfix HoOMep KaHana. Ecnm vchannels_type == 0 B ka4yecTBe KaHana

MCMNONb3yeTCs HOMep MoCTa (MHAeKcauma ¢ 1), MHavye HoMep BUPYTaNbHOr0 KaHana, KoTopbIN
3afaeTca napameTpoM vchannels list. B 3ToM cnyyae 3HaveHne 0 COOTBETCTBYET 3HaYeHUI0
KaHasa no ymon4yaHuio. id atpubyTta const int brg_ipfix_channel = 2016 (iana=43823).
[BRAS][PPPOE] UcnpasneHo: npu local interconnect no AS Tuna local+term - local (3amblkaHue
no dev) He ygananucb PPP-3arosioBkn nakeTa.

[PCRF][IPFIX] UcnpasneHo: Interim-Update Bbirpyxanuce B IPFIX kak Stop.

[PCRF] UcnpaBneHo: HekoppekTHas faTa B IPFIX Acct Stop.

[PCRF] UcnpaBneHo: pnobasneHune atpnbytos NAS-IP-Address/NAS-Identifier B Pannyc-3anpocsl
B C/ly4ae egmHCTBEHHOro fastdpi.

[PCRF][ACCT] cnpaBneHo: KOHTPO/b BXOA4a B cOCTOsiHME idle 1 BbIxoda U3 Hero.

[BRAS] UcnpasneHo: npu oTkatodeHnn ycnyru 9 (bill stat) Tenepb cHavana nocbinaetca Acct-
Stop no IP ¢ TeKyLWMMN 3Ha4YEHNAMN CHETHMKOB, U TOJIbKO 3aTEM yCJlyra OTKIl4aeTcs u
ocsoboxnaaeTca cnoT B bill stat storage.

[PCRF] UcnpaBneHo: BpeMs npu nepefayve akkayHTuHra B IPFIX [L3 auth] MAC-agpec
nepefaeTcs Tenepb TONbKO ecnn aboHeHT sBnseTca L2-6oHeHTOM (Nposepka no B ip_prop).
[PCRF][ACCT] UcnpaBneHo: Bbixon acct n3 coctosiHma idle npu Bo3obHOBNAEHUN TpaduKa
aboHeHTa [ctl] Fixed: yyeT napameTpa ipv6 npu BbinosHeHun ctrl/cli komaHa ¢ IPv6-agpecamu.
[PCRF][DHCP] NcnpaBneHo: ecnn 3agaHa opt51 (lease time), Ho HeT Session-Timeout, To
Session-Timeout nosaraeTca paBHbIM lease time.

icnpaBneHo : CMHXPOHM3aLMa BpeMeHun 3anucu B pcap u IPFIX.

O6bHoBNeH cepTudukaT goctyna TIM.

i3meHeHO: 3anuncb core NPoU3BOANTCA B CKATOM BUE.

Bptorre(Brugge) - cambli XXMBOMUCHBIN ropof B benbrum - CTpaHe C caMbIM BbICOKUM B Mupe 75%
NPOHNKHOBeHMEM IPv6, Kak 1 Haw CaHKT-MNeTepbypr ero Ha3biBatoT "CeBepHon BeHeuuen",
pekoMeHAyeM novyCcTBoBaThb 0Ccobyto aTMocepy ropoa NOCMOTpeB unbM "3aneyb Ha AHO B
bptorre"


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:radius_accounting:start#acct-pending-queue
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:opt_bras_l3:radius_accounting:multisession:start#radius_add_all_nas_ids
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