CopepxaHue

BePCUA 8.0 BrUGOe ...t e et a e e e
NBMEHEHHMA B BEPCHUM 8.0 ... e e e e e e e e e e
N3MEHEHMNA B MATHE 8.0.5 oo
N3MEHEHMSA B MATUE 8.0.0 iiiiiiiiiiiiiiiiiiiiiiis sttt e e e e e e e e e e e e e e e e e e e eesasaaaaanrees
N3MEHEHMSA B BEPCHMM 8.1.1 ...t
N3MEHEHMSA B BEPCHMM 8.1.2 ... s
UNBMEHEHMS B BEPCHM 8.1.4 ...ttt e e e e e e e e e e e e e
N3MEHEHMA B BEPCHMM 8.1.5 ... e
NBMEHEHMS B BEPCHM 8.2 ...ttt e e e e e e e e e e e e e e e e e e aeeaseeraanes
N3MEHEHMSA B BEPCHMM 8.3.1 ...t
N3MEHEHMSA B BEPCHMM 8.3.2 ...t
UNBMEHEHMSA B BEPCHM 8.4 ...
NIBMEHEHHMA B BEPCHUM 8.5 ... e






Bepcusa 8.0 Brugge

8.0 Brugge"

o He nposBoaunTe obHOBNeHMA siapa Linux. B HOBbIX BepCUsAX MOXeET ObITb HapyLleHa buHapHas
coBMecTuMOCTb € Kernel ABI n ceTeBon apansep nocne obHOBNeHWA He 3arpy3nTcs. Ecnu Bbl BCe-
Takun npounssenn 06HOBNEHMNE, TO Ha BpeMs pelleHns npobnembl HacTponTe B 3arpy3ynke GRUB

3arpy3ky npexHen sepcun aapa (B ganne /etc/grub.conf yctaHoBuTe napameTp default=1).

N3MeHeHusa B Bepcuu 8.0

. HobaeneHa nogaepxka IPv6 B Subscriber Management: ynpasneHvue noSIMCUHIOM U yCayraMu.
. [lobaBneHo pacno3HaBaHWe 1 3KCMOPT MeTaAaHHbIX NpoTokosa Zello.

. DobaBneH BbIBOA pe3ynbTaTa yNpaBAsoLWmnx komaHg B oopmate JSON.

4. [lobaBneHa BO3MOXXHOCTb 3aJaHNs NapamMeTpoB noancuHra B gopmate JSON.

5. JobasneHa 12 ycnyra --- 3anucb aboHeHTCKoro Tpaduka B PCAP.

wN =

N3MeHeHusa B naTye 8.0.5

1. YnyyqweHusa B nogaepxke IPv6.

. NcnpaeneHus n ynyywenmnsa B pabote CGNAT n NAT 1:1.

3. YnydweHa COBMECTMMOCTb C pa3inyHbiM 0bopyioBaHMEM B pexume TepMuHaumm PPPOE (L2
BRAS).

4. TMoBblweHa cTabunbHOCTb paboThl B peXxume MyabTUKAacTepa.

5. JobaBneHa npnopuTe3aUns aCUHXPOHHbIX 3a4ay ANs yayYleHns COBMeCTHON paboTsl BRAS u
cbeMHuka COPM.

N

N3mMeHeHusa B naTye 8.0.6

1. WicnpaBneH noacyeT CCbINIOK Ha NPOoduIv, YTO NO3BONAET yAa/IMTb HENCMOJb3yeMble NPOUIIN.
2. WcnpasneHo Ha3HaveHne NAT Ha aboHeHTa C MHOXXECTBOM afpecoB, BkJoYaoLem benble
appeca.

o Mepen o6HOBNEHNEM NPOBEPbTE NPUCYTCTBME HAaCTPONKN udr=1 B KOHUrypaLMOHHOM alne
/etc/dpi/fastdpi.conf

N3MmeHeHun B Bepcum 8.1.1

,J 0630p Bepcun 8.1 Ha YouTube:


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_ipv6
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_ipv6
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_json
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:subscriber_management:subsman_json
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llobaBneHa nonHaa nogaepxka IPve B L3 n L2 BRAS, nuterpauuns ¢ DHCP/Radius/Billing,
aenernposaHue IPv6 npedukcos Ha CPE.

NobasneHo netekTnposaHue npoTokosos WhatsApp, Viber, OpenVPN.

flobasneHa ycnyra 13 --- muHu Firewall ons 3awutbl aboHeHTOB ¢ 6enbiMy agpecamu.
JobasneHa 6noknposka UDP TpaduKka no YepHbIM CINCKaM.

HobasneH akcnopT B IPFIX/Netflow QOE meTpuk: RTT, KONMYECTBO PETPAHCMUCCUNA.
Nob6asneH skcnopT Cipher Suite B MmeTagaHHbix COPM ons SSL/HTTPS.

llobaBneHa aBTopu3aumsa no ARP 3anpocy.

[obaBneH 3kcnopT OBUANMHIOBbIX AAHHBLIX MO NPoToKoAy IPFIX.

Yny4yweHa cosMmecTuMmocTb Radius Accounting ceccun ¢ pasnuyHbiMy bunianHramu.,
Yny4yweno | NAT nopTos.

YcTpaHeHa yTe4yka B 3anpoce - -bind.

YpaneH 3Hak '='B json Terax ip n login.

MeHeHusa B Bepcuu 8.1.2

o B cBSi3M C n3MeHeHmeM Bepcum NpoToKona TpebyeTtcsa obHoBneHme Bepcumn fastradius go
8.1.2.

1
2
3

ns3

N

. MakcrmanbHbI pa3mep login(user-name) ysenuyeH go 96 6anr.

. NcnpasneHa owmnbka B paboTe ycnyru MuHun ®aepson.

. NcnpaeneHa ycTtaHoBKa Session-Timeout npu nonyy4eHun CoA: ecnm OH He 3afiaH, TO 3Ha4YeHne
HepeTcs U3 KOHUrypauMoHHOr 0 NapameTpa.

MeHeHuA B Bepcuu 8.1.4

. WcnpasneHbl onpegeneHns aBTOHOMHOWN cucTeMbl ans IPv6 anpecos.

. HobaeneHa ytunnta ascheckip.

NobasneHa HacTponka enable auth ipv6=0, 4T06bl OTKAOYNTL aBTOPM3aLKto IPv6 agpecos
ANa cny4vasd, korga radius/bunnuHr nx He NoALepXKMBaloT.

cnpasneH nopsagok Bbi30oBa aBTopu3aLm aboHeHTOB.


https://www.youtube-nocookie.com/embed/CeKCIfmoOsw?
https://www.youtube-nocookie.com/embed/CeKCIfmoOsw?
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_firewall
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_firewall

N3MmeHeHun B Bepcum 8.1.5

o B cBSi3M C n3MeHeHmem Bepcum NpoTokona Tpebyetcsa obHoBneHme Bepcun fastradius o
8.1.5.

1. WcnpaeneHa paboTta HTTP peaupekTa npn PPPOE TepMuHaumn.
2. OobaBneHo 3kpaHMpoBaHue psfda cumBonos B json n fdpi ctrl (ana ux ncnonb3oBaHns B
login n umeHax npogunen).

N3MeHeHUa B Bepcum 8.2

o B cBSi3M C n3MeHeHmeM Bepcum NpoToKona TpebyeTcsa obHoBneHne Bepcumn fastradius go
8.2.

1. NcnpaeneHus B pabote CG-NAT: ynyyLleHO Nepencnosib3oBaHme ceccui, LobaBieH TpaH3unT
¢pparmeTuposaHHoro ICMP.

NcnpasneHusa B L2 BRAS no pesynbTaTaM BHEOPEHUN.

NcnpaeneHa nepepada 32-6utHbix AS B IPFIX.

JobaBneH BbiBOA cTaTUCTUKKM Ona IPFIX/Netflow.

[lobaBneHa KoOMaHAa NPoOBEPKK ceccum ¢ nomouybio CoA.

YnyyweHa nogaepxxka CKAT-200.

[lobaBneH BbIBOA coobLieHni alert nora npu 3anycke/octaHoBe DPl n3 KOHCOM (€r0 MOXKHO
OTKM0YMTb KoMaHaonm touch /etc/dpi/nocolor).

NouswnN

N3MmeHeHun B Bepcum 8.3.1

o B cBSi3M C n3MeHeHmeMm Bepcum NpoTokona Tpebyetcsd obHoBneHme fastradius n
yCTaHOBJIEHHbIX Ha OTAeNbHbIX cepBepax fastpcerf, fdpi ctrl po Bepcum 8.3.1.

1. NobaeneHa pennukauna b UDR ans ucnonb3oBaHna B cxemax pesepsuposaHua DPI/PCRF.

2. JobaeneHa nopgepxka nHtepgenca CLI.

3. OobasneHbl curHaTypbl NpoTokosios Telegram, Viber, WhatsApp, VyprVPN c TexHonoruew
XameneoH (BxoguT B OpenVPN).

4. NobasneHo BoccTaHoBNeHUe/backup BcTpoeHHon B UDR B chopmaT komang fdpi ctrl.

5. JobaBneHbl KOMaHAbl MPOCMOTPa CTAaTUCTUKN NO yTuAn3aumm agpecos n3 NAT nyna un
BHELUHUX aapecoB aboOHEHTOB.

6. JJobaBneHa BO3MOXXHOCTb yKa3aTb UM 006aBUTb HECKOIbKO MOACETEN Yepes 3anaTyo npu
3agaHun npogunsa NAT: npumep dopmaTa '1.2.3.0/24,5.6.7.0/24".

7. OobaBneHa BO3MOXXHOCTb Y4MTbIBaTh TO/ILKO agpeca XO0CTOB MO CorflaleHnsm 6ecknaccoBom
agpecauuun B ananasoHax nogceten IPv4 v npu 3agaHnmn napaMeTpos cidr: npumep opmaTta
'1.2.3.0/30~".

8. [obaeneHo B BRAS auth: BO3MOXXHOCTb yKa3aTb B Pagnyc-0TBETE, 4TO 3TOT OTBET HYXXHO
MOJ14a UTHOpPUPOBaTb. 3HavYeHne aTpubyTa VasExperts-Restrict-User=255 ---
UrHopupoBaTb OTBET Paaunyca.


https://wiki.vasexperts.ru/doku.php?id=dpi:faq:dpi:statistics#настроили_сегодня_отправку_flow_и_столкнулись_с_проблемой_передается_не_вся_информация_в_чем_может_быть_проблема
https://wiki.vasexperts.ru/doku.php?id=dpi:faq:dpi:statistics#настроили_сегодня_отправку_flow_и_столкнулись_с_проблемой_передается_не_вся_информация_в_чем_может_быть_проблема
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:replication
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:replication
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:admin_db
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_admin:admin_db
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_info
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_info
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_info
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_info
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response:radius_auth_access_reject
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. NcnpasneHo B BRAS L3 auth: ecniv aboHeHTY 6bin conocTaBieH kakon-nmbo npousib

NOJSINCUHIa, @ B OTBETE aBTOPM3aLMM NOJIMCUHT He YKa3aH, CYLeCcTBYLWNA Npodusib He
OTBA3bIBAICA OT KJIMEHTA, YTO HEe NMO3BOJIAJIO Yepes3 aBTOPM3aLUIo YAA/IUTb MOJIMCUHT Y
aboHeHTa.

NcnpaeneHo B BRAS DHCP: pacno3HaHmue cTtaporo npotokona BOOTP. BRAS He paboTaeT C
BOOTP, Ho oTnpaBka HekoTopbiMy CPE BOOTP-nakeTa npuBoanaa K ToMy, 4To nociegyroume
DHCP-nakeTbl OT AaHHOro aboHeHTa He pacno3HaBaINCb U He NepexBaTbiBaNCh.

JobasneHo B BRAS DHCP: "kpueble" DHCP-nakeTbl Tenepb 3anuncbiBalOTCA B pcap npu
BbICTaBJIEHHOM NapamMeTpe ajb save invlen.

Yny4weHo B BRAS DHCP: npu BKJIIOYEHHOM peXXUMEe KOHTPOJIS BTOPUYHbBIX KJK0Yen B Cllyyae
n3meHeHns knoda (Opt82 mnm QinQ) aboHeHTa ero DHCP Request nocbinaetcs Ha Paanyc, a He
NPUMEHSETCS KELMPOBAHHbIN OTBET.

N3meHeHo B BRAS DHCPvV6: yH/KaIbHbIM KJ104OM aboHeHTa Tenepb BbicTyrnaeT MAC-agpec
aboHeHTa BMecTO Client DUID. CB5i3aHO 3TO C TEM, 4TO HEKOTOPbIE AOMALLHME POyTepbl BECbMa
BONbLroTHO obpawatotca ¢ DUID u MoryT namMeHnTb ero B 11060 MOMEHT HECMOTPS Ha TO, 4YTO
cornacHo RFC Client DUID siBnsieTcs HeM3MeHaeMon onunen.

NlobaesneHo B BRAS DHCPv6: nepuogmyeckas otnpaska ICMPv6 RA BmecTe ¢ DHCPv6-0TBETOM.
HobasneHo B BRAS DHCPv6: nepnoguyeckasn oTnpaska MHTerpauuns_c_paanyc-cepBepom.
Ho6asneHo B BRAS DHCPv6: fastdpi.conf-napametp bras _dhcp6 nak lifetime - Bpems
Xn3Hu Reject-oTeBeTa Pagunyca.

NcnpaeneHo B BRAS PPPOE: peako nposBnsowasncs, HO KpuTmnyeckasa ownbka, npueoaswas K
HapyLweHno paboTbl CUCTEMbI U CBSI3aHHAsA C HEMOJIHBIM KOHTPOIEM AJIMHbI NaKeTa, YKa3aHHOM
B PPPOE/PPP-3arosioBkax, 1 hakTM4YeCKON ANNHbLI NPUHATOr0 NakeTa (buTblin Man cneunanbHo
CPOPMMPOBAHHBIN HEKOPPEKTHLIN NakeT).

NcnpasneHo B BRAS PPPoE: npu cTapTe fastDPI n BoccTtaHoBneHun PPPOE-ceccuin He cTapToBan
AKKAYHTWHT.

NlobaBneHo B BRAS PPPOE: BO3MOXHOCTb 3anpeTuTb BOCCTaHOBAeHNe PPPoE-ceccuii npu
pectapTe CKAT, cm. BoccTaHoBneHne PPPoE-ceccuin npu pectapTe CKAT.

NlobasneHo B BRAS PPPoOE: KoHTposib aybnnposaHns BelAaHHOro IP-agpeca npu co3gaHum
ceccuun. Ecnm yxe cywectsyeT akTusHas PPPoE-ceccus opyroro aboHeHTa ¢ Takum IP-
afpecoM, OHa 3aKpbiBaeTCs.

NcnpasneHo B BRAS ARP: B pexxume term by AS BRAS nponyckaeT ARP Reply ans He-term AS
(6b1n0: 3aNpocCkl NPONyCKa, a OTBETHI - HET).

NcnpasneHo B BRAS ARP: npoBepka NncTe4eHnsa BpeMeHN CecCUn He L0JKHA OTHOCUTBCA K
ARP-aBTOpM3aLnn, MHaYe NO NCTEYEHNM BPEMEHW OPOMHYTCS BCe BXoAdALWME 13 inet nakeThl,
4TO He AacT peaBTopm3oBaTbCa ARP-aboHEHTY, Tak Kak 6e3 nMHKa n3BHe aboHeHTY B
npuHUMne Hesa4vyeM nockbinaTe ARP K CBOEMY LWNIO3Y.

Yny4yweHo B BRAS CoA: CoA-Request n3amMeHsieT cTaTyC aBTopu3aLmm TObKO Npu SBHOM
yKa3aHun, 410 aboHeHT HeaBTOpM30BaH (Npu Hann4mm aTpnbyTa VasExperts-Restrict-
User=1). Cam CoA-Request He NpnBOAMT K TOMY, 4TO CTaTyC aBTopm3aumm aboHeHTa
CTaHoOBUTCA "aBTopn3oBaH" (paHee abOHEHT oWNbOOYHO CTAHOBUICA aBTOPU30BAHHbLIM).
3meHeHo B BRAS CoA: B CBA3M C BHEAPEHNEM MY/IbTU-CECCMI NOrMKa PaboTbl KOMaHabI
npoBepkK acct-ceccmn nameHeHa ans cnydas "oanH fastPCRF - Heckonbko fastDPI".
Yny4weHo B BRAS Accounting: B CBSI3M C NOALEPXKKON MYNbTU-CECCUA aKKAYHTUHI
cyulectBeHHo nepegenaH, NAS-atpubyTbl CTanm 6onee 3Ha4UMbIMU: €CIN PaHbLLE OHK
hakTuyeckun noeHtudunuymposanm fastpcrf-cepsep, To Tenepsb - fastDPI-cepsepa; 370
CyLLecTBeHHO B pexxunme "oaunH fastPCRF - Heckonbko fastDPI".

llobaBneHo B BRAS Accounting: BO3MOXXHOCTb UCK/IIOYNTbL HEKOTOpPbIE KNacchl U3 radius
accounting: fastpcrf.conf-napameTtpbl acct disable traffic classwu

acct include traffic class, nogpobHee cM. 340ech.

HobasneHo B BRAS Accounting: napameTp acct swap dir - usmeHeHue Hanpas/eHNs


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy:bras_l2_vlan_dhcp_proxy_secondary_keys
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#интеграция_с_радиус-сервером
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#интеграция_с_радиус-сервером
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#интеграция_с_радиус-сервером
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#интеграция_с_радиус-сервером
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#интеграция_с_радиус-сервером
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe#восстановление_pppoe-сессий_при_рестарте_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe#восстановление_pppoe-сессий_при_рестарте_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe#восстановление_pppoe-сессий_при_рестарте_скат
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan_term:bras_l2_vlan_term_as
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_arp_proxy:bras_l2_vlan_arp_auth
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_arp_proxy:bras_l2_vlan_arp_auth
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa#проверка_существования_сессии
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting:multisession
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting:radius_attr
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting
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TpaukKa.

HobasneHo B BRAS Accounting: B Pagnyc-3anpockl Acct-Request nobasneH atpubyt Event -
Timestamp (Tekyliee Bpems).

Yny4weHo B BRAS Accounting: npu ctapTte/ctone fastDPI Tenepb noceinaet Ha fastPCRF
cneymnanbHoe cooblieHme, Mo KOTOPOMY BCe aKTMBHbIe accounting-ceccum oT gaHHoro fastDPI
3akpbiBatoTcs (Accounting Stop).

NlobasneHo B fastpcrf: 6onee nonHag nogaepxxka pabotel MHOXecCTBa fastdpi ¢ ogHMM
cepsepom fastpcrf: fastpcrf Tenepb MoXxeT cBs3biBaTbCA C fastdpi-cepsepamu, Haxo4ALLMMUCS
Ha pa3HblX MHTepderncax, nobasneH napameTp fdpi server BMeCTO npexHero

fdpi server list, napameTtp auth server dev obbsiBneH ycTapeBLINM: BMECTO

fdpi server listwmauth server dev cnepyet onucbiBaTh fastdpi-cepsepa napameTpamu
fdpi _server.

N3meHeHo B fastpcrf: npuHuun popmunposarHns Paguyc-atpnbytoB NAS-IP-Address n NAS-
Identifier: Tenepb 3T aTpubyThl bepyTcsa N3 HacTponku fdpi_server, To eCTb haKTUYECKN
noeHTuguumnpytoT fastDPI-cepBep, C KOTOPOro NPUHAT 3anpoc asTopu3aunn. NMapameTpsl
radius attr nas ip address u radius attr nas id obbsABneHbl ycTapeBwMMM N
MCNONb3YIOTCA TONIbKO B KOHDUrypauumsx "oanH fastdpi- ogun fastperf". Ecan y Bac fastpcrf-
cepBep CBfi3aH ¢ Heckonbkumun fastDPI, coBeTyem caenaTb peBusnio HacTpoek fastpcrf.conf n
ounnunHra.

3mHeHeHo B fastpcrf: B CBSI3M C BHegpPEeHNEM NepCUCTEHTHLIX 04epesent BHYTPEHHUN
npoTokon obmeHa fastpcrf & fastdpi nonHocTbio NnepepaboTaH ana obecnevyeHms
pacLIMpAeMOoCTm C COXpaHeHneM obpaTHON COBMECTUMOCTU, TaK KakK B ovepeamn MoryT ObiThb
[AaHHble NpeablayLLnX BEPCUN.

N3meHeHo B fastpcrf: ATpubyT CUI yynTbiBaeTca B CoA Request Tonbko ecaum B fastpcrf.conf
ykaszaHo radius attr cui=1 (npuBepeHne obpaboTkm Access-Request n CoA K eguHOMY
CTUI0).

[lobaBneHa nogaepxka Ao 5 BnoXeHHbIX MeToK MPLS B cepBrcax 610KMPOBKN, HOTUDUKaLUN
N opyrux ycayrax.

YBenunyeH bydep ncxoaamx cCoeguHeHUn, 3To CraaguT NUKN U YMEHbLUUT BEPOATHOCTb
notepb Npu goctaske IPFIX/Netflow.

Mpoyne ncnpasneHnsa nNo pesyabTaTam beTa-TecTUpoBaHMS.

N3MmeHeHun B Bepcum 8.3.2

1.

icnpaBneHo ynaneHue ycnyru 4 (4epHblil CMCOK) C Npoduaem.

N3MeHeHUsa B Bepcuu 8.4

o B cBA3M C N3MEHeHVEeM BepCcun NpoTokona TpebyeTcsa o6HOBNEHME, eCIN MCMOMb3YIOTCS:
fastradius n ecnm yctaHoBsieHbl Ha oTAeNbHbIX OT fastdpi cepsepax: fastpcrf,fdpi_ctrl,fdpi_cli go
Bepcun 8.4.

1.

2.

NobaBneHbl curHaTypbl NnpoTokonos HolaVPN, Google Video, KeepSolidVPN, Telegram Voice,
WhatsApp Voice, MetaTrader, Nicehash, VIBER_ VSTREAMS, TELEGRAM TLS, CHAMELEON,
OPENVPN_UDP, SPIRENT, RSS, FACEBOOK, FACEBOOK TRACK, FACEBOOK VIDEO,
FACEBOOK APPS, FACEBOOK CHAT.

JobasneHa nognepxka QUIC Bepcum 46.


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_fastpcrf_setup
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_fastpcrf_setup
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_fastpcrf_setup:persistent_queue

10.

11.

12.

13.

14,
15.

16.

17.
18.
19.
20.
21.
22.
23.

24,
25.

26.

27.

. [BRAS PPPoE] B oTBeTe PPP-aBTOpU3auum Tenepb Nnoaaepxmeaetcs 3agaHme IPv4 n IPv6-

afpecos u Bcex aTpmbyToB. PaHee ans Bblfayum IPv6-agpecos nocblinancs oTAeNbHbIA 3anpoc
aBTOpM3aLmK.

[BRAS PPPoE] Bce owmnbkn B PPPoE-nakeTax nepeseneHsl B pa3psag TRACE, 4TO 3HAYMTESNIbHO
CHMXXaeT Harpy3ky Ha 3anuce fastdpi_slave-noros (MHTeHCMBHas 3anucb MoOria NPMBeCTM K
610kunpoBke paboynx NOTOKOB Ha BBOAE/BbIBOAE). CHeTHMKM OWNOOK BbiBOAATCSA B CLI-
KOMaHAae pppoe show stat.

. [BRAS] lobaBneHa noaaep>xka paanyc atpnbytos Framed-Route n Framed-IPv6-Route, a

Takxe CLI-komaHabl ynpasneHus framed route.
[BRAS] [lobaBneHbl VSA-aTpnbyThl ana DHCPvVG.

. [BRAS DHCP Radius Proxy] [lobaBneHa BO3MOXXHOCTb SBHO 3aAaBaTb aapec DHCP-cepsepa, oT

NMeHN KoToporo nocbinaetcs DHCP-oTBeT aboHeHTY, - ¢ nomolubio DHCP opt54.

. [BRAS DHCPv6] Tenepb aboHeHTY nocblnatoTcs BCe BblAaHHble Pagnycom DHCPv6-onuum, a He

TONbKO Te, KoTopble aboHeHT 3anpawmneaeT B DHCPv6-3anpoce.

. [BRAS L3 auth] B Pagnyc-3anpocbl aBTopusaunn gobasneH atpmbyt Calling-Station-Idc

MAC-afpecoM NCTOYHMKA NakeTa. 9TO MOXET ObITb Nosie3Ho Ana L2-nposanaepos 44
aHann3a HenoHATHbIX 3anpocoB.

[PCRF] JobasneHa nooaepxka DHCP-nynos - aTpnbyTbl Framed-IP-Pool n Framed-IPv6-
Pool.

[BRAS PPPoE] [lobaeneHa CLI-komaHaa pppoe renew pool npuHyanTenbHom otnpaskyu DHCP
Renew ons agpecos, pacnpeneneHHblx U3 nyna.

[PCRF] LlobaeneH napameTp radius_framed ip_from_request, KoTopbin no3sonseT obonTu
OrpaHNYeHne HEKOTOPbLIX BUANNHIOBLIX CUCTEM npu L3 aBTOpM3aLnn.

[PCRF] JobaBneHbl NnapaMeTpbl, OrpaHMYnBatoOLLLINE pa3Mep ovepenmn 3anpocoB aBTopu3aumm, a
Takxe CLI-koMaHIbl ynpaBnaeHUs 3Ton o4epenblo.

[PCRF] JobaeneHbl CLI-koMaHabl ynpaBaeHNs NEPCUCTEHTHLIMU OYEPEeasiMU.

[PCRF] B L3 aBTOpM3auum Tenepb MOXXHO ncnonb3oBatb MAC B KadyecTBe User-Name, CM.
napametp radius_user_name_auth.

[PCRF] PehakTOPUHI akkayHTUHra 419 NOALEPXKKMN arpernpoBaHHbIX CHETYNKOB. ITO
akTyanbHo ans dual stack PPPoOE, korga ogHMM 3anpocoM aBTopu3auunm aboHeHTy
Ha3Ha4atoTca IPv4 n IPvb-agpeca n PD-npedukc. Tpaumk rno sce Tpem agpecam rnepefaercs B
O[HOW aKKAYHTUHI ceccun. TakxKe 3TO akTyanbHO ana Framed-Route - Tpaduk BCcen nogcetu
nonajaeT B aKKayHTUHI-CeCCUIo LWito3a NoACeTH.

[PCRF] B accounting interim update nobasneH aTpmbyT Acct-Session-Time - AANTENLHOCTb
ceccun B CeKyHaax.

[CLI] DobaBneHa BO3MOXHOCTb BbIBOAA 0TBETOB yTuanThl CLI B hopmaTe JSON (HoBble (hnaru -
-json, --strict).

[CLI] Do6baBneHbl KOMaHAbl yNpaB/eHMa CTaTycoM aBTopm3aumm subs auth.

[CLI] OobaBneHbl KOMaHAbl NPOCMOTPA raw-AaHHbIX akkayHTUHra pcrf acct raw show.

[CLI] Onumsa -r <address> Tenepb He aBnseTcsa obasaTensHon gna CLI, - N0 ymonyaHuio
3anpochkl nocbiarTca Ha 127.0.0.1.

[CLI] Do6baBneHbl komaHAabl BbiBoAa Aamna flow : dump flow cache - ans ipv4, dump flow6 cache
- ona ipvé.

B TekCTOBbIN (hopMaT coxpaHeHUs AaHHbIX ans url n ssl nobaBneHa BO3BOXHOCTb COXPaHEHUA
nopToB source u destination.

HobasneHo: fdpi_ctrl - MOXXHO Nofy4nMTb CTaTUCKKY No NpoTokonam DPI - fdpi_ctrl stat --proto.
Job6asneHo: fdpi_ctrl - MOXHO NONy4UTb CTaTUCUKY N0 ncnonb3oBaHuio flow - fdpi ctrl stat --
flow.

[obaBneH BbIBOA CbipblX (HEpacnapCeHHbIX) AaHHbIX U3 YNPaBASAIOWNX KaHaN0B As
npotokonos SIP,FTP,SMTP,POP3,IMAP,XMPP,ICQ,RSS,NNTP,H323,ZELLO.

WNcnpasneHo: ycnyra 12 (3anuck B PCAP) coxpaHseT cepbli afgpec.


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pppoe
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:framed_route
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:framed_route
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:framed_route
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:framed_route
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#интеграция_с_радиус-сервером
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#интеграция_с_радиус-сервером
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#интеграция_с_радиус-сервером
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_vlan:bras_l2_vlan_dhcp:bras_l2_vlan_dhcp_proxy
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#настройка_ipv6
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:general_setup#настройка_ipv6
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:ip_pool
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pppoe#renew_pool
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration:radius_auth_response#ip-addr-attr
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_fastpcrf_setup:pending_queue
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pcrfctl
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pcrfctl
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pcrfctl#persist_queue
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_server_integration#radius_user_name_auth
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting#internals
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_options:framed_route
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:subs#subs_auth
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:acct
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli

28.
29.
30.

icnpaeneHo: owmnbka nepenoneHmsa spemenn Netflow/IPFIX ons full flow.

WNcnpasneHo: owwnbka onpeneneHns sni 4N quic B cnyyae 'short' 3arososka.
icnpaeneHo: npobnema B NAT cBsizaHHOe € ocBoboXXaeHMEM pecypcoB npu pabote ALG ¢
HekoTopbIM GRE/PPTP ToHHenaMu.

N3MeHeHusa B Bepcum 8.5

1)

10.
11.
12.
13.
14,
15.
16.
17.
18.
19.

20.
21.

. [PCRF][IPFIX] OobasneH bynesbin .conf-napameTp ipfix_disable_interim_update: =1 - He

nocblnathk Interim Update B IPFIX, default=0 (nocbinats).

. [BRAS] N3meHeHMe cxembl B3anmoaencTens fastdpi - fastpcrf: obs3aTenbHble 3anpochl B

cnyyYae owmnbkm oTNpaBky NoMellaoTcsa B pending queue. Pasmep pending queue
perynmpyetcsa HoBblMU fastdpi.conf-napameTpamum.

. [CLI] N3mMeHeH BbIBOJ OTHOCUTENLHOIO BPEMEHW: BMECTO KOJ1-Ba CEKYH[, BbIBOAUTCS YMCI0

4acoB, MUHYT, CeKyHA (hopMaT hh:mm:ss.sss).
[PCRF] JobaeneHune default reject policy/ default reject whitelist 8 DHCP/DHCPv6-aBTOpPU3aLuio,
ecnun npucyTcTByeT aTpubyT VasExperts-Restrict-User=1.

. [PCRF] JobasneH conf-napameTp radius_add_all nas_ids, pa3peLwatowimn LobaBnsTb B 3anpoc

oba aTpnbyTa NAS-IP-Address n NAS-Identifier.

[BRAS][PPPOE] i3mMeHeHO: accounting start Tenepb Nocbl1laeTca Npu yCNeLwHOM CorlacoBaHUu
IPCP npoTokona. Acct-Stop noceinaetcs npu ICMP/LCP Term-Req nnun no PADT. PaHee AcctStart
nocCblNancs cpasy nocsie yCnewHon aBTopmnsaLmm, 4To MOrio npueecTun K beckoHevHom acct-
ceccumn, ecnm aboHeHT He cornacosan IPCP-napameTpsl.

[PCRF] JobaeneH aTpubyT Event-Timestamp B Acct-Start.

. N3meHeHo : (hopmaT BbiBOAa KoMaHAbl fdpi_ctrl list all status --service 11 nobasneHa

CTaTUCTMKa NO BbI30BY (PYHKLNA 414 ip.

. obasneHo : B full ipfix HoMep kKaHana. Ecan vchannels_type == 0 B kayecTBe KaHana

NCMNOSb3yeTCs HOMep MoCTa (MHAeKcauuma ¢ 1), nHave HoOMep BUPYTanNbHOIr0 KaHana, KOTOpbIN
3afaeTca napameTpoM vchannels list. B 3ToM cnyydae 3HaveHne 0 COOTBETCTBYET 3HaYEHUIO
KaHasa no ymonyaHuio. id atpubyTta const int brg_ipfix_channel = 2016 (iana=43823).
[BRAS][PPPoE] cnpasneHo: npwu local interconnect no AS Tuna local+term - local (3amblkaHue
no dev) He yaananucb PPP-3aronoBku nakeTa.

[PCRF][IPFIX] UcnpasneHo: Interim-Update Bbirpy>xxanuck B IPFIX kak Stop.

[PCRF] UcnpasneHo: HekoppekTHas fata B IPFIX Acct Stop.

[PCRF] UcnpasneHo: pnobasneHmne atpmnbytos NAS-IP-Address/NAS-Identifier B Pagnyc-3anpocsl
B C/lydae eauHcTBeHHoro fastdpi.

[PCRF][ACCT] cnpaBneHo: KOHTPO/Ib BXOA4a B cOCTOsiHME idle 1 Bbixoda U3 Hero.

[BRAS] UcnpasneHo: npu oTkaodeHnn ycayru 9 (bill stat) Tenepb cHavana nocbinaetca Acct-
Stop Mo IP ¢ TeKyLWUMN 3HAYEHNAMU CHETHMKOB, U TOJIbKO 3aTEM YyCJlyra OTKII4aeTcs u
ocsoboxnaaeTca cnoT B bill stat storage.

[PCRF] UcnpaBneHo: BpeMs npu nepefayve akkayHTuHra B IPFIX [L3 auth] MAC-agpec
nepenaeTcs Tenepb TONbKO ecin aboHeHT aBnseTcs L2-6oHeHToM (Mposepka no B ip_prop).
[PCRF][ACCT] UcnpaBneHo: Bbixoh acct n3 coctosaHus idle npn Bo3obHoBReHUM TpadmKa
aboHeHTa [ctl] Fixed: yyeT napameTpa ipv6 npwu BbinosHeHun ctrl/cli komaHa ¢ IPv6-agpecamu.
[PCRF][DHCP] UcnpaBneHo: ecnu 3agaHa opt51 (lease time), Ho HeT Session-Timeout, To
Session-Timeout nosnaraeTcsa paBHbIM lease time.

icnpaBneHo : cMHXpOHM3aLna BpeMeHn 3anucu B pcap u IPFIX.

O6bHoBNeH cepTudukaT goctyna TIM.

AI3MeHeHO: 3anncb core NPOM3BOAUTCS B CKAaTOM BUE.


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting#acct-pending-queue
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting:multisession#radius_add_all_nas_ids

bptorre(Brugge) - camblil XXUBOMUCHbIA FOPOA, B benbrum - cTpaHe ¢ cambiM BbICOKUM B Mupe 75%
NPOHNKHOBEHMEM IPv6, Kak 1 Haww CaHKT-MNeTepbypr ero Ha3sbiBatoT "CeBepHon BeHeuuen",
pekoMeHayeM novyycTBoBaTh 0Cobyt0 aTMocdepy roposa NocMoTpeB uibM "3aneyb Ha AHO B
bptorre"
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