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Bepcusa 12.0 Machu Picchu

12.0 Machu Picchu ¥

MpoBEPUTbL TEKYLLYIO YCTAHOB/IEHHYIO BEPCUIO MOXXHO KOMaHLOM:

yum info fastdpi

OTkaT Ha 11.4.2:

yum downgrade fastdpi- -2 fastpcrf- -

Mocne obHOBNEHMA NN CMeHbI Bepcun TpebyeTca pecTapT cepsuca:

service fastdpi restart

o Ecnun ncnone3ytotcsa PCRF un/vnn Radius, nx Toxe Hago pectapToBaTth. Ona pectapta PCRF
NPeAnoyTUTENEH CNeayoLWnin NOPALoK:

service fastdpi stop

service fastpcrf restart
service fastdpi start

o He npoeBoaunTe 0bHOBNEeHMA sapa Linux. B HOBbIX Bepcusax sapa MoxeT ObiTb HapyLleHa
6uHapHasa coBmecTMocThb ¢ Kernel ABI n ceTeBon gpansep nocse o6HOBAEHUS He 3arpy3uTcs. Ecan
Bbl BCE-TaKW Npoussesn obHOBNEHNE, TO Ha BpeMs pelleHuns npobiemMbl HAaCTPOWTe B 3arpy3ynke
GRUB 3arpy3ky npexHeun sepcun sgpa: B hanne /etc/grub.conf yctaHoBuTe napameTp
default=1.

Ecnn npun obHoBNEHUN NosiBNsSEeTCS coobuieHme, 4To 0BHOBIEHMNE HE HAaMAEHO NN BO3HUKAIOT
I'Ip06J'IeMbI C 3aBUCUMOCTAMMN, TO Nepe 0bHOBNEHNEM BbLINOSIHUTE KOMaHAY:

yum clean all

N3meHeHus B Bepcun 12.0

CtaTbs B 6nore: CKAT DPI Bepcust 12.0 — 0630p 06HOBAEHUI

0630p Bepcum 12 Ha YouTube:


https://vasexperts.ru/blog/skat/skat-dpi-versiya-12-0-obzor-obnovlenij/
https://vasexperts.ru/blog/skat/skat-dpi-versiya-12-0-obzor-obnovlenij/
https://vasexperts.ru/blog/skat/skat-dpi-versiya-12-0-obzor-obnovlenij/

1. N3meHeHo: nepexod Ha DPDK 22.11 LTS.

. DobasneHo: pa3bop 3aronoskos ¢ 3awmton Chaos Protection s QUIC IETF.

3. OobasneHo: napameTp (xonogHbi) nat transcode cidr, koTopbln 3agaeT CIDR 6enbix
agpecos onepaTopa. Bo3amMoxxHO TosibKo 2 CIDR. 3HayeHnsa ncnosib3yTCsa Npu nepekoanposke
6enbin -- cepbin ona NAT 1:1. lnsa ceporo agpeca MoxeT ObiTb Ha3Ha4eH nobon 6enbin agpec
ona NAT 1:1.

4. N3mMeHeHo: XaW (yHKUMA pacnpeneneHuns no paboynm notokam: (crc(ip src) % nthread
+ crc(ip dst) % nthread) % nthread.

5. 3meHeHo: anropuTM BbigeneHus benbix agpecos ons CG-NAT: crc(cepbin) % nthread +
crc(benbin) % nthread.

6. N3meHeHo: CoobuieHne [NFLW] very long operation ... BbIBOAUTCS BCerga He3aBMCUMO
OT KOJIN4YeCTBa NOBTOPa COOOLLEHN.

7. N3MeHeHOo: U3MeHeHO 1MA KaTanora 3anucu annos — pobasneHo stream.

8. NobaBneHo: cTaTUCTUKA BbiBOAA MHGOpMaLmm no otnpasseHuio Netflow/IPFIX

N

STAT -17:55:03: Statistics on NFLW export
a/b/c%/d/e

a - KOJINYEeCTBO BbIMOJHEHWA LUKIIOB OTMPaBKuy
b - KOAMYeCTBO LMKNOB OTMNPABKU, KOrAa BPeMs, 3aTpavyeHHOe Ha OTMPaBKY,
NPEeBbICUII0 NEPUOL, BbINOJIHEHUS LIUKIOB
C - MNPOLEHT MNPeBbIEeHNs KONNYECTBa LIUKNO0B OTMNPaBKK: b/a
d - Bpemsa B MUKPOCEKYHAAX MaKCUMasibHON NPOAO/IKUTENBHOCTU LKA OTNPaBKY
e - BpeMs B MUKPOCEKYHAax nepuona OTNpaBKy CTaTUCTMKK (3HaYeHMe napameTpa
"'netflow timeout'' (nmapameTp 3agaeTcs B CeKyHAAX

Mpumep:
STAT -17:55:03: Statistics on NFLW export
45297us/30008163us

9. [PCRF][PPPoE] UcnpaBneHo: ecnu Pagunyc otgaeT Ham IPv6-agpec BMeCTo npedurkca, Mbl He
Lenanv npedukc U3 agpeca, 4To NPUBOAUIO K Nepeco3faHunio acct-ceccmin. BHoBb
co3naBaeMble acct-ceccmm bbinm 6e3 NormHa 1 NPoYMX BaXKHbIX 415 NpoBanaepos aTpnbyTos.

10. [BRAS][L3-AUTH] N3meHeHo: Framed-Route Tenepb He npumeHseTcs K PD-npedukcy.

11. [PCRF][ACCT] UcnpaBneHo: npu oTcoeanHeHumn (unlink) 3annucm oT MyabTUCECCUN He
KoppekTuposanuce IP-agpeca gna mynbtuceccun. OTcoegmHenme (unlink) nponcxoanT npu
arperaumun. B pesynbTaTte B AasibHENLLEM K 3TON MYJIbTUCECCUN MOT N ObITh MPUBSA3aHbI


https://www.youtube-nocookie.com/embed/wZjhkvNc4Tc?
https://www.youtube-nocookie.com/embed/wZjhkvNc4Tc?
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings
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Lpyrue 3anncu, He NMetoLLMe YXXe K Hell HUKaKoro OTHOLLEHKS.
[PCRF][DHCPv6-Pool] UcnpaeneHo: thopmupoBaHue nons Link-Address ons Relay-Fwd npu
OoTNpaBKe 3anpoca Ha KOHKpeTHbIn DHCPv6-cepsep.
[BRAS][PPPoE-IP6] 3anpoc IPv6-agpeca n3 Framed-IPv6-Pool ocywecTsnseTcs no npuxony ot
knneHTa nepsoro IP6CP Cfg-Req.
[CLIJ[ACCT] OobasneHo: BbiBog NAS-aTpunbyTos fastDPI-cepsepa B komaHaax PCRF acct show.
[BRAS][DHCP] UcnpasneHo: otnpaBka NAK Ha DHCP-Request ana gpyroro cepsepa.
JobasneHa nopgnepxxka DDP npogunen ana kapt Intel 700-series (apansep i40e) ans
6anaHcmpoBku TyHHenen PPPOE/GTP/MPLS npwu ucnons3osaHmmn dpdk engine=2. DDP
3arpyxaeTcsa u3 cdanna /lib/firmware/intel/i40e/ddp/i40e. pkg npyn nHnumanu3aymnm
i40e nopToB. Bpemsa xun3HK 3arpyxeHHoro DDP-npocuna: 0o nepesarpyskun cepeepa.
3meHeHo: anropnTm Bbibopa cepeepa ans 3anucu SDS.
[CLI] OobasneHo: ycTtaHoBka L2subs id B komaHge subs prop set.
[BRAS][DHCP-Relay] LobasneHa nopaepxka L2subs id.
[BRAS][AUTH] OobaeneHa nogaep>xka L2subs id ansa L3-aBTopu3auuu, Tak Kak B oTBeTe L3
auth ot Paguyca MoXeT yKa3blBaTbCH, 4TO 370 L2-aboHeHT.
[BRAS][ARP-AUTH] OobaeneHa nogaepxka L2subs id.
[BRAS][PPPOE][CLI] OobasneHo: aTpmbyT 12subs id nns PPPoE-ceccum.
[BRAS][PPPOE] YaaneHa nopaepxka asTopu3auum no MAC, 6e3 noruHa un napons, yaaneHue
onuuun bras _ppp_mac_auth.
[PPPOE][CLI] JobaBneHa nogaep)xka napameTtpa subs id, naeHtuduunpyouiero PPPoE-
ceccuio.
[BRAS] lobaeneH knacc 12lan_id --- ngeHtugukatop L2-cetn. 121lan_id npefHa3Ha4veH ans
pa3neneHns aboHeHTos no VLAN. 121lan_id nony4vaetca n3 12subs id, To ecTb ero
opMmpoBaHve 3afaeTca Ton e onument bras_subs _id. Mo cytn 121lan_id --- 370 VLAN-
npegukc n3 12subs_id.
[BRAS][DHCP] Bce BHyTpeHHue Bl DHCP-ceccuin Tenepb y4mTbiBatoT 121lan id --- OH BXOAUT B
nx kntoy no MAC u Client-Id. To ecTb ABa aboHeHTa ¢ ogHUM 1 TeM e MAC-agpecom, Ho B
pa3Hblx VLAN, cymTatoTca pa3HbiMu aboHeHTaMu (ecniv bras subs id 3apjaHo yyuTbiBaTb
VLAN). BTopuyHble knto4n no Opt82 n Q-in-Q He yynTteiBatoT 121an_id. NoapobHee
bras_subs id.
NobaBneH HacTpoeyHbI NapameTp rx dispatcher meton xewwuposaHusa flow no paboyum
noToKaM

o 0 --- N0 YMONYaHUIO NCMONb3YeTCs NPEXHUA MeTog (ip src+ipdst)sN ) & ip mask;

o 1 --- HOBbI MeTOL C nognepxkon nepekoanposkmn ana NAT1:1 (CRC(IP

SRC)%N+CRC(IP_DST)%N)%N.

[Radius monitor] JobaBneHa noagepxKa akcnopTa agpeca u nopta NAS, a Takxe apyrux
aTpubyToB.
[Radius monitor] obaBneHo noakno4eHne 12 ycnayru.
[BRAS] [lobaBneHa HacTponka bras ppp lcp start timeout.

N3meHeHus B Bepcuu 12.1

oUW

HobasneHo: guarHocTnyeckas uHpopmaums NAT.

JobasneHo: nopaepxxka pexxrnma On-Stick.

MuHopHble ncnpasneHus B pabote CG-NAT.

Nopnepxka 12 ycnyrn® Ha VCHANNEL.

MopfepxkKa 3arpy>xaembix 13 obnaka NpoTOKONOB C UMEHAMU.
SDS: nepefada faHHbIX B popMaTe pcapng.


https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_l2_subs_id
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:cgnat_diagnostics
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:cgnat_diagnostics
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_inst_spec:dpi_onstick
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li

N3MmeHeHusa B Bepcuu 12.2

1. WcnpasneHus B BbiBOAE CTAaTUCTUKK yTuUan3aunm CG-NAT.

. Pa3bop HoBbIx Bepcuin GQUIC.

3. HoBas ycnyra 16 --- 6enbin cNncok ¢ nepeagpecaumnent Ha captive portal 6e3 goctyna
abOHEeHTOB B UHTEPHET (Mo NpuUYnHe aBapun Ha ananHKax, aboHeHT B LOArOCPOYHOW
610KMpPOBKE U T.M.).

4. Hoas ytunuta dpdkinfo. OnucaHue.

N

N3MeHeHus B Bepcum 12.3

0630p Bepcumn 12.3 Ha YouTube:

=

1. NlobasneHo: nogaepxka VRF B poyTepe
2. Cepsuc ynpasneHus asTopu3saunein PPPoE Ha ocHoBe nons Service-name. OnucaHue B pasgene
HacTpoika asTopusaunn PPPoE

fdpi cli help vlan group
vlan group : manage <add|delete|show> vlan group authorization policy
vlan group <group-id-> ... - manage <group-id
vlan group - - manage <group-id- =
vlan group 2 deny auth pppoe - deny authorization by pppoe and
delete all its properties

vlan group 2 allow auth pppoe - allow authorization by pppoe

vlan group 2 show auth pppoe - show policy authorization by
pppoe

vlan group 2 show auth all - show policy all authorization
protocols

vlan group show all - show all properties group

vlan group 0 show all - show all properties all groups

- full scan and print udr
vlan group auth pppoe allow add service-name name=sname delay=3 -
allow authorization by pppoe service-name sname with podo-delay=
vlan group 2 auth pppoe deny add service-name name=sname delay=3 -
deny authorization by pppoe service-name vlan group 2 auth pppoe


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:management_utilities
https://www.youtube-nocookie.com/embed/H2sf_76tXbc?
https://www.youtube-nocookie.com/embed/H2sf_76tXbc?
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:router
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe#настройка_service-name_для_vlan
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:bras_pppoe#настройка_service-name_для_vlan
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delete service-name name=sname - delete service-name sname and its
properties vlan group 2 auth pppoe show service-name all - show

service-name policy authorization by pppoe
vlan group 2 drop - drop packet without any analysis
vlan group pass - passthrough packet without any
analysis

JobaBneHo: nopaepxka oTrnpasku heartbeat onsa BHewHmx bypass
[lobaBneHo: nspnevyeHne n nepepaya B IPFIX kykun n3 Set-Cookie

. Yny4yweHo: 610KnpoBKa KOpoTKMx noasucaHnii TCP npoTokona B noTtokax IPFIX yepe3

LOMNOJNIHUTESNIbHYIO0 YCTaHOBKY user timeout (B LOMOSHEHMM K CTaHOAPTHOMY MexaHu3my tcp
keep alive)

JobasneHo: npoussoamTensHbld rx_dispatcher=2 ¢ pasBHomepHon 6anaHCMPOBKOM MO
NPOVM3BONIbHOMY KOJIN4ECTBY NOTOKOB (HO 6e3 nogaep>xku natl: 1 c TpeboBaHNEM Ha3Ha4YeHUS
KOHKPeTHbIX agpecoB). OnucaHve B pa3fene HacTpovka u yrnpasieHue

. [BRAS][PPPoE] UcnpaBneHo: dual-stack: nobasneHune IP-agpecoB K y>Ke CyLLeCTBYOLLEN

acct-ceccum
[PCRF] UcnpaBneHo: nepekoyeHne persist queue B pexxuMm "ecTb CBA3b"

. [CLI] BobaBneHa komaHga CLI fdpi cli pcrf persist queue reconnect, koTopas

No3BONISIET cAenaTh PeKoHHeKT K fastDPI 6e3 cbpoca ovepenun. MoxeT 6bITb MPUMEHEHA K
KOHKPETHOMY coefnHEeHM0 nnmn Ko BceM. OnncaHue B pasgene YnpasneHue fastPCRF
[PCRF][PPPoE][Framed-Pool] icnpaBneHo: co3gaHune acct-ceccum ¢ TeMm session id, KOTOPbIN
Obln @HOHCUMPOBaH Mpu aBToOpPM3aLLM

[obasneHa nopaepxxka copmata pcapng Ans 3anucu 8 CXJ

[CoA] LobasneHa obpaboTka CoA Update no 12subs_id. OnucaHwue B pasgene Radius CoA
NlobaBneHo: coxpaHeHue B skcnopTe NAT TpaHcnaumn ICMP npoTokona

N3meHeHo: napameTp nat exclude private n cooTBeTCTBYOWaAa nogaepxka: int
nat_exclude private;

buToBas Macka ons Toro 4Tobbl He genatb NAT Ons cepbiX agpecos:

0 — Bcerpa penaem npeobpasoBaHue cepbin -— Hesbil

1 — He penaem NAT onsa cepbix agpecos (1p _src v ip dst cepble niv HaxoaAaTCA B

psz prms _user private)

2 —1ip src — cepbln C y4eToM psz_prms user privatewun AS pnadst ip = local

4 —1ip src — cepbl C y4eToM prms_user privatewun AS pnsdst ip = peer. OnucaHuve B
pa3fene HacTponka v ynpasJsieHume

[CoA] NobasneHa obpaboTka CoA Reauth no 12subs_id. OnucaHue B pa3gene Radius CoA
[CoA] NobasneHa obpaboTka CoA Disconnect no 12subs_id. OnucaHue B pasgene Radius CoA
[fDPI] MakcMManbHOE YNCNO KNacTepoB yBennmyeHo ao 12 (bbino 10)

[PCRF][ACCT] LobaBneHo: nepenada atpubyta VasExperts-L2-SubsId B Acct
Start/Interim/Stop. OnucaHue B pa3gene Radius-aTpubyThl

[DPDK] lobaBneHo: disable Ethernet Flow Control Ha cTapTe nopTa
[PCRF][DHCPv6-POOL] UcnpaBneHo popmmposaHue Client-DUID npu coctaBneHun DHCP6-
RENEW pons Framed-IPv6-Pool

Client-DUID posxeH 6bITb HeM3MeHHbIM Ha BCeM NpoTsxeHun DHCPv6-ceccmm, Have npu
Renew DHCPv6-cepBep MOXeT BblAaTb BPYrou IPv6-npedurkc, 4To NpUBELET K 3aKpbITUIO
PPPoE-ceccun. Ina poctuxeHus HemsmeHsemoctu Ternepb Client-DUID opmupyeTcs u3
12subs_id aboHeHTa.

[PCRF][DHCP-POOL] cnpaBneHa naeHTudmnkaumsa '3anpoc-oteeT' npu pabote ¢ DHCP-nynamu.
B kavyecTBe ngeHTUdrKaTOpa NCNOJSIb3yeTCs:

Ona DHCPv4 — MAC-agpec aboHeHTa (chaddr) + xid 3anpoca

Ona DHCPv6 — onumsa Client-Id n xid 3anpoca. Cepeep 06sa3aH nepenats onuuio Client-


https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings#дополнительные_настройки
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pcrfctl#pcrf_persist_queue_reconnect
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:cli:pcrfctl#pcrf_persist_queue_reconnect
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings#дополнительные_настройки
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_auth_coa
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting:radius_attr
https://wiki.vasexperts.ru/doku.php?id=dpi:bras_bng:radius_integration:radius_accounting:radius_attr
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Id B oTBeTE, B OT/INYME OT APYrux onumin 3anpoca.
[BRAS] [lobasneHa CLI-komaHga dhcp show stat vrf
BbiBog yncna DHCP-aboHeHTOB B pa3pe3se VRF
[PCRF] JobasneHa CLI-komaHaa pcrf radius enable/disable
[PCRF] JobasneHa CLI-komaHpa pcrf radius ping
[PCRF] JobaeneHa CLI-komaHga pcrf radius status
3meHeHo: ecnun y ceccum HeT Benoro agpeca — BkaovaeTca CG-NAT.
JobasneHo: ecnn ycnyra 11 ynaneHa, NAT Bbik04aeTCca 1 0cBOBOXAAOTCA pecypchbl.
MponcxoguT TONIbKO eCn ecTb (NpoYnTaHbl) gaHHble no flow
[BRAS][DHCP] Ncnonb3oBaHne MAC-agpeca aboHeHTa n3 DHCP-3anpoca gns 12subs id.
Mpwn popmmpoBaHun L2-naeHTtudukatopa aboHeHTa (CM. bras subs id) ucnonb3yetcs
srcMAC u3 ethernet-3aronoeka naketa. B cnyyae, ecnm DHCP-3anpockl npoxoaat Yyepe3 DHCP
Relay, srcMAC B ethernet-3aronoske DHCP-nakeTa yxe He ssnsetca MAC-agpecoM aboHeHTa.
DHCP-3anpocbl Bcex aboHeHTOB, npoxoasaLinx Yyepe3 DHCP Relay, nmetoT oanH n 1oT e MAC B
ethernet-3aronoske v oanH 1 ToT Xe subs_1id.
PeweHne: ons popmupoBaHus L2-naoeHtudukatopa MAC-aapec aboHeHTa Teneps bepeTtcs n3
DHCP-nakeTa, none chaddr.
[PCRF] watchdog — HoBbIn MOHUTOP Radius-cepepoB. OnncaHne B pasaene MoHbI CANCOK
napameTpos
Hoeble napameTpsl fastpcrf.conf:
o TaM-ayT NUHroBaHUA Pagnyc-cepBepos, B CEKyHAaXx.
Ecnm HeT HMKakumx 3anpocos aBTopusaummn, fastPCRF neprnoaunyeckn nuHryet Pagnyc-
cepBepa, nocbinas Server-Status nnu Access-Request. Ecnm cepsep oTse4aeT, TO OH
CYMTAETCa AOCTYMHbIM. 3Ha4YeHne no yMmonyaHuo: 60 cekyHa. radius keepalive=60
o User-Name (radius ping user name) u Password (radius ping user password)
ncesgoaboHeHTa 4S9 MUHM-3anpoCoB.
FastPCRF nbiTaeTca nogaepxmnBaTb COeANHEHME CO BCEMM ONMUCAHHbIMK Pagunyc-
cepsepamu, Nepmoamnyecky Nochlias NMHr-3anpoc Ha cepsepa.
MuHr-3anpoc — 3To 3anpoc Status-Server (ecnu Pagunyc ero nogaep>XvnBaeT) nuamn
0bbI4HbIN Access-Request ¢ 3agaHHbIMM User-Name u Password. 3Tn napameTpbl 3agatoT
User-Name un Password nns nuHr-3anpocos Access-Request (B Server-Status 3tu
napameTpbl He Ncnosb3yTcs). FastDPl BaxeH caM paKT OTBETa cepBepa Ha MUHT-
3anpoc, cogepxunmoe oteeTa (Access/Reject n nx atpubyTbl) He aHanusnpyeTcs. Ecam
LaHHble User-Name n Password He 3afiaHbl — NuHr-3anpoc Access-Request Bce paBHO
byneT nocblnaTtbes, Ho 6e3 aTpubyTos User-Name 1 Password. 3Ha4eHU N0 YMOHaHUIO
HeT. NapameTp radius revive period ynaneH 3a HeHafobHOCTbIO.
N3meHeHo: Ona flow ctaButca npusHak p_flow - cmn.bts check ip |=
ntconnt::bts nat must whip
Mpr3HaK roBopuT 0 TOM, 4TO MAET obpalleHmne ¢ ceporo agpeca n ona atoro flow Tpebyetcs
benbin agpec. Ecnmn 6enbin agpec He Ha3HayYeH — NOMbITKK BblaeneHmsa 6enoro agpeca
npopomxatTtcs (Ana TCP — Tonbko ecnu SYN). 5T0 NponcxoamT n3-3a TOro YTo MOryT UATK
3anpockl C Ceporo agpeca, a ToJIbKO NOTOM nosasaseTcsa ycayra 11, Ho flow yxe cywecTsyeT u
6yneT BE4YHO MEPTBLIN.
N3meHeHo: Ecnv ans flow 3apaH 6enbin agpec, nposepsetca Hannyme 11 ycnyrun. Ecam ycnyrm
HeT — benbin agpec ocBoboxaaeTcs.
[Router] OobaBneHo: coobuieHme 06 owmnbke B fastdpi alert.log "VRF He nmeeT TAP"
Ecnv VRF He nmeeT HM 0fHOro geBaiica — HEBO3MOXXHO aHOHCMPOBaTb aapec B Takon VRF.
JaHHas owwnbka BbiBoanTCcA B fastdpi alert.log He Yawe 4em pa3 B 4ac ana kaxgoro VRF
NobasneHo: komaHabl fdpi cli: nat dump transcode, nat dump translater [ums
npocunsl], nat dump translater data [umsa npocuna]
Hosoe nmsa npouns nonmcmHra — BV##NNNN [#MMMM] [#++++- - - -], rae NNNN — ckopocCTb
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35.

36.
37.

38.

39.

40.

41.

42.
43.

44,

45,

46.

47.

BXoaswero Tpaguka B Kbut/c, MMMM — CKOpPOCTb UCXoadAWero Tpaduka B KbuT/c, + —
BKJIIOYEHHbIV KNacc, — — OTKJIYEHHbIN Knacc. OnucaHue B pasaene ATpubyTbl aBTopu3aLmm
aboHeHTa
[PCRF] OobaBneHo: HoBoe 3Ha4veHne chaddr@opt60 ans onumm radius user name dhcp
Mpumep: radius user name dhcp=chaddr@opt60, User-Name B Access-Request
opmupyetcs n3 MAC-agpeca 3aronoska DHCP nakeTta (none chaddr) u onumm 60, ecnm 3Ta
onumsa ectb B DHCP-3anpoce. OnucaHue B pasgene DHCP Radius proxy - Access-Request
N3meHeHo: ynyyweHo pacno3HaBaHne FACEBOOK VIDEO
WcnpaeneHo: npu pasbope quic_ietf gns nepsoro naketa CRYPTO, ecnun 3apaH offset==0
— npoBepseTca PakT BO3MOXHOWN (hparMeHTaLum
[obaBneHo: n3MeHeHNs NapcMHra — yyeT n3MmeHeHui B Bepcuax Google QUIC: oo Bepcum 34
6b110 gononHUTENbLHOE none "Private Flags". He pa3bupann Takue nakeTbl, HA4MHaAsA C BEPCUM
39 — n3meHuncs nopsfok 6ant ona sanucum "Data Length”
NobaBneH NoanMcKHr n ycayra 16 no 3HaYyeHnam ns nMeHun npogunsd. OnncaHue B pasgene
ATpunbyTbl aBTOpM3aLNN abOHEHTA
[BRAS] [lobaBneHo: HoBas onums bras ip filtering
[hot] ®unbTpauma Tpaduka (buuToBas Macka) MO YMONYAHUIO OTKAOYeHa (=0).
fonyctumble hnarn: 0x0001 — KoHTpoNb nogMeHbl IP aboHeHTa (restricting forged
traffic). lJponaem nakeT Ha nyTn subs - inet, ecau IP-agpec aboHeHTa (SrcIP)
Hen3BecTHbI AN L2 BRAS n bras term by as = 0 un AS aboHeHTa He local.
bras ip filtering=0
[BRAS] lobaeneHo: onuusi bras vrf isolation — n3onsumsa Ha yposHe VRF. OnucaHwve B
pasgene MapwpyTtusaTtop Soft-Router
HobasneHa Hosas onuma fastdpi.conf: [hot] U3onsauma VRF. Mo ymonyaHuio (0), L2 BRAS
He n3onampyeT aboHeHTOB 13 pa3Hbix VRF: ECn gaHHbIN pexXxnm BkatoYeH (1), To aboHeHTbI 13
pa3Hbix VRF 6yayT n30nmpoBaHbl Apyr oT Apyra: ans aboHeHTa u3 VRF1: w03 TakxXe OO/KEH
6biTb B VRF1, local interconnect 6ynet paboTaTb ToNbKo aAns aboHeHTOB 13 ToM Xe VRFL.
bras vrf isolation=0
Mpy BKAOYEHUIN 3TOW OMLUNN:

o 1. ARP aboHeHTa K w3y — obpabaTbiBaeTcs fastDPI Tonbko ecnn aboHEHT 1 W03 B

onHoMm VRF
o 2. ICMP ping wnto3a — obpabaTtbiBaeTcs fastDPl Tonbko ecnm aboHEHT 1 W03 B 0AHOM
VRF

o 3. local interconnect — npumeHseTcs Tonbko ecnn oba aboHeHTa B ogHOM VRF
icnpaeneHo: coobuieHns o6 owmnbke aons KAnMeHTa He JO/KHbI cogepxaTb LF B json
[BRAS][ARP] 3meHeHo: obpaboTka ARP K wto3y. OTBevyaeM Ha ARP-3anpoc K LW03y TOJIbKO
ecnn VRF oTnpasuTens v wi3a cosnagatT (sender n GW Haxoaatcs B oaHon VRF)
[VRF] N3meHeHo: 3apaHune umenun VRF Yyepes ycnyry 254 (Tonbko Radius). OnucaHuve B pasgene
MapwpyTtunsatop Soft-Router
[BRAS][DHCP-Proxy] Session-Timeout n Lease-Time gna Framed-Pool.
Ecnn appec BbigaH n3 Framed-Pool Ha manoe Bpems (Manoe lease-time) n ykasaHo bonbLuoe
session-timeout npu aBTOPU3aLMK, TO BCe 3anpocbl Renew/Rebind oT aboHeHTa HYXHO
noceinaTb Ha DHCP-cepeep Yepe3 PCRF gna npognieHnsa nuueHsnmn, nHadye DHCP-cepeep MoxeT
nocynTaTh, YTO agpec ceobofeH. PeaBTopmnsauna NPOM3BOANTCS TONbKO MPU LOCTMXKEHNM
session-timeout
llobaBneHo: nogaep>xka ycnyru 16 — obpaboTka 3anpoco SYN n nocnenyrowas
nepeafpecauuns 6e3 nepefayn nakeTos B MHTepHeT. OnucaHne B pasgesie ATpubyThl
aBTopm3aumm aboHeHTa
[Router] lobaBneHo: obwme neighbor cache nons VRF.
B HacTponky VRF nobasneHa onuma: router vrf { [cold][optional]
Ctpoka — nmsa ARP kewwa ansa gaHHon VRF no ymonyaHuio, Kaxabli VRF umeet cou
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cobCTBEHHBIN, M30AMPOBaHHLIN OT Apyrux ARP/Neighbor keww. ECan HY»>XHO, 4TO6Obl HECKONBKO
pa3Hblx VRF nmenn obwmin ARP/Neighbor kew, To cnefyet 3afiaTb B onncaHmum 3tux VRF oaHO
M TO e 3HayeHue onuumn neighbor cache. neighbor cache=.. }. OnucaHue B pa3pnene
MapwpyTtusaTop Soft-Router
48. [PCRF] fastpcrf.conf onuus radius user name dhcp — nobaBneHo HOBOE 3Ha4yeHume
opt6l@opt60: radius user name dhcp=opt61@opt60. OnucaHne B pasgene DHCP
Radius proxy - Access-Request.
User-Name B Access-Request opmupyetcs ns DHCP-onumm 61 1 60, ecnm 3Ty onumm eCTb B
DHCP-3anpoce.
HoBble onummn fastpcrf.conf — B kakux aTpubyTtax nepenasatb DHCP-onunn B Access-
Request
[hot] 3apgaHme aTpubyToB, B KOTOPbLIX NepenatoTcs onumm DHCP. ®opmaT 3afaHus:
attr dhcp opt43=vendorId.attrIdrge vendorId — id BeHgopa, yncso ot 0 go 27 32-1.
Ecnm vendorId != 0, To 3HavyeHune nepenaetca B VSA-aTpubyTe.
Ecam vendorId == 0, To 3HavyeHune nepenaeTcs B 0bbl4HOM Paguyc-atpnbyTte (He-VSA)
attrId — id aTtpubyTa, yncno ot 1 go 255
MpepnonaraeTtcs, 4To aTpmbyThl MMelOT TN octets (NepepatTcs Kak eCTb B OBUHApHOM Buae)
3Ha4veHune 0.0 — He nepelaBaTb AaHHbIM aTpUbyT Ha Paanyc-cepeep
3Ha4yeHnsa No yMON4aHuio ykasaHol Huxe: attr dhcp opt43=0.0,
attr _dhcp opt60=43823.34 # VasExperts-DHCP-ClassId,
attr dhcp opt61=43823.33 # VasExperts-DHCP-ClientId
49, [NobaBneHo: nogaepxKa ycayrn 16 n cooTBeTCTBYOLEro npoduns — 3agaHve, yaaneHue,
npocMmoTp Yepes fdpi ctrl npodwmnb coBnafaeT co CTPYKTYpPOR ons ycayru 5
Mpumep 3apaHusa: fdpi ctrl load profile --service 16 --profile.name
portal info 1 --profile.json '{ "ip list"
“/var/lib/dpi/ip list 1.bin", "redirect" : "http://info.test.ru" }'
napametp max_profiles serv16 — 3afaeT MakCMMasbHOe K0A-BO npogunen. Mo
ymon4daHuio 32. OnucaHue B pasgene ATpubyTbl aBTopusauny aboHeHTa
50. [DHCP-Proxy] BeegeHbl pexxumMbl 0bpaboTkn CoA Disconnect. OnncaHune B pasaene Radius CoA
JobasneHa HoBas onumsa bras _dhcp _disconnect, koTopas sBnseTca 6BMTOBOM MaCKOM
crepywowmx gparos:
o Ox0001 — disable acct stop, He nocbinaTh HeMedneHHo acct stop gona
disconnected DHCP-aboHeHTa
o Ox0002 — disable L3 auth, He BbinoONHATL L3-aBTopm3aunn gna disconnected DHCP-
aboHeHTa
o Ox0004 — block traffic — 6nokmpoBaTh BeCb Tpauk oT disconnected aboHeHTa (To
eCTb Ha NyTn subs - inet)
o @x0008 — Ha DHCP Request = oTBe4aTb NAK
o Ox0010 — urHopuposaTb DHCP Request (»xaem DHCP Discovery)
51. [DHCP-Proxy] JobaBneHo: KOHTPOb CMeHbI IP-agpeca aboHeHTa
Ecnn aboHeHTy BbigaeTcsa apyron IP-agpec, To and npexHero IP-agpeca Hy)KHO caenaTtb
LleaHoHC
52. [VRF][CLI] Nognep»xxka VRF nobaBneHa Bo Bce CLI-komaHAbl poyTepa

N3meHeHus B Bepcuu 12.4

,J 0630p Bepcumn 12.4 Ha YouTube:
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DPI

1. NobaBneHo: nogaep»xkKa A8 NPOTOKOI0B OrPaHNYEHNA CKOPOCTY OTLAesbHbIX CeCCUn 1
onpefeneHve KiaccoB Tpauka Ha YPOBHAX KaHana 1 aboHeHTa OnucaHve B pasgene
MonmncmHr No ceccun N nepeonpeneseHre Knaccos Tpagurka

#0019 noaaepXXKu 3Ton ycayrmn notpebyerca AONOJHUTEbHASA orepaTnBHas NamMaTh (1o
CPaBHEHWIO CO CTaHAAPTHbLIMK TPEOOBaHNAMM), OHA PE3EPBUPYETCS HACTPONKOM
support service 18=1 #B /etc/dpi/fastdpi.conf

speedtest csl
default keep
cat dscp prof 1.txt|lst2dscp /tmp/dscp prof 1l.dscp

speedtest tbf rate 1l6mbit inbound.rate 16mbit

bittorrent tbf rate 8Mbit

signal tbf rate 1lkbit inbound.rate 2kbit

TCP Unknown tbf rate 8Mbit burst 1Mbit inbound.rate 8Mbit inbound.burst
1IMbit

cat tbf prof 1.txt|lst2tbf /tmp/tbf prof 1.tbf
#o0bpaTHoe KoHBepTUpoBaHne tbf2lst /tmp/tbf prof 1.tbf

fdpi ctrl load profile --service 18 --profile.name test dscp --
profile.json '{ "dscp" : "/tmp/dscp prof 1l.dscp", "tbf"
"/tmp/tbf prof 1.tbf" }'

fdpi ctrl load --service 18 --profile.name test dscp --login DEMO
#Funan/m

fdpi ctrl load --service 18 --profile.name test dscp --vchannel 1

2. NobaBneHo ynpasseHne yposHamu obpaboTkn Tpaduka Ha ypoBHe VLAN. KomaHaa hide
No3BONISIET cenaTb APON Tpaduka C NpeaBapuTebHbIM aHann3oM. OnucaHue B pasgene
ObpaboTka Tpadumka no VLAN

fdpi cli vlan group <id> drop


https://www.youtube-nocookie.com/embed/PPcHMd5qFNg?
https://www.youtube-nocookie.com/embed/PPcHMd5qFNg?
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_shaping:shaping_session
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:vlan_traffic_handling

o

12.

13.

14.
15.

16.
17.

fdpi cli vlan group <id- pass
fdpi cli vlan group <id- hide

. NicnpasneHo: npu cBa3biBaHWK IP C TOFMHOM NPOBEPSIEM, HE CBA3aAH /1M YXKe AaHHbIA IP ¢ 3Tum

nornHoMm. ®yHkums mtd bind ip login cBsizbiBaHMA IP ¢ normMHoM 6€3yCcnoBHO BbINOHANA
unbind nepep cBs3biBaHWEM, He MPOBEPSAA TEKYLLYIO CBA3KY. unbind o4ynwaeT TekyLme
ycnyru, B TOM 4ucne u faHHble ycnyru 9 (netflow, accounting), 4To npMBOANIIO K TUXOMY
cbpocy acct-cHeTHMKOB Npu peaBTOpM3aumnmn aboHeHTa B C/lyvae, ecnm CUHXPOHMU3aums auth
acct B fastPCRF oTkntoyeHa. [laHHbIn kKoMMuT gobaBnseT npoBepky: ecnun IP y)xe cBA3aHO C
npaBWJbHbLIM JIOFMHOM, - bind/unbind/rebind nenatb He HYXHO, yHKLNS

mtd bind ip login npocTo Bo3BpallaeT pesynbTaT "ok".

[obaBneHbl NPOTOKObI
"DTLS","RTCP","LIGHTWAY","GOOGLE_MEET","JITSY","WECHAT","DOT","META_CALLS"
YnydweHo petektuposaHue Skype B STUN

[lobaBneHa curHaTypa npoTokona radmin-port

. DobasneHa nognepxka IPv6 channels (c reload). OnucaHune B pazaene MNoANCUHr

BupTyanbHoro kaHana (vChannel) — HacTtponka ons CIDR
MNpumep 3apaHnA:

fe80::
cat ipchannels6.txt | as2bin6 /etc/dpi/ipchannels6.bin

. JobaeneHa 6noknposka Bcero IPv6 npu BkaodeHHon 4 ycnyre n onumm block options=4
. WcnpaBneHa ownbka B netekTope TELEGRAM TLS, npuoasiias K n3bblToO4HON AeTeKLmm

10.
11.

NlobaBneHa nogaepxxka reload ons IPv6 channels
NlobaBneH npoTokon LiveU. I3meHeHO Ha3BaHMe NpoTokoa radmin-port Ha radmin. Cnncok
NOEHTU(ONKATOPOB HOBbLIX MPOTOKOJIOB

DoT

RTCP
LIGHTWAY
GOOGLE MEET
JITSY
WECHAT

DTLS

META CALLS
LIVEU LRT

HobasneHa HacTponka vchannels default= ona nomeleHnsa HepacnpeLeneHHoOro no
LpYyruM KaHanam Tpaduka B OTAeNbHbIA KaHan (Ho He 0!). OnuncaHwe B pasgene MoamcuHr
BupTyanbHoro kaHana (vChannel) — HacTpoika

icnpaBneHo: NoCTpoeHne CTPYKTYP 4S8 oTBoAa Tpadumka Ha TAP (Owwnbka copTUpOBKHM
mMaccuBa IPv4-agpecos).

HobasneHa nogaepxka 18 ycnyru gns vchannels

NobasneHa nopaepxka 49 ycnyru ons KkaHanos v aboHeHTOB: 610kupoBKa IPv6 Tpaduka.
OnwncaHwue B pasgene AKTusaums ycayrum rno 6a1okmposke IPv6 Tpaguka

fdpi ctrl load --service --login DEMO
fdpi ctrl load --service --vchannel

MNepenmeHoBaH npoToko JITSY - JITSI
NcnpasneHo: ons BupTyasnbHbIX KaHanoB DSCP onpepenseTcs ToNbKO eC/ii yCTaHOBJIeH
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napameTp support service 18. OnucaHue B pasgesne MNosMCKMHT NO Ceccumm un
nepeonpeneneHne Knaccos Tpadpuka — KoHdurypaumnsa CKAT

18. YyeT Homepa ASN ons petekTupoBaHmsa GOOGLE MEET Ha 6a3e DTLS

19. OobasneHo: onpeaeneHune npotokona WECHAT

20. WcnpasneHo: onpeneneHve whatsapp_voice osa TpaHCNoOpTHOro npotokona TCP

21. WcnpassieHo onpefeneHune custom npoTokonos Ha ocHose IPv6 agpecos/CIDR

22. Yny4dweHo pacno3HasaHue openvpn, holavpn, signal

23. [lobaBneHa BO3MOXXHOCTb AOMOJIHATbL OnpenenieHune signal

24. NobaBneHa BO3MOXXHOCTb ncnonb3oaHus CIDR, agpecos n noptoB Ans IPv4 n IPv6 B YepHbIX 1
6enbix cnuckax. B cnyyvae 3apaHns CIDR nnm agpeca 6nokupytotcsa sce TCP nopTtsel (UDP ¢
HacTponkon udp block=3) OnucaHue B pa3gene MNoaroToBKa ci0Bapei Co CMCKOM
610KMpyemMbIX pecypcos

25. [lobaBneHbl yTUAUTLI MPOBEPKM BXOXAEHNS B YepHbI cnncok checklock n B custom
npoTtokon checkproto. B KOMaHAHOW CTPOKE HY>XHO yKa3aTb agpec uam agpec nopt.

26. WcnpasneHo: obpaboTka stun gna TCP

27. N3meHeHo onpepeneHune no realm: ecnv 3agaH Apyron NpoToKON — CMeHa NpoToKoa
NPONCXOANT Cpa3y.

28. [obaeneHo: ycnyra 17 (6e3 npoguna) — 3epkannpoBaHue Tpaduka B 3afaHHbIA VLAN.
OnwucaHve B paspgesne 3epkanuposaHue B VLAN

#lapameTpsl B fastdpi.conf:

span_vlan=

span_ trace=

#/[1n51 ANarHOCTUKN MOXHO UCI0J/1b30BaTh:

#trace ip www span trace wiw ajb save emit

#ecnu 3agath ycayry 12 w17, To B pcap yBuUAWM OPUrMHAIbHYHO 3arnnch n
3epKainpoBaHHYyo

BRAS

NcnpasneHo: TpaHcnauma VLAN gna ARP-nakeToB inet-subs

NcnpaeneHa ownbka c Homepamu AS B IPFIX

NcnpaeneHa ownbka nogaepxku framed-pool

HobasneHo: napameTp netflow tos format, dopmat gaHHbIx nons TOS B IPFIX:

netflow tos format=0 (3Ha4yeHue no ymonyaHuio), 3 bit (Tonbko npuopuTteT), 1 6-bit

(monHbin DSCP). OnucaHmne B pasgene Hactpoinka akcnopTa Full NetFlow B hopmaTe IPFIX

5. JobasneHo: B ipfix fullflow nobaBneHa nepenaya AOMNOAHUTENILHOMO NONS -
opurnHansHoro TOS n3 IP 3arofnoBka, MOXXHO ByAeT CTPOUTb OTYETHI MO BHELLIHEN pa3MeTKe

6. WcnpasneHo: dhcp nak issue

7. WcnpasneHo onpepneneHuve KaHana B IPFIX ons IPv6

8. NobasneHwne optl25 c Ha3BaHMeM nyna nepsou onumei. MpuynHa: KEA npu onpeaeneHmm
KNlacca knmeHTa (optl25) pasbupaeT ToNbKO NepBoro BeHAopa OnncaHne B pa3aene
KoHdurypuposaHue fastPCRF — MNMopaepxxka IPv4-nynos

9. 3akpbiTe DHCP-ceccuin nocne CoA Disconnect. Ecniv nocne PoD (CoA Disconnect) He npuLuno

Hukakoro DHCP-3anpoca fo ncteyveHus lease time, To Takyt CECCUIO HAA0 3aKPbITb C

OTNpaBKOWN AeaHOHca v acct stop. Mpu 3ToM cnefyeT y4nTbiBaTbh TOT (PaKT, 4TO y aboHeHTa

MOXET U3MEeHNTbLCA TuUn ceccum — BMecto DHCP cTaTb StaticlP nunu PPPOE; B 3TOM cny4yae

DHCP-ceccusi nonmxHa bbiTb 3akpbiTa 6€3 geaHoHca n acct stop. Radius CoA — Disconnect-

Request

Ll
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10.

11.

12.

13.

14,

15.

16.

NAT

CLI: B BbIBOA KOMaHAbl dhcp show gobasneH HoBbi NapameTp ts lease expired - Bpems
OKOH4YaHus lease time.

JobasneHa onuus acct disable interim update - 3anpet oTnpasku Interim-Update. He
oTnpasnaThb Interim-Update: acct _disable interim update=1. o ymonyaHuio

acct disable interim update=0 (Interim-Update oTnpasnseTtcs). OnucaHve B pasgene
HacTtponku fastPCRF

flobasneHa nogaepxka IPv6 ona CoA. Command-Code=1 — nownck acct session no IP. Monck
acct-ceccmm moxeT BecTuCb Mo IPve-npedukcy atpnbyTol Framed-IPv6-Prefix nam
Delegated-IPv6-Prefix. B oTBeTe KOMaHbl YKa3blBaOTCHA BCe U3BECTHble IP-afpeca
HanfeHHon acct-ceccum — Framed-IP-Address, Framed-IPv6-Prefix, Delegated-IPv6-
Prefix. Radius CoA — 3anpoc accounting-ceccun gna gaHHoro IP-agpeca

WNcnpasneHo: cli-komanpa dhcp show stat vrf. lMpu onpeneneHnn "XnMBoOCTK" ceCCcMmn He
nposepssica subs id aboHeHTa, — nepepadya IP-agpeca opyromy aboHEHTY MOXET rnosoMaTb
3Ty CTATUCTUKY

NcnpaeneHo: obHoBNneHne lease expired ans agpeca u3 Framed-Pool

llobaBneHo: nogaep>xka Huawei vendor-specific Ter 1. 3Ha4eHne NHTEPNPETMPYETCH KakK
ADSL-Forum-Circuit-Id. Ecnn PPPoE-nakeT cogepxuT Circuit-ld n Huawei tag 1, To
npennoyteHne otaaetcd Circuit-ld, Huawei tagl urHopupyeTtcsa. OnucaHue B pasaene ®opmat
Access-Request ana PPPoE-ceTen — MNoanepxka Huawei vendor-specific tag 1

licmpaBnieHo: AeaHOHC NpeXXHero agpeca, eCn KINEHTY BblAaeTCs HOBbIV

. NcnpasneHo: obpa3oBaHme KOPKK Npu BbigeneHun nybanyHoro agpeca (pefnkoe cobbitue: npu

yoaneHuun ycnyru NAT B MOMEHT BblaeneHns nyean4Horo)

COPM

1.

2.

SDS

1.

1)

HobasneHo n3enevyeHme nHpopmaumm n3 Radius avp framed-ipv6-prefix. JobasneHa
oTnpaska framed-ipv6-prefix n delegated-ipv6-prefix no IPFIX
NcnpasneHus ona COPM: IMAP, revision

ABToMaTunyeckasn reHepauns UUID n coxpaHeHue B channe /var/lib/dpi/sdsuuid.dat

Mauy Munk4y --- "ropog cpean obnakos", pacnosioxeH B lNepy, umeeT cTaTyc BcemnpHoro Hacnenus
tOHECKO

2)

3anuck aboHeHTCcKoro Tpaduka B PCAP cann
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