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Bepcua 11.0 Foundation

11.0 Foundation V

0 He nposBoaunTe 0bHOBNEeHMA sapa Linux. B HOBbIX Bepcusax sapa MoxeT ObiTb HapyLleHa
BbuHapHas coBMmecTuMOCTb € Kernel ABI n ceTeBon apansep nocnie o6HOBNEHUSA He 3arpy3nTcs. Ecnm
Bbl BCE-TaKW Npoussesnn obHOBMIEHNE, TO Ha BpeMs pelleHuns npobiemMbl HaCTPOWNTe B 3arpy3yrke
GRUB 3arpy3ky npexHen sepcun sgpa (B panne /etc/grub.conf yctaHoBuTe napameTp
default=1).

N3MmeHeHun B Bepcuu 11.0
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10.

11.

12.

13.

14,
15.

16.
17.

18.
19.
20.

. JobaBneHa nogaepxkKa cUrHaTyp, onpefenseMbix nonb3osatensiMmm Ha ocHose SNI, IP[:PORT]

nnn SUBNET.

[lobaBneHa 3annck Tpaduka B CX[ ("3aKoH Aposoin").

HobasneHbl npotokosbl FACETIME, NORD_VPN, EXPRESS VPN, PRIVATETUNNEL_VPN,
VPNUNLIMITED, PSIPHON3, CLUBHOUSE, TLS_UNKNOWN, QUIC_IETF, SPEEDTEST.

3meHeHO: No 12 ycnyre nuwyTCa faHHble B pcap M nocjie LeTeKTUPOBaHUS 3aKpbITUSA CeCCum.
[DPI engine] [lobaBneH HacTpanMBaeMbIl TalMayT nNepenpoBepku IP-agpeca.

[SORM engine] Hosas kKoHdurypauus prmt ons obbema meta parser.

N3meHeHo: Ecnm 3afaH napameTp ssl reply --- B BEPCUIO MPOTOKOA CTAaBUTCH 3HAYEHUE 13
npoTtokona content type=0x16.

N3meHeHo: onpeneneHne npoTokonos ssl unknown n tls unknown onpepensieTcs kak: sni
nycTo M cname NycTo — CMOPUM BEPCUMIO 3arosioBka ServerHello (13 nepsbix NaTK 6anTos).
Ecnm Bepcusa <=0x0300 — 3710 ss1_unknown, nHa4ve 310 tls_ unknown. Ecnu 3agaH
napameTp t1s13 unknown — Bcerga cmoTpum ServerHello n ecan Tam Bepcna 0x0304 --- 3T0
Bcerga npotokon tls unknown (HesaBmMcMMO OT sni/cname).

. WcnpasneHo: B harnax layout B none flags cTaBUTCA 3HAYeHME: 2 — eC/n 3TO CiyxebHas

3anuncb Uan He onpegeneHo ele flow nHave yctaHasnmeaem 1 — dir data.

3meHeHo: ecnn 3apaH napameTp ssl _parse reply, NpoucxoauT MOUCK cname.

N3meHeHo: B hopmaT ajb _save sslreply format gobasneHbl 3 HoBble nons tphost (Tun
X0CTa — Bcerpa 2), host (cname), evers — Bepcus ns Extensions (onpenensercsa To/bKO
ecnv 3agaH napameTp t1s13 unknown=1, nHaye 0).

N3meHeHo: ®opmaT clickstream nepepaym ssl-reply. JobasneHsl nons: 1011 —

type host — 4ncno nexunt B host — Bcerga 2 n 1005 cname.

N3meHeHo: coobueHna npu Tpaccmposke Buga DPI(DEF_PROTO, CHANGE_PROTO,

STORED _PROTO) — pobasneHo none cntr_fin, direction.

icnpasneHo: nocne 3akpbiTUSA COEAUHEHNA He NMoMeLLanach 3anuck B short ovepenb ona TCP.
[lobaBneHo: npu Tpaccmposke ana TCP coeanHeHnin coobuieHns nobasneHo coobweHune 06
n3MeHeHUn o4epeau (short/long).

N3meHeHo: popmaT BbiBOAA KOMaHAbl fTdpi cli dump flow cache.

JobasneHo: napameTp ajb _save fragment — 3agaeT 3anucb hparMeHTMPOBAHHbLIX NAKeTOB
B pcap.

3meHeHo: pa3bop npoTokona TLS.

[PCRF][DHCP] UcnpaBneHo: nepefnavya opt82 circuit/remote id B akKayHTUWHT.
HobasneHo: ons storage agent napameTp engine bind cores, koTopbil 3ajaeT
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23.
24,

25.

26.
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28.
29.

NPUBA3KY NOTOKOB 3aMncum K aapam.
[BRAS][DHCPv6] UcnpaBneHo: nafgeHne Ha nakete DHCP-Confirm 6e3 yka3saHusa IPvb-agpecos B
IA_NA-onumw.

WcnpaeneHo: pexum tap mode=1 — He [O/MKHO ObITb OTNPABKM MaKeTOB.

WNcnpasneHo: kpax npu pa3bope L2-3aronoskos ans eher type=0xFFFF.

[PCRF][framed-pool] NcnpaBneHo: npu nobaBieHMmn B y)Ke CyLleCcTBYOLWY onumio optl25 He
y4uTbIBasiock, 4170 dhcp poolname opt=0 — 3TO TO e camoe, 4TO U

dhcp _poolname opt=2. 310 npuBoansIO K fobasneHuio opt125 ons VasExperts npu

dhcp _poolname opt=0.

[BRAS][ARP] lobaBneHo: noaaepxKa pexxnuma cerMeHTnpoBaHuns aboHeHTos B 06wiem VLAN Ha
ceTun goctyna (usonauns aboHeHTOB Ha KOMMyTaTope, TO eCTb abOHEeHTaM He [0CTaBAAeTCS
Tpahmk Mexay apyr Apyrom gaxe B ogHoM vian). lobasneH fastdpi.conf — napameTp
bras arp vlan segmentation: Y4uTbiBaeTCs TONbKO Npu yCTaHOBIEHHOM (hnare 1 B
bras _arp proxy ans ARP-3anpocoB 0T 04HOro aboHeHTa apyromy. off (TUNnYHeIN cnyyam) —
aboHeHTbl A 1 B B ogHoM VLAN mMoryT B3aumogenctsoBaTb Mexay cobon Hanpsamyto, CKAT He
obpabaTbiBaeT ARP-3anpoc oT aboHeHTa A "who has target abonent B IP" on — Ha
KOMMYyTaTOpe BKJIlOYEHa 130/auMa aboHeHTOB, Haxoaawmxca B ogHoM VLAN, noatomy CKAT
[OJHKeH caM oTBeTUTb Ha ARP-3anpoc oT aboHeHTa A "who has target abonent B IP".

[CFG] NcnpaBneHo: He y4nTbIBaNOCh 3HaYeHe napameTpa set packet prioritys
fastdpi.conf.

N3meHeHo: cTaTucTuka SDS_AGENTS  — pobasneHo cyMmapHOe KOM4YeCTBO OLWNBOK 1
NPOLEHT.

3meHeHO: nogfepxKa Heckonbkunx ovepenen SDS_AJB.

JobasneHo: napameTpbl sds_ajb num — konu4yecTBo ovepenen sds ajb (default 1)
sds_ajb bind cores — 3apaeT a4pa, K KOTOPbIM HaZl0 NPUBA3bIBaTL NOTOKW. ECnn He 3apaH
— A4pa Ha3HavalTca aBToMaToM. Mpumep: sds_ajb bind cores=1:1:2:2.

N3MeHeHusa B Bepcum 11.1

N

. [fastPCRF] UcnpaBneHo: nepenava opt82 B akkayHTUHr npu L3 auth

[PCRF] UcnpaBneHo: nepenaya 3HaveHusa atpnbyta opt82 remoteld B akkayHTUHT

[PCRF] JobaBneHo: BO3MOXXHOCTb 3aAaHuns aTpubyToB ans opt82. HoBble napaMeTphbl B
fastpcrf.conf: attr opt82 remoteid=vendorId.attrId, roe vendorId — id BeHgopa.
Ecam vendorId != 0, To 3HaveHune nepenaetcs B VSA-aTpubyTte. Ecim vendorId == 0, 10
3Ha4YeHune nepenaetcs B 0bbi4HOM Paguyc-aTpubyTte (He-VSA) attrId — id aTpubyTa, 4ncno
oT 1 go 255. Ec/im 3T napameTpbl He 3afaHbl, TO opt82 nepenaeTrca B CaefyroLmnx
aTpubyTtax: acct: circuitId: ADSL VSA 3561.1, remoteld: ADSL VSA 3561.2
auth: circuitlId: VasExperts VSA 43823.39, remoteld: VasExperts VSA
43823.33

Mpumep 3afaHusA: attr opt82 remoteid=15.34 attr opt82 circuitid=15.35.

[DPI] JobaBneHbl npoTokosabl ZOOM, NETFLIX, TIKTOK, TWITCH, INSTAGRAM, TWITTER,
LINKEDIN, AMAZON VIDEO, APPLE STORE, APPLE ICLOUD, APPLE UPDATES, APPLE PUSH, APPLE
SIRI, APPLE MAIL

[DPI] HazBaHue npoTokona GOOGLEVIDEO n3meHeHo Ha YOUTUBE

[DPI] Yny4weHa HageXXHoCTb auccektopa HTTP npoTokona npu 6onbLIoM KosimyecTse
noTepb/peTpaHCMUCCUin

. [DPI] UcnpaBneHa owwnbka reload npu HacTpoinke LAG.



N3MmeHeHuA B Bepcum 11.2

N

10.

11.

. [DPI] Mopoepxka gekoamposaHus SNI B npoTokone QUIC IETF (HTTP/3).
. [DPI] Yny4weHa curHaTypa Telegram TLS.
. [PCRF] JobaBneH HoBbi VSA-aTpnbyT B Acct-Stop: [26] VasExperts-Acct-Terminate-Cause

[integer] — BHyTpeHHMI KoL acct stop. MoxeT bbITb NoneseH npu aHannse noros Pagnyca.
[PPPOE] fobaBneHo ypaneHue u3 bl PPPoE-ceccuin npyn OKOHYaHMK paboThl.

. [PPPOE] UcnpaBneHo: npu 3arpy3ke He y4ynuTbiBaAnChL onuumn bras pppoe ac _name u

bras pppoe service name.

[PCRF] UcnpasneHo: npu nepeko4yeHnn Ha apyron Pagnyc-cepsep noceinaem Acct-On ot
nmeHn Bcex fastdpi-cepsepos. Ecnu PCRF obcnyxmnaeT Heckonbko fastDPI, 6yaeT nocbinatbes
Heckonbko Acct-On, — ona kaxxgoro fastDPI otgensHbin Acct-On.

. [DHCPv6] cnpaBneHo: oTnpaBka 3anpocoB Renew/Rebind Ha Paguyc go uctedyeHns expired

timeout, 4TO NPMBOAUNO K 3aKPbITUIO TEKYLLEN acct-ceccum n cTapTy HOBOW.

. [CoA] NcnpaeneHo: CoA Disconnect MOr 3aKpbiTb "3aBUCLLYIO" CECCUIO, CO3AAaHHYI0 Nocne

otnpasku CoA Disconnect.

. [PCRF] JobaBneHo: aTpmnbyTt NAS-Port-Id nobasnserca n gna single-VLAN ceTen n cogepxuT

CTpoky "0/vlan".

[CoA] N3meHeHo: CoA Disconnect Tenepb NPUBOANT K 3aKPbITUIO BCEX acct-ceccuin no
YKa3aHHbIM peKBM3MTaM.

[fastPCRF] NcnpaBneHo: owmnbka npun obpaboTke L3 auth no IPv6.

N3MmeHeHun B Bepcumu 11.3

11.

12.
13.

. CywecTBeHHo nepepaboTtaHa nopaepxxka CG-NAT: KnneHTbl Ha ogHOM benioM agpece dynyT

aKTMBHEE Nepencnosib3oBaTh CECCUN APYr Apyra.

. DobaBneHa nognep>xka pesepsmpoBaHns BRAS B pexxnme L2 (nepekstoyeHne ocyLLecTBaseTcs

yepes cnyxby vrrp/keepalived).

. [fastPCRF] icnpaBneHo: Npy nepektoyeHnn Ha gpyron Paguyc-cepsep nocbinaem Acct-On ot

nmeHm Bcex fastDPI-cepsepoBs. Ecnu PCRF obcnyxueaeT Heckonbko fastDPI, byaeT nocbinatbCs
Heckonbko Acct-On, — ana kaxxgoro fastDPI otgenbHbin Acct-On.

[DHCPv6] UcnpasneHo: oTnpaska 3anpocoB Renew/Rebind Ha Paguyc no nctedyeHns expired
timeout.

. [CoA] UcnpasneHo: CoA Disconnect Mor 3akpbITb "3aBUCLUYIO" CECCUIO, CO3AaHHYI0 rnocie

otnpasBku CoA Disconnect.

[PCRF] LobaBneHo: atpnbyT NAS-Port-Id nobasnsietca n gns single-VLAN ceTei n COLepXuUT
cTpoky "O/vlan". ns single-VLAN ceTen Takxe fobaBnseTcs, Kak n paHblue, aTpnbyT NAS-
Port, conepxawwun VLAN.

. [CoA] N3meHeHo: CoA Disconnect Tenepb NpMBOAMUT K 3aKPbITUIO BCEX acct-ceccui No

YyKa3aHHbIM peKBM3MTaM.
[fastPCRF] NcnpaeneHo: owwnbka npu obpaboTke L3 auth no IPv6.

. [Router] UcnpaBneHo: yganeHne MapwpyTa npuv 3asepweHnn PPPOE ceccuw.
. NcnpasneHns B pabote CG-NAT no pesynbTaTam akcnayaTaumm BETAL.

(S
NlobaBneHbl HoBble NpoTokoabl HUAWEI CLOUD, WOT WARGAMING, PUBG KRAFTON, 4”
RIOTGAMES, FORTNITE EPIC.
WcnpaeneHa paboTa 5 ycnyrn Ha VCHANNEL.
[Router][LAG] NcnpaBneHo: Bbibop cnenytowero aeeanca n3 LAG B cnyyae link down Tekyuiero.



14.

15.

16.

[PCRF] Ecnm B oTBETE aBTOpM3aumn 3agaH Framed-Pool n IP-agpec — urHopupyem Framed-
Pool. 310 KacaeTcsa aBTopu3sauuu PPP, DHCP, DHCPvG.

[PPP] cnpasneHo: ecnn B 0TBETE aBTOpU3aumMm Pagunyc cogepxaTcsa BblaaHHble IP-agpeca
BmecTe ¢ Framed-Pool, — nrHopupyem atpnbyTbl Framed-Pool n He nepenaem nx B PPPoE
BRAS. Hann4ume framed-pool B PPPoE BRAS meHseT noruky PPPOE — BRAS Ha4ynHaeT
KOHTPO/IMpOoBaTb BpeMs nn3bl U nocbiiate DHCP Renew Ha DHCP-cepBepa. B ciiy4ae fBHO
BblL@aHHOro IP-afipeca 3TO MOXXeT NpMBeCTU K 3akpblTuio PPPoE-ceccumn, ecnin DHCP-cepBep
otBeTuT NAK.

[DHCP6] UcnpaBneHo: oTnpaBKka acct Aa)ke ecnm He BKOYeHa ycayra 9.

N3MeHeHusa B Bepcuu 11.4

oUW

8.
9.
10.
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12.
13.

14.

. DobasneHa ycnyra 15 (Special Subscriber): npyn noaknyeHun ycnyrun ana tTpaduka aboHeHTa

yCTaHaBJIMBAETCA NPUOPUTET U3 HACTPOeYHOro napameTpa special dscp (no ymonyaHuio 0).
JobasneH napameTp nat _gcache slice k100, koTopbiii 3a4aeT, CKOJIbKO MOPTOB BblAENATb
Ha Kaxabll slice (no ymonyaHuio 125).

NlobaBneH seqno B clickstream.

YnyduweHa obpaboTka "nyctoro" oteeta Radius.

JobasneHbl vchannels Ha ocHose IP/CIDR.

[Router] lobaBneHo: ecnn BKAOYEH pexum TepMuHaumm no AS (bras_term by as=1), To
poyTep (MapLwpyTu3auns) NpUMeHAeTCs TONbKO ANa Tex aboHeHTCKunx AS, KoTopble
TEPMUHUPYIOTCH. ECnn AS He TeEpMUHUPYETCA — POYTeEpP K NaKeTy He NpuMeHsaeTcs. To xe
CcaMoe OTHOCUTCA U K aHOHCaM abOHEHTCKMX afpecoB: eCin agpec 0THOCUTCS K
HeTepMUHUPYeMoOn AS, Tako apec He aHOHCMPYeTCS.

. [Router] lobaBneHo: geaHoHcupoBaHne Framed-Route noaceTen npyn oeaHOHCUPOBAHUN

aboHeHTa.

MNepexon Ha DPDK 21.11 LTS.

MpoBepeHa ycTaHoBKa Ha ROSA Linux Chrome n VEOS 8.6.

YBesi4eHo 4ncno nogaepKnBaemMbiX NOPTOB A0 24.

WcnpasneHo: CLI komanza router fib dump nokasbiBaeT noaceTu MeHblue [24.
[Router] UcnpaBneHo nageHne npu BHENaHOBOW o4ncTKe ARP-Kella poyTepa.
[BRAS][L3-auth] NcnpaBneHo: yoaneHa otnpaeka Acct-Start ¢ pesepsHoro fastDPI npwu L3-
aBTopu3aumm Ha ocHoBHOM fastDPI.

icnpaBneHune pa3mepa nakeTHoro bydepa ans DPDK 21.11 ¢ apansepom Mellanox.

N3MeHeHus B Bepcuu 11.4.1

W

NcnpasneHa nogaepxka TAP nHTephencos.

. [BRAS][PPPOE] JobasneH HoBbi conf-napameTp bras ppp _padi recreate timeout

NHTepBan BpeMeHu (CEKYHA), B TEYEHME KOTOPOro Bxoasawme ot aboHeHTa NOBTOPHbIE
3anpocel co3gaHma ceccun (PADI) He NpMBOAAT K CO34aHMI0O HOBOW CeCCUM (MCMob3yeTcs yxe
CO3[aHHbIN 06BbEKT ceccun). [laHHbIN NapameTp nNpu3BaH obe3onacutb oT wWTopma PADI-
3anpocamu oT aboHeHTa 1 nepeco3faHns 06beKToB ceccmin. HekoTopble poyTepbl NoCkiIaoT
Heckosibko PADI npu co3gaHnm ceccun, He foxunaasce oteeta oT BRAS. o ymonyaHuio: 5.
3HayeHne 0 — HeT KOHTpPOJIA.

[PCRF][ACCT] UcnpaBneHo: ObpalleHne K yaaneHHbIM JaHHbIM.

[PCRF][ACCT][CLI] LobaBneH BbIBOA TWMa OXXNAAEMOr0 OTBETa A4J14 acct-3anncw.

. [BRAS][CoA] UcnpasneHo: nonck no nornH B CoA update. Ecnin B CoA update (n3meHeHune



npognng aboHeHTa — NOAKAYEHNE NAW OTKJIKDYEHME YCAyr) 3agaHsl login u IP, n aboHeHT no
NOTrNHY He HanfeH — MNblTaeMcs OTbICKaTb Mo IP. PaHee Nonck no norunHy 6bi1 caMbiM
NPUOPUTETHLIM, ec/in He aboHeHT HangeH — CoA update He obpabaTbiBancs.

6. [PCRF] ObHoBNeH cnosapb aTpubyTos radius.

N3MmeHeHuA B Bepcuu 11.4.2

1. N3meHeHo: npu NoakN4YeHN 15 ycayru OTKNK4YaeTCsa PuabTpaumns no YepHbiM Crivckam
KaHana (Mav No yMOs4aHUIo).

2. N3meHeHo: tbf rate 8bit onTMmmsuposaH go drop.

3. Yny4yweHo pacno3HaBaHue npoTokosios RTP u SIP.

4. N3MeHeHo: 0bLWmMI N KaHabHbIN NOSIUCUHI Tenepb npuMeHseTcs B read only pexume (ans
npeadpunbTpa).

5. N3meHeHo: ycnyra 12 npuMeHsaeTcs Noc/e KaHaJlbHOro u aboHEHTCKOro NoIMCUHra.

6. OobasneH Kaw ans 6enoro agpeca: Npu 3KCNOPTE AaHHbLIX Nat TpaHCAALMIA Npw
ocBoboxaeHnmn 6enoro nopTa NCNONb3YTCS peanbHble JaHHbIe U3 K3LWa (paHee 3HaYeHune He
nepepasanock, T.e. =0), HacTpoeyHbI NapamMeTp nat dstaddr cache size 3apaeTt
KONM4ecTBO XpaHuMbix dst _ip:dst port B pamkax 6enoro agpeca ana UDP. Mo ymonyaHuio
Oxffff * 2 (ana TCP He akTyanbHO).

7. N3meHeHo: npn 610KNpoBKe pecypca ocBoboxaeHne flow npomnssoantcsa beictpee (flow
nepemeLLaeTcs B "KOPOTKYH" ovepenb).

1)

Ctabunusaums oCHOBaHMA OAs Aa/lbHENLWEro pa3BuTna: MoObuabHbIe ceTu, aHanuTuka, DDOS
3awmuTa, LI, Al
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