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0630p Bepcum 11 Ha YouTube

11.0 Foundation ¥

o He npoBoaunTe obHoBneHNs aapa Linux. B HOBbIX BepcUsx aapa MoXXeT ObiTb HapyLleHa
HbuHapHas coBMmecTMMOCTb € Kernel ABI n ceTeBon Apansep nocse o6HOBNEHNSA He 3arpy3uTcs. Ecam
Bbl BCE-TaKW npoun3senn obHOBNEHNE, TO Ha BPEMS pelleHns NpobnemMbl HaCTPONTE B 3arpy3ynke
GRUB 3arpy3Ky npexHen sepcun sapa (B panne /etc/grub.conf yctaHoBuTe NnapameTp
default=1).

Bepcua 11.0 Foundation

1. OobaBneHa nopgnep»xxkKa CUrHaTyp, onpegensemMbix Noab3oBatensamm Ha ocHose SNI, IP[:PORT]

nnn SUBNET.

2. JobaeneHa 3anucb Tpacduka B CXM ("3akoH Aposon").

JobasneHbl npoTokobl FACETIME, NORD VPN, EXPRESS VPN, PRIVATETUNNEL VPN,

VPNUNLIMITED, PSIPHON3, CLUBHOUSE, TLS UNKNOWN, QUIC_IETF, SPEEDTEST.

3meHeHOo: no 12 ycnyre nuwyTCA AaHHbIE B pcap M Nnocjie LeTEKTUPOBaHMS 3aKpbITUSA CECCum.

[DPI engine] [lobaBneH HacTpamBaeMbIl TanMayT nepenposepkun IP-agpeca.

[SORM engine] HoBas kKoHdurypauus prmt ona obbema meta parser.

N3meHeHo: Ecnn 3apaH napameTp ssl_reply --- B BEpCUIO MPOTOKO1a CTAaBUTCH 3HaAYEeHNe 13

npoTokona content type=0x16.

8. N3meHeHo: onpeneneHne npoTokoaos ssl unknown n tls unknown onpefensercs Kak: sni
nycTo 1 cname nNycTo — CMOPUM BEPCMIO 3arosioBka ServerHello (13 nepsbix NaTn 6anTos).
Ecnm Bepcusa <=0x0300 — 3710 ss1_unknown, nHaye 310 tls_ unknown. Ecnu 3apaH
napameTtp tls1l3 unknown — Bcerga cmotpum ServerHello n ecnu Tam Bepcus 0x0304 --- 3T0
Bcerga npotokon tls unknown (HesaBucmMmo OT sni/cname).

9. WcnpasneHo: B thannax Layout B none flags cTaBMTCA 3HaYeHNE: 2 — eC/iM 3TO CnyxebHas
3anucb nan He onpeaeneHo ewe flow nHave yctaHasnmeaem 1 — dir data.

10. N3meHeHo: ecniv 3agaH napameTp ssl_parse reply, npoMcxoanT NOMUCK Cname.

11. W3meHeHo: B opmaT ajb save sslreply format pobasneHbl 3 HoBble nonsa tphost (Tun
X0CTa — Bcerga 2), host (cname), evers — Bepcus n3 Extensions (onpenensercsa To/bKO
ecnn 3agaH napameTp t1s13 unknown=1, nHaye 0).

12. N3meHeHo: ®opmaT clickstream nepenayn ssl-reply. LJobasneHbl nons: 1011 —
type host — 4ncno nexunt B host — Bcerga 2 n 1005 cname.

13. N3meHeHo: coobuieHus npu Tpaccuposke suaa DPI(DEF_PROTO, CHANGE_PROTO,
STORED_PROTO) — nobasneHo none cntr_fin, direction.

14. NcnpaBneHo: nocse 3akpbiTUa COeANHEHMA HE noMewanach 3anuck B short oyepeab ana TCP.

15. OobasneHo: npu Tpaccuposke ans TCP coegnHeHun coobuieHmnsa gobasneHo coobuieHme 06
n3MeHeHnn odepean (short/long).

16. N3meHeHo: hopmaT BbiBOAa KoMaHAabl Tdpi cli dump flow cache.

17. OobaeneHo: napameTp ajb save fragment — 3apaeT 3anucb hparMeHTUPOBAHHbLIX MAKETOB
B pcap.

18. W3meHeHo: pa3bop npoTokona TLS.

19. [PCRF][DHCP] UcnpaBneHo: nepenayva opt82 circuit/remote id B akKayHTUHT.

20. NobaeneHo: ona storage agent napameTp engine bind cores, KkoTopbi 3ajaeT
NPUBA3KY NOTOKOB 3anncu K aapam.

21. [BRAS][DHCPv6] cnpaBneHo: nageHne Ha nakete DHCP-Confirm 6e3 yka3aHus IPv6-agpecos B
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22.
23.
24,

25.

206.

27.

28.
29.
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NcnpasneHo: pexum tap mode=1 — He fO/KHO ObITb OTNPABKM NaKETOB.

WcnpaeneHo: kpax npu pasbope L2-3aronoskos ans eher type=0xFFFF.

[PCRF][framed-pool] UcnpaBneHo: npn nobaBieHMM B y)Ke CyLLECTBYHOLLYIO onumio optl25 He
y4uTbIBanock, 4170 dhcp poolname opt=0 — 3TO TO e caMoe, 4TO U

dhcp poolname opt=2. 3710 npuBoanso K fobasneHuio opt125 gns VasExperts npu

dhcp _poolname opt=0.

[BRAS][ARP] NobaBneHo: noanepxKa pexuma cermeHTnposaHusa aboHeHTos B obuiem VLAN Ha
ceTun goctyna (n3onauns aboHeHTOB Ha KOMMyTaTope, TO eCTb abOHEHTaM He A0CTaBAAETCS
Tpadhmk Mexay apyr Apyrom gaxe B ogHoM vian). JobasneH fastdpi.conf — napameTp
bras arp vlan segmentation: Y4uTbiBaeTCs TONbKO Npu yCTaHOBMEHHOM (nare 1 B
bras arp proxy ons ARP-3anpocoB oT ogHoro aboHeHTa gpyromy. off (TunnyHbIN ciyvan) —
aboHeHTbl A 1 B B ogHOM VLAN MoryT B3aumogencTBoBaTb Mexay cobon Hanpsamyio, CKAT He
obpabaTbiBaeT ARP-3anpoc oT aboHeHTa A "who has target abonent B IP" on — Ha
KOMMYTaTOpe BKJIOYEHa 130nauMa aboHeHTOB, Haxoaawmxca B oaHoM VLAN, nostomy CKAT
[0JKeH caM 0TBeTUTb Ha ARP-3anpoc oT aboHeHTa A "who has target abonent B IP".

[CFG] NcnpaBneHo: He y4nTbiBanoCh 3HaveHne napameTpa set packet prioritys
fastdpi.conf.

N3meHeHo: cTaTucTuka SDS_AGENTS  — pobaBiieHo cyMMapHOe KOJIM4eCTBO OLWNBOoK 1
NPOLEHT.

i3meHeHO: nopaep»xka HeCKobkux oyepenen SDS AJB.

fobasneHo: napameTpbl sds ajb num — konu4yecTBo o4vepenen sds ajb (default 1)
sds _ajb bind cores — 3apaeT a4pa, K KOTOPbIM HaZlo NPUBA3bLIBaTbL NOTOKW. ECNn He 3apaH
— ffpa Ha3Ha4aloTcs aBToMaToM. MNpumep: sds_ajb bind cores=1:1:2:2.

N3MeHeHusa B Bepcum 11.1

N

[fastPCRF] icnpaBneHo: nepefava opt82 B akkayHTUHr npu L3 auth

. [PCRF] UcnpaBneHo: nepenaya 3HaveHns atpnbyta opt82 remoteld B akkayHTUHT
. [PCRF] JobaBneHo: BO3MOXHOCTb 3afiaHus aTpubyTos ans opt82. HoBble napameTpsl B

fastpcrf.conf: attr opt82 remoteid=vendorId.attrId, roe vendorId — id BeHgopa.
Ecam vendorId != 0, To 3HavyeHume nepenaetcs B VSA-aTpubyTte. Ecim vendorId == 0, 10
3HaYeHune nepenaetcs B 0bbi4HOM Paguyc-aTpubyTte (He-VSA) attrId — id aTpubyTa, 4yncno
oT 1 po 255. Ecnm 3T napameTpbl He 3afaHbl, To opt82 nepenaetcs B cnefyowmx
aTpubyTtax: acct: circuitId: ADSL VSA 3561.1, remoteld: ADSL VSA 3561.2
auth: circuitId: VasExperts VSA 43823.39, remoteld: VasExperts VSA
43823.33

Mpumep 3apaHna: attr opt82 remoteid=15.34 attr opt82 circuitid=15.35.

[DPI] OobasneHbl npoTokonbl ZOOM, NETFLIX, TIKTOK, TWITCH, INSTAGRAM, TWITTER,
LINKEDIN, AMAZON VIDEO, APPLE STORE, APPLE ICLOUD, APPLE UPDATES, APPLE PUSH, APPLE
SIRI, APPLE MAIL

[DPI] HazeaHue npoTokona GOOGLEVIDEO n3meHeHo Ha YOUTUBE

[DPI] YnyyweHa HageXXHoCTb auccekTopa HTTP npoTokona npu 601bLWIOM KOANYECTBE
noTepb/peTpaHCMUCCUn

. [DPI] NcnpaBneHa owwnbka reload npu HacTpomnke LAG.



N3MmeHeHuA B Bepcum 11.2

N

10.

11.

. [DPI] Mopoepxka gekoamposaHus SNI B npoTokone QUIC IETF (HTTP/3).
. [DPI] Yny4weHa curHaTypa Telegram TLS.
. [PCRF] JobaBneH HoBbi VSA-aTpnbyT B Acct-Stop: [26] VasExperts-Acct-Terminate-Cause

[integer] — BHyTpeHHMI KoL acct stop. MoxeT bbITb NoneseH npu aHannse noros Pagnyca.
[PPPOE] fobaBneHo ypaneHue u3 bl PPPoE-ceccuin npyn OKOHYaHMK paboThl.

. [PPPOE] UcnpaBneHo: npu 3arpy3ke He y4ynuTbiBaAnChL onuumn bras pppoe ac _name u

bras pppoe service name.

[PCRF] UcnpasneHo: npu nepeko4yeHnn Ha apyron Pagnyc-cepsep noceinaem Acct-On ot
nmeHn Bcex fastdpi-cepsepos. Ecnu PCRF obcnyxmnaeT Heckonbko fastDPI, 6yaeT nocbinatbes
Heckonbko Acct-On, — ona kaxxgoro fastDPI otgensHbin Acct-On.

. [DHCPv6] cnpaBneHo: oTnpaBka 3anpocoB Renew/Rebind Ha Paguyc go uctedyeHns expired

timeout, 4TO NPMBOAUNO K 3aKPbITUIO TEKYLLEN acct-ceccum n cTapTy HOBOW.

. [CoA] NcnpaeneHo: CoA Disconnect MOr 3aKpbiTb "3aBUCLLYIO" CECCUIO, CO3AAaHHYI0 Nocne

otnpasku CoA Disconnect.

. [PCRF] JobaBneHo: aTpmnbyTt NAS-Port-Id nobasnserca n gna single-VLAN ceTen n cogepxuT

CTpoky "0/vlan".

[CoA] N3meHeHo: CoA Disconnect Tenepb NPUBOANT K 3aKPbITUIO BCEX acct-ceccuin no
YKa3aHHbIM peKBM3MTaM.

[fastPCRF] NcnpaBneHo: owmnbka npun obpaboTke L3 auth no IPv6.

N3MmeHeHun B Bepcumu 11.3

12.
13.
14,

. CywecTBeHHo nepepaboTtaHa nopaepxxka CG-NAT: KnneHTbl Ha ogHOM benioM agpece dynyT

aKTMBHEE Nepencnosib3oBaTh CECCUN APYr Apyra.

. DobaBneHa nognep>xka pesepsmpoBaHns BRAS B pexxnme L2 (nepekstoyeHne ocyLLecTBaseTcs

yepes cnyxby vrrp/keepalived).

. [fastPCRF] icnpaBneHo: Npy nepektoyeHnn Ha gpyron Paguyc-cepsep nocbinaem Acct-On ot

nmeHm Bcex fastDPI-cepsepoBs. Ecnu PCRF obcnyxueaeT Heckonbko fastDPI, byaeT nocbinatbCs
Heckonbko Acct-On, — ana kaxxgoro fastDPI otgenbHbin Acct-On.

[DHCPv6] UcnpasneHo: oTnpaska 3anpocoB Renew/Rebind Ha Paguyc no nctedyeHns expired
timeout.

. [CoA] UcnpasneHo: CoA Disconnect Mor 3akpbITb "3aBUCLUYIO" CECCUIO, CO3AaHHYI0 rnocie

otnpasBku CoA Disconnect.

[PCRF] LobaBneHo: atpnbyT NAS-Port-Id nobasnsietca n gns single-VLAN ceTei n COLepXuUT
cTpoky "O/vlan". ns single-VLAN ceTen Takxe fobaBnseTcs, Kak n paHblue, aTpnbyT NAS-
Port, conepxawwun VLAN.

. [CoA] N3meHeHo: CoA Disconnect Tenepb NpMBOAMUT K 3aKPbITUIO BCEX acct-ceccui No

YKa3aHHbIM PEKBU3UTAM.

. [fastPCRF] NcnpasneHo: owwnbka npu obpaboTke L3 auth no IPv6.

. [Router] UcnpaBneHo: yganeHne MapwpyTa npuv 3asepweHnn PPPOE ceccuw.
10.
11.

WNcnpasneHus B pabote CG-NAT no pesynbTaTaM akcnayaTaunn BETAL.

NobasneHbl HoBble NpoTokosabl HUAWEI CLOUD, WOT WARGAMING, PUBG KRAFTON, LOL
RIOTGAMES, FORTNITE EPIC.

NcnpaeneHa paboTa 5 ycnyrn Ha VCHANNEL.

[Router][LAG] UcnpaBneHo: Bbibop cnepytowero aesanca ns LAG B cnydae link down Tekyuero.
[PCRF] Ecnu B oTBeTe aBTOpu3aumu 3agaH Framed-Pool n IP-agpec — urHopupyem Framed-
Pool. 3To kacaeTcsa aBTopusauun PPP, DHCP, DHCPv6.



15.

16.

[PPP] cnpaBneHo: ecan B 0TBETE aBTOpPU3aL MM Pagnyc coaepxaTcsa BblaaHHbIe IP-agpeca
BMecTe ¢ Framed-Pool, — urHopupyem atpubyTel Framed-Pool n He nepefaem nx B PPPoOE
BRAS. Hann4ue framed-pool B PPPOE BRAS meHsieT noruky PPPOE — BRAS Ha4ynHaeT
KOHTPOMpPOBaTh BpeMs Nn3bl U nocblnate DHCP Renew Ha DHCP-cepBepa. B ciiyyae siBHO
BblA@HHOro IP-afipeca 3TO MOXXeT NpMBECTU K 3akpbiTuio PPPoE-ceccumn, ecnn DHCP-cepsep
otBeTuT NAK.

[DHCP6] NcnpaBneHo: oTnpaska acct faxke ecnu He BKOYeHa ycnyra 9.

N3MeHeHusa B Bepcuu 11.4

N

ouv kW

8.
9.
10.
11.
12.
13.

14,

. DobasneHa ycnyra 15 (Special Subscriber): npn noaknoyeHun ycnyrun gna tTpaduka aboHeHTa

yCTaHaB/IMBAETCA NPUOPUTET M3 HACTPOeYHOro napameTpa special dscp (no ymonyaHuio 0).
fobasneH napameTp nat gcache slice k100, KoTopbl 3agaeT, CKOJIbKO NOPTOB BblAeNATb
Ha Kaxxabli slice (no ymonyaHuio 125).

NlobaBneH seqno B clickstream.

YnyduweHa obpaboTka "nyctoro" oteeta Radius.

llobasneHsbl vchannels Ha ocHoBe IP/CIDR.

[Router] lobaBnieHO: ec/in BKOYEH pexum TepMuHaumm no AS (bras_term by as=1), To
poyTep (MapLwpyTu3auns) NpUMeHAeTCs TONbKO ANa Tex aboHeHTCKnx AS, KOTopble
TEPMUHMPYIOTCA. ECnn AS He TepMUHNPYETCA — POYTEP K MaKeTy He NpUMeHSaeTCs. To xe
CaMoe OTHOCUTCS M K aHOHCaM abOHEHTCKMX aApecoB: eCn afpec OTHOCUTCS K
HeTepMUHUpyemon AS, Takon apec He aHOHCUpYeTCA.

. [Router] [lobaBneHo: geaHoHcupoBaHne Framed-Route noagceTten npyn oeaHOHCUPOBaHU

aboHeHTa.

Mepexon Ha DPDK 21.11 LTS.

MNpoBepeHa ycTaHoBka Ha ROSA Linux Chrome n VEOS 8.6.

YBeJIM4eHO Yncno nogaepXXmnBaembix NopToB A0 24.

NcnpaeneHo: CLI komaHpa router fib dump noka3sbiBaeT noaceTu meHblue /24.
[Router] cnpaBneHo nageHne npu BHeNaHOBOM 04nCTKe ARP-kella poyTepa.
[BRAS][L3-auth] UcnpaBneHo: yaaneHa oTnpaBka Acct-Start ¢ pesepsHoro fastDPI npu L3-
aBTopu3aumm Ha ocHoBHOM fastDPI.

icnpaBneHune pa3mepa nakeTHoro bydepa ans DPDK 21.11 ¢ apaneepom Mellanox.

N3MeHeHusa B Bepcuu 11.4.1

s

. NcnpaeneHa nogaepxka TAP nHTepgencos.
. [BRAS][PPPOE] lobaBneH HoBbIN conf-napameTp bras ppp padi recreate timeout

WHTepBan BpemMeHn (CEKYHA), B TEYEHME KOTOPOro BXxoasLwme oT aboHeHTa NOBTOPHbIE
3anpockl co3gaHus ceccum (PADI) He NPUBOAAT K CO34aHMI0 HOBOW CeCcCcum (MCronb3yeTes yxxe
CO34aHHbIN 00beKT ceccun). aHHbIN NapamMeTp npu3saH obe3onacuTb oT wTopma PADI-
3anpocamu oT aboHeHTa 1 nepeco3faHus 06beKTOB ceccmin. HekoTopble poyTepbl NOCLIIAOT
HeckoJibko PADI npu co3paHum ceccum, He goxungaace oteeta oT BRAS. o ymonyaHuio: 5.
3HayveHne 0 — HeT KOHTpONA.

[PCRF][ACCT] UcnpaBneHo: ObpalleHne K yaaneHHbIM AaHHbIM.

[PCRF][ACCTI[CLI] DobaBneH BbIBOA TWUMa OXKNAAEMOro OTBETa ANd acct-3anmcu.

. [BRAS][CoA] UcnpasneHo: nouck no soruH B CoA update. Ecnun B CoA update (n3meHeHne

npocgnna aboHeHTa — NOAKNYEHNE UK OTKJIDYEHME YCnyr) 3adaHsl login u IP, n aboHeHT no
NOTMHY He HaleH — MNblTaeMcs O0TbICKaTb Mo IP. PaHee nonck no norunHy 6uin1 caMbiM



NPUOPUTETHLIM, ecin He aboHeHT HangeH — CoA update He obpabaTbiBancs.
6. [PCRF] ObHoBNeH cnoBapb aTpubyTos radius.

N3MeHeHuAa B Bepcum 11.4.2

1. i3meHeHO: npu NoAKAYeHUN 15 ycnyru OTKAOYaeTCs puabTpaumns no YepHbIM CrCKam
KaHasa (M1 No yMoJiHaHuIo).

2. N3meHeHo: tbf rate 8bit onTumusmposaH fo drop.

3. YnyduweHo pacno3HaBaHune npoTtokoaos RTP u SIP.

4. N3MeHeHo: 06NN N KaHaIbHbIN MONNCKMHI Tenepb NpUMeHseTcs B read only pexxume (ans
npeapunbTpa).

5. M3meHeHo: ycnyra 12 npuMeHsaeTcs noc/e KaHaslbHOro M aboHEHTCKOro NoJIMCUHTa.

6. JobaBneH k3w on1a 6enoro agpeca: Npy 3KCNOPTE AaHHbIX nat TpaHCAAUUIA Npu
ocBoboxxaeHun 6enoro nopTa NCNOb3YIOTCSA peasibHble AaHHble U3 KL (paHee 3HaYeHune He
nepepasanoch, T.e. =0), HacTpoe4yHbI NapamMeTp nat dstaddr cache size 3apaet
KONM4ecTBO XpaHuMbix dst ip:dst port B pamkax 6enoro agpeca ana UDP. Mo ymonyaHuio
Oxffff * 2 (ana TCP He akTyasbHO).

7. N3meHeHo: npn 610KnpoBKe pecypca ocBoboxaeHune flow npomnssoantca boictpee (flow
nepemeLlaeTcs B "KOPOTKY" ovyepenb).

1)

Ctabunmnsauns oCHOBaHMA 4N19 AalbHENLWero pa3suTus: MobuabHble ceTu, aHannTuka, DDOS
3awmTa, LI, Al
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