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11.0

0630p Bepcun 11 Ha YouTube:

==

Foundation ¥

o He npoeBoante o6HOBNEHMA sapa Linux. B HOBbIX Bepcuax sapa MoxeT BbiTb HapyLleHa
buHapHas coBMecTumocTb ¢ Kernel ABI n ceTeBown apanBep nocae 06HOBAEHMA He 3arpy3nTca. Ecan
Bbl BCe-TaKuW npon3ssenn obHOBNEHME, TO Ha BPeMA pelleHuns npobnembl HAaCTPoOWTE B 3arpy3ynke

GRU

B 3arpy3Ky npexHen sepcun sapa (B panne /etc/grub.conf yctaHoBuTE NnapameTp

default=1).
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10.
11.

12.

13.

pcua 11.0 Foundation

. DobaBneHa nognep)xkKa CMrHaTyp, onpenensiemslx nosb3oBaTensamm Ha ocHose SNI, IP[:PORT]
nnn SUBNET.

flobasneHa 3annce Tpaduka B CX[ ("3akoH Aposoin”).

JobasneHbl npoTokoabl FACETIME, NORD VPN, EXPRESS VPN, PRIVATETUNNEL VPN,
VPNUNLIMITED, PSIPHON3, CLUBHOUSE, TLS_UNKNOWN, QUIC_IETF, SPEEDTEST.

3meHeHo: Mo 12 ycnyre NUWYTCA AaHHbIe B pcap W Nocjie AeTeKTUPOBAHUSA 3aKPbITUS CECCUMN.
[DPI engine] lobaBneH HacTpanmBaeMbIl TaMayT nepenposBepku IP-agpeca.

[SORM engine] HoBas KoHpurypauus prmt gns obvema meta parser.

N3meHeHo: Ecnn 3apaH napameTp ssl_reply --- B BepCUIO MPOTOKO1A CTAaBUTCH 3HAYEHUE 13
npotokona content type=0x16.

3meHeHo: onpeneneHne npoTokonos ssl unknown n tls unknown onpefensercs Kak: sni
nycTo 1 cname NycTo — CMOPUM BepCuto 3arosioBka ServerHello (13 nepsbix NaTn 6anTos).
Ecnm Bepcusa <=0x0300 — 3710 ss1_unknown, nHaye 310 tls unknown. Ecnu 3apaH
napameTtp tls13 unknown — Bcerga cmotpum ServerHello n ecnu Tam Bepcus 0x0304 --- 3T0
Bcerga npotokon tls unknown (HesaBucmMMo OT sni/cname).

WNcnpasneHo: B hannax Llayout B none flags cTaBuTCA 3Ha4yeHme: 2 — eCnam 3To ciyxxebHas
3anncb WK He onpegeneHo ewe flow nHave yctaHasnmeaem 1 — dir data.

N3meHeHo: ecnn 3afaH napameTp ssl _parse reply, NpoucxoauT NOUCK chame.

N3meHeHo: B popmaT ajb _save sslreply format pobasneHbl 3 HoBble nons tphost (Tun
xocTa — Bcerpga 2), host (cname), evers — Bepcus u3 Extensions (onpepnensieTcs To/1bko
ecnn 3agaH napameTp tlsl3 unknown=1, nHave 0).

3meHeHo: ®opmaT clickstream nepenayn ssl-reply. lobaBneHsbl nons: 1011 —

type host — yncno nexunt B host — Bcerga 2 n 1005 cname.

N3meHeHo: cooblueHnsa npu Tpaccmposke Buaa DPI(DEF_PROTO, CHANGE_PROTO,


https://www.youtube-nocookie.com/embed/aVsUsOcUhaA?
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STORED_PROTO) — pobasneHo none cntr fin, direction.

icnpaBneHo: nocsie 3aKpbITUA COeQUHEHNS He noMellanacb 3annck B short ovepenb ans TCP.
[lobaBneHo: npu TpaccmpoBke ana TCP coeanHeHnin coobuieHns nobasneHo coobueHune 06
n3meHeHun ovepean (short/long).

N3meHeHo: hopmaT BhiIBOAA KoMaHAbl fdpi cli dump flow cache.

HobasneHo: napameTp ajb save fragment — 3apgaeT 3anucb (hparMeHTUPOBAHHbLIX MaKeTOB
B pcap.

3meHeHo: pa3bop npoTokona TLS.

[PCRF][DHCP] UcnpaBneHo: nepenaya opt82 circuit/remote id B aKKayHTUHT.
NobasneHo: onsa storage agent napameTp engine bind cores, KoTopbI 3a4aeT
NPUBA3KY NOTOKOB 3aMnCK K aapam.

[BRAS][DHCPv6] UcnpaBneHo: nageHne Ha nakete DHCP-Confirm 6e3 yka3aHus IPv6-agpecos B
IA_NA-onuun.

WcnpasneHo: pexum tap mode=1 — He [O/MKHO ObITb OTNPABKM MAaKETOB.

WcnpaeneHo: kpax npu pa3bope L2-3aronoskos ans eher type=0xFFFF.

[PCRF][framed-pool] NUcnpaBneHo: npn nobaBieHMmM B y)Ke CyLLeCTBYHOLLYIO onuuio optl25 He
y4uTbIBanock, 4170 dhcp poolname opt=0 — 3TO TO e caMoe, 4TO U

dhcp _poolname opt=2. 310 npuBoansO K fobasneHuio opt125 ons VasExperts npu
dhcp_poolname opt=0.

[BRAS][ARP] lobaBneHo: noaaepxKa pexnuma cerMeHTnpoBaHns aboHeHTos B 06wiem VLAN Ha
ceTun goctyna (u3onauns aboHeHTOB Ha KOMMyTaTope, TO eCTb abOHEeHTaM He A0CTaBAAETCS
Tpadhmk Mexay apyr Apyrom gaxe B ogHoM vian). IobasneH fastdpi.conf — napameTp
bras arp vlan segmentation: Y4uTbiBaeTCs TONbKO NpuU yCTaHOBJIEHHOM (hnare 1 B
bras arp proxy ons ARP-3anpocoB oT ogHoro aboHeHTa gpyromy. off (TUNuYHbIN Ciyvan) —
aboHeHTbl A 1 B B ogHOM VLAN MOryT B3aumoaencTBOBaTb Mexay cobon Hanpsamyto, CKAT He
obpabaTbiBaeT ARP-3anpoc oT aboHeHTa A "who has target abonent B IP" on — Ha
KOMMYyTaTOpe BKJIlOYEHa 130nauma aboHeHTOB, Haxogsawmxca B ogHoM VLAN, nostomy CKAT
[OJKeH caM oTBeTUTb Ha ARP-3anpoc oT aboHeHTa A "who has target abonent B IP".

[CFG] NcnpaBneHo: He y4nTbIBaNoCh 3Ha4eHe napameTpa set packet prioritys
fastdpi.conf.

N3meHeHo: cTaTncTka SDS_AGENTS_ — pnobaBieHo CyMMapHOe KOJIM4eCTBO OWnBHOoK 1
MPOLLEHT.

3meHeHO: nopaepxka HeCKobKux oyepenen SDS AJB.

JobasneHo: napameTpbl sds_ajb num — kKonu4yecTBo o4vepenen sds ajb (default 1)
sds_ajb bind cores — 3apaeT a4pa, K KOTOPbIM HaZlo NpUBA3bIBaTbL NOTOKW. ECnn He 3apaH
— Afpa Ha3Ha4aloTCA aBToMaToM. pumep: sds_ajb bind cores=1:1:2:2.

N3MeHeHusa B Bepcum 11.1

1.
2.
3.

[fastPCRF] NcnpaBneHo: nepefava opt82 B akkayHTUHr npu L3 auth

[PCRF] UcnpasneHo: nepefada 3HavyeHusa atpnbyta opt82 remoteld B akKayHTUHT

[PCRF] [lobaBneHo: BO3MOXXHOCTb 3afaHuns aTpmbyTos ans opt82. HoBble napameTpbl B
fastpcrf.conf: attr opt82 remoteid=vendorId.attrId, roe vendorId — id BeHgopa.
Ecam vendorId != 0, To 3HaveHune nepepnaetcs B VSA-aTpubyTte. Ecim vendorId == 0, 10
3HaYeHune nepenaeTcs B 0bbi4HOM Paguyc-atpubyTte (He-VSA) attrId — id aTpubyTa, 4yncno
oT 1 po 255. Ecnm 3T napameTpsbl He 3afaHbl, To 0pt82 nepenaetcs B cnefyowmx
aTpubyTtax: acct: circuitId: ADSL VSA 3561.1, remoteId: ADSL VSA 3561.2
auth: circuitld: VasExperts VSA 43823.39, remoteld: VasExperts VSA
43823.33

Mpumep 3afaHus: attr opt82 remoteid=15.34 attr opt82 circuitid=15.35.



[DPI] OobasneHbl npoTokonbl ZOOM, NETFLIX, TIKTOK, TWITCH, INSTAGRAM, TWITTER,
LINKEDIN, AMAZON VIDEO, APPLE STORE, APPLE ICLOUD, APPLE UPDATES, APPLE PUSH, APPLE
SIRI, APPLE MAIL

[DPI] Ha3zeaHue npotokona GOOGLEVIDEO n3meHeHo Ha YOUTUBE

[DPI] YnyyweHa HaaeXXHoCTb auccekTopa HTTP npoTokona npu 601bLWIOM KOANYECTBE
noTepb/peTpaHCMUCCUin

. [DPI] NcnpaBneHa owwnbka reload npu HacTpomnke LAG.

N3MeHeHUsa B Bepcum 11.2

N

10.

11.

. [DPI] Noppepxka aekoauposaHus SNI B npotokone QUIC IETF (HTTP/3).
. [DPI] Yny4weHa curHaTypa Telegram TLS.
. [PCRF] JobaBneH HoBbIn VSA-aTpnbyT B Acct-Stop: [26] VasExperts-Acct-Terminate-Cause

[integer] — BHyTpeHHMI Ko4 acct stop. MoxeT bbiTb MoneseH npu aHaanse noros Pagnyca.
[PPPOE] fobaBneHo yaaneHue u3 bl PPPoE-ceccuin npyn OKOHYaHMK paboThl.

. [PPPOE] UcnpasnieHo: npu 3arpy3ke He y4uTbiBaJUCh ONumnm bras pppoe _ac name u

bras pppoe service name.

[PCRF] NcnpaBneHo: npu nepekatoyeHnn Ha apyron Pagnyc-cepsep nocelnaem Acct-On ot
nmeHwn Bcex fastdpi-cepsepos. Ecnm PCRF o6cnyxuaeT Heckonbko fastDPI, byaeT nocbinatbes
Heckonbko Acct-On, — ona kaxxgoro fastDPI otgenbHbin Acct-On.

. [DHCPv6] UcnpaBneHo: oTnpaBka 3anpocoB Renew/Rebind Ha Paguyc o ncrteveHms expired

timeout, 4TO NPMBOAMIO K 3aKPbLITUIO TEKYLLIEN acct-ceccum 1 cTapTy HOBOW.

. [CoA] NcnpaBneHo: CoA Disconnect Mor 3aKpbiTb "3aBUCLLYIO" CECCUIO, CO3AaHHYI0 Nocne

otnpasBku CoA Disconnect.

. [PCRF] Jo6asneHo: aTpmbyT NAS-Port-Id nobasnsercsa n ansa single-VLAN ceTein n cogepXxunt

CTpoky "0/vlan".

[CoA] N3meHeHOo: CoA Disconnect Tenepb NpUBOAMT K 3aKPbITUIO BCEX acct-ceccun no
YKa3aHHbIM peKBM3MTaM.

[fastPCRF] NcnpaeneHo: owwnbka npu obpaboTke L3 auth no IPv6.

N3MeHeHusa B Bepcuu 11.3

. CyuwiecTBeHHO nepepaboTaHa noaaepxxka CG-NAT: kKnneHTbl Ha ofHOM Gesom agpece BynyT

aKTMBHEE Nepencnosib3oBaTb ceCChn gpyr gpyra.

. JobaBneHa nogaepxka pesepsmpoBaHus BRAS B pexxnme L2 (nepekntoyeHmne ocyLLecTBAAeTCS

yepes cnyxby vrrp/keepalived).

. [fastPCRF] icnpaBneHo: npu nepekatoyeHnn Ha apyrom Paaunyc-cepsep nocbiaiaem Acct-On oT

nmeHun Bcex fastDPI-cepBepoB. Ecnn PCRF obcnyxnaeT Heckonbko fastDPI, 6yaeT nocbinaTtbes
HeckosbKo Acct-On, — ansa kKaxkaoro fastDPl otoenbHbid Acct-On.

[DHCPv6] NcnpaeneHo: oTnpaska 3anpocoB Renew/Rebind Ha Pagunyc go uctedyeHuns expired
timeout.

. [CoA] UcnpasneHo: CoA Disconnect Mor 3akpbITb "3aBUCLUYIO" CECCUID, CO3AaHHYI0 nocne

otnpasku CoA Disconnect.

[PCRF] JobasneHo: aTpmnbyTt NAS-Port-Id nobasnsetcsa n ons single-VLAN ceTen n conepxut
cTpoky "0/vlan". Ona single-VLAN ceTeln Takxe fobaBnseTcs, Kak 1 paHblue, aTpnbyT NAS-
Port, conepxawwminn VLAN.

. [CoA] N3meHeHo: CoA Disconnect Tenepb NpMBOAWT K 3aKPbITUIO BCEX acct-ceccui No

YKa3aHHbIM PEKBU3UTaM.



12.
13.
14.

15.
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. [fastPCRF] NcnpasneHo: owwnbka npu obpaboTke L3 auth no IPv6.

. [Router] UcnpaBneHo: yaaneHne MapwpyTa npu 3asepweHunn PPPOE ceccuw.
10.
11.

WNcnpaBneHus B pabote CG-NAT no pesynbTaTaM akcnayaTaunn BETAL.

NobasneHbl HoBble NpoTokosabl HUAWEI CLOUD, WOT WARGAMING, PUBG KRAFTON, LOL
RIOTGAMES, FORTNITE EPIC.

NcnpaeneHa paboTa 5 ycnyrn Ha VCHANNEL.

[Router][LAG] NcnpaBneHo: Bbibop cnenytowero aesanca ns LAG B cnyyae link down Tekyuiero.
[PCRF] Ecnu B oTBeTe aBTOpu3aumu 3agaH Framed-Pool n IP-agpec — urHopupyem Framed-
Pool. 3To kacaeTcsa aBTopusauun PPP, DHCP, DHCPv6.

[PPP] NcnpaBneHo: ecnn B 0TBETE aBTOopMU3aumm Pagnyc cogep)xaTcs BolAaHHble IP-agpeca
BmecTe ¢ Framed-Pool, — nrHopupyem atpnbyTbl Framed-Pool n He nepenaem nx B PPPoE
BRAS. Hann4ue framed-pool B PPPOE BRAS meHsieT noruky PPPOE — BRAS HavnHaeT
KOHTPOJIMPOBaTb BpeMsa an3bl 1 nocbiiaTe DHCP Renew Ha DHCP-cepsepa. B ciiy4ae fBHO
BblAaHHOro IP-agpeca 3To MOXeT NpMBECTU K 3aKpblTUo PPPoE-ceccun, ecnn DHCP-cepeep
otBeTuT NAK.

[DHCP6] UcnpaBneHo: oTnpaBka acct Aake ecnm He BKoYeHa ycayra 9.

N3MeHeHusa B Bepcuu 11.4

o v W

8.
9.
10.
11.
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13.

14.

. DobasneHa ycnyra 15 (Special Subscriber): npn noaknyerun ycnyru ana tTpaduka aboHeHTa

yCTaHaB/AMBaeTCsA NPUOPUTET N3 HACTPoeYHOro napameTpa special dscp (no ymonyaHuio 0).
HobasneH napameTp nat gcache slice k100, KoTopbl 3agaeT, CKOJIbKO NOPTOB BblAeNATb
Ha Kaxxabli slice (no ymonyaHuio 125).

NlobasneH seqno B clickstream.

YnyyuweHa obpaboTka "nyctoro" oreeta Radius.

HobasneHbl vchannels Ha ocHose IP/CIDR.

[Router] LobaBneHo: ecnv BKJOYEH pexxuM TepMuHaumm no AS (bras term by as=1), To
poyTep (MapLpyTu3auns) NpUMeHAeTCs TONbKO ANa Tex aboHeHTCKux AS, KoTopble
TepMUHUPYIOTCA. Ecnn AS He TepMUHMPYeTCa — poyTep K NakeTy He npuMeHseTcs. To xe
CaMoe OTHOCUTCS M K aHOHCaM abOHEHTCKMX afpecoB: ec/in aipec OTHOCUTCS K
HeTepMUHUpyemon AS, Takon agpec He aHOHCUpPYeTCS.

. [Router] lobaBneHo: aeaHoHcMpoBaHue Framed-Route noaceTeil Npu AeaHOHCUPOBAHUN

aboHeHTa.

MNepexon Ha DPDK 21.11 LTS.

MpoBepeHa ycTaHoBKa Ha ROSA Linux Chrome n VEOS 8.6.

YBenn4yeHo 41csio nogaep>XXmBaemMblx NopToB 40 24.

NcnpasneHo: CLI komaHga router fib dump nokasbiBaeT NoACceTU MeHbLue /24.
[Router] UcnpaBneHo nageHne npu BHeNaHOBOW o4ncTke ARP-Kelua poyTepa.
[BRAS][L3-auth] cnpasneHo: yaaneHa otnpaska Acct-Start ¢ pesepsHoro fastDPI npu L3-
aBTopm3aumm Ha ocHoBHOM fastDPI.

cnpaBneHune pa3mepa nakeTHoro bydgepa ons DPDK 21.11 ¢ gpavisepom Mellanox.

N3MeHeHusa B Bepcuu 11.4.1

1.
2.

NcnpasneHa nopgnepxka TAP nHTepgencos.

[BRAS][PPPOE] lobaBneH HoBbIn conf-napameTp bras ppp _padi recreate timeout
MHTepBan BpemMeHu (CeKyHA), B Te4eHMe KOTOPOro BxoasAwme oT aboHeHTa NOBTOPHbIE
3anpochkl co3gaHns ceccum (PADI) He NpMBOAST K CO3A4aHMI0 HOBOW Ceccum (MCnonb3yeTcs yxe



CO3[aHHbIN 06BbEKT ceccun). [laHHbIN NapamMeTp nNpu3saH obe3onacuTb OT wWTopma PADI-

3anpocamm oT aboHeHTa 1 Nepeco3aaHns 06beKTOB ceccuit. HEKOTopbie poyTepbl NoChiNaoT

HeckoJibko PADI npu co3gaHnm ceccun, He foxunaasacb oteeta oT BRAS. 1o ymonyaHuio: 5.
3HayveHne 0 — HeT KOHTpONA.

3. [PCRF][ACCT] UcnpaBneHo: ObpalieHune K yaaneHHbIM AaHHbIM.

[PCRF][ACCTIICLI] OobaBneH BbIBOA TUMa OXXMOAEMOro oTBETa A9 acct-3anucu.

5. [BRAS][CoA] NcnpaBneHo: nonck no noruH B CoA update. Ecnm B CoA update (u3meHeHne

s

npocduns aboHeHTa — MNOAK/OYEHNE UAN OTKJIIOYEHUE yCayr) 3aaaHbl login u IP, 1 aboHeHT no

NOTUHY He HahdeH — NblTaeMcs OTbiCKaTb Mo IP. PaHee Nonck no NornHy 6bin cambiM
NPUOPUTETHbLIM, ecnn He aboHeHT HanaeH — CoA update He obpabaTbiBancs.
6. [PCRF] O6HoBneH cnosapb aTpubyTos radius.

N3MeHeHuAa B Bepcum 11.4.2

1. 3meHeHo: npu noakMoyYeHnn 15 ycnyrm oTka4aeTca guabTpaumnsa no YepHolM Crnckam
KaHana (Mam rno ymosiHaHuio).

N3meHeHo: tbf rate 8bit onTumusmposaH go drop.

YnydweHo pacno3HaBaHue npoTtokonos RTP u SIP.

3meHeHOo: 06NN 1 KaHaJIbHbIN NOJIMCUMHI Tenepb NpuMeHseTcsa B read only pexume.
3meHeHo: ycnyra 12 npuMeHsIeTCs Nocse KaHanbHOro  aboHEeHTCKOro NoJINCUHIa.
HobasneH k3w gnsa 6enoro agpeca: Npy 3KCNOpPTe AaHHbIX hat TpaHcaauun npu

ok wnN

0cB0o6OXAeHMMN Beloro NopTa UCNO/b3YITCS PeasbHble aHHble U3 K3La (paHee 3HaYeHne He

nepenasanock, T.e. =0), HacTpoeyHbI NapamMeTp nat dstaddr cache size 3apaeTt

KOMIM4eCcTBO XpaHUMbIXx dst _ip:dst port B pamkax 6enoro agpeca ana UDP. Mo ymonyaHuio

Oxffff * 2 (ona TCP He aKTyasbHO).
7. N3meHeHo: npn 610KNpoBKe pecypca ocBoboxaeHune flow npomnssoantca beictpee (flow
nepemeLLaeTcs B "KOPOTKYH" ovepenb).
1)

Ctabunmnsauns 0CHOBaHMA ANA AaNbHENLWero pa3BuTus: MobuabHble ceTu, aHannTuka, DDOS
3awmuTa, LI, Al
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