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OnucaHue MeTpuk QoE

Excel-chain QOE aHanuTMKa - CNUCOK Nosieit oT4eTOB ByaeT noseseH Npu HacTPOMKe
Tpurrepos. OH NoOMoXXeT pa30bpaTbCs, B KAKOM OTHYETE HAaXOAATCA HYXHbIE faHHbIE.
Bknounte makpochl ansa paborbl ¢ pannom!

Mpumep: OONYCTUM, HYX>XHO HAaTW OTYET, B KOTOPOM COAEPXUTCA MeTpuKa RTT.
[Ns 3TOro B Hy)KHO HanTn MeTpuky RTT B BepxHen Tabnuue ang punabTpaunu, B
A4enKe nog MeTpuMkon HanucaTb "[la", 3aTeM HaxaTb Enter.
B pe3ynbTaTe HMXHAA OCHOBHasA Tabnunua bynet oTunbTpoBaHa MU CTaHyT BUAHbI
TOJIbKO Te 0TYeTbl, B KOTOPbLIX €CTb MeTpuka RTT:

Y KaXx[oro ot4yeTa ecTb NpMMeyaHue, rage nponucaHo, B KaKoM pasgene ero Hantu
(4T0bBI yBMAETH NPUMEYaHne, HyXKHO NPOANCTaTb B Ha4asl0 JOKYMEHTA).

HeTtdnoy

MeTpuka

OnucaHue

3Ha4yeHuA

[lenbTa OKTETOB

Pa3HuuUa Tpaduka (banT) B Ha4asne n B KOHLE
3aflaHHOro nepuofa

JenbTa hparMeHTUPOBAHHbIX
NakeToB

Pa3Huua IP-nakeToB, pa3feneHHbIX Ha
yacTu/pparmMeHTbl B Havasie N B KOHLe 3a4aHHOro
nepuoga

RTT

Bpemsa npuema-nepegayn (aHrn. round-trip time) —
3TO BpeMs, 3aTpavyeHHOoe Ha OTMNpPaBKy CMrHana,
NAC BpeMs, KoTopoe TpebyeTca ans
NOATBEPXKAEHUSA, YTO CUrHaN Bbla NONYyYeH.

970 BpeMs 3aflepXXKu, cleoBaTelbHO, COCTOUT U3
BpeMeHW nepefayn curHana Mexagy oByms
ToYKaMmu B npegenax ogHoro flow.

3a flow B DPI npuHUMaeTCs BCA ceTeBas
aKTMBHOCTb B paMKax source/destination socket
(source IP:port /destination IP:port)

AC NCTOYHUKa

Homep AC xocTa (AS source)

AC nonyyaTtens

Homep AC aboHeHTa (AS dest)

IPv4-agpec nCTo4YHMKa nocse nat

IP-anpec, npeobpa3zoBaHHbIn NAT 13 NpUBaTHOrO B
nNy6ANYHBIN 4019 CBA3M C BHELWHUMW YCTPONCTBAMM
W [OCTYNa B MHTEPHET

MopT ncTo4HMKa nocne nat

MopT, Nnpeobpa3oBaHHbIN NAT 13 NpUBaTHOrO B
ny6ANYHBIN ANS CBA3W C BHELUHUMW YCTPONCTBAMU
W [OCTYNa B MHTEPHET

KaHan/mocT

KaHan — Homep vChannel.
MoCT — HOMep MOCTa, Yepes KOTopbin naeT

Tpauk
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MeTpuka

OnucaHue

3HavyeHus

Knacc cepsuca

Knaccel Tpagmka ¢s0 — cs7. MoagpobHee

0 —csO
1 —csl

7 — cs7

NHpekc IP-nHTepgenca

nony4atens n NHpekc IP-
NHTepenca oTnpasnTens

HanpasneHune Tpaduka

1 — K KoMy
HanpaseH
Tpaduk;

2 — 0T KOro
ncxoonT
Tpaduk.
Mpumep:
MepBbIn
BapuaHT —
NCXoosLWwmnm
Tpaduk;
BTopon
BapuaHT —
BXOOALWLMNN
Tpaduk.

Knukctpum

Bce meTpukn KnvkcTpum onpenensiTca ToNbKO 418 Tpaduka HTTP.
MeTpuku gns Tpaduka HTTPS Henb3sa onpenennTb, Tak Kak OH LWN(POBaHHbLIN

MeTpuka OnucaHue 3HauyeHus
MyTb Appec, no koTopomy nepewesn aboHeHT
Pecypc, c KOTOpOro nocTynun 3anpoc.
YPJ1 MCTOYHMKA 3aMpoca icnonb3yeTca npu nepeagpecauunm: 3anoMnHaeTCs
afipec, C KOTOPOro MnoJjib30BaTe b NnepeLles Ha
CTpaHuLy nepeagpecauunm
User agent. M03B0ASIET NOHATb, C KAKOr0 YCTPOMNCTBA
AreHT noJsib3oBaTens
cAenaH 3anpoc
0 — He
onpenesieHo
MeTo0 MeTop 3anpoca K cepse 1 —GET
a a p pBEPY 2 _ POST
3—PUT
4 — DELETE
200 — OK

Kog pe3synbTaTa

Koa HTTP, KOTOpbIN BEPHYN CcepBep

403 — Forbidden

Pa3smep KOHTeHTa

CKoJIbKO 6alT MHGOPMaLUK BEPHY 1 CEPBEP B OTBET Ha
3anpoc

Twvn KOHTEeHTa

Content-Type B HTTP, ucnonb3yeTtcs oas Toro, 41obb
onpegenntb MIME Tun pecypca

3abnoknposaHo

BuToBas Macka, COAEPXXMT NPU3HAK TOro, 4TO pecypc
6b1n 3a610KMPOBaAH UK NepeanpecoBaH

0x3 pna HTTP
0x1 pnsa
OCTaJIbHOTO
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MeTpuka OnucaHue 3HavyeHums

1 B cnyyae HTTP
Tnn xocTa 2 — CNAME

3 — SNI

4 — QUIC
DNS ¢noy
MeTpuka OnucaHue
XocT IJomeHHoe nms DNS-xocTa n3 DNS-oTBeTa

KaTeropus xocTta

KaTeropus 3a[eMCTBOBAHHOIO X0OCTa, onpenendaeTcda aBToMaTUYECKU

Kosim4yecTBO 3anuncei 13 Cbiporo jiora, CrpynnupoBaHHbIX B 0HY 3anncb

Bcero

arpernpoBaHHOro Jsiora
Ceccum Konn4yecTtBo UHTEpHET-ceccuin aboHeHTa B arpermpoBaHHOM ore
XocThl Ko/1M4ecTBO XOCTOB B arpermMpoBaHHOM sore

KaTeropum xoctoB

Konn4yecTBO KaTEropuin XoCTOB B arpernpoBaHHOM Jiore

DNS hosts IPs

Konu4yectso yHuUKanbHbIX IP-agpecos DNS xocToB

JNlornHbl KonnyecTtBo NOrMHOB B arpernpoBaHHOM Jiore
ABGOHEHTHI KonnyectBo aboHEHTOB B arpernpoBaHHOM nore
KaHa/ibl Konu4yectso vChannels B arpernposaHHOM siore
Bpems Bpemsa Havano ceccum

NI ceccun NI ceccun

Jlorun JNornH aboHeHTa

IPv4-appec nCToYHMKa

IPv6-afpec NCToYHMKaA

MopT UCTOYHMKA

NaHHble 06 NCTOYHMKe 3anpoca. ICTOYHUKOM MOXKET B6biTb Kak abOHEHT,
TaK N XOCT

IPv4-appec nonyyaTtens

IPv6-afnpec nonyyaTtens

MopT nony4yaTens

JlaHHble 0 nonyyaTene 3anpoca. MNonyyatenem MoXeT ObiTb Kak abOHEHT,
TakK 1 XoCT

TpaHcnopT DNS

MpoTokon, ncnonb3yembln ons nepenayu DNS-3anpocos

IP DNS xocTa IP-agpec DNS xocTa

MopT DNS xocTa MopT, ncnonb3yembln DNS xocTom

AbGOHEeHT IP-appec aboHeHTa

MopT aboHeHTa MopT, NCnosib3yeMblin abOHEHTOM

Rrclass Knacc pecypca (RR Class) B DNS-3anpoce
YKa3biBaeT Ha yHKUMIO cepBepa B 06paboTke n xpaHeHun DNS-3anpocos B
cMcTeMe LOMEHHbIX MEH:

Tun DNS
1-A
5 - CNAME

L JonycTrMoe BpeMsa XpaHeHUs SAaHHOW peCypCHOW 3anncu B KaLle
HeoTBeTCTBeHHOro DNS-cepBepa

[aHHble DNS NaHHble RDATA, 3akoaupoBaHHble B base64. Hanpnmep, MOXHO Y3HaTb,
Kakue IP npuHagnexart XocTy

na VLAN YHUKaNnbHbIN NAEHTUPUKATOP BUPTYasIbHOW JIOKaNbHOWN CETU

na Post VLAN VLAN ID nocne nsMeHeHns MapLupyTa

4 DPI Homep DPI, 6epeTca u3z GUI: AamuHuctpaTtop - ObopynosaHue




MeTpuka OnucaHue

KaHan — Homep vChannel.

KaHasn/MocT y

MoCT — HOMep MOCTa, Yepes KOTopbIn naet Tpaguk
MPLS meTKUK MeTkn onsa MmaplpyTmsaumm naketos B ceTax MPLS
GTP cdnoy

GTP (GPRS Tunneling Protocol) — 3To rpynna npoToOK0JI0B COeANHEHNS HAa OCHOBe IP, ncnonb3yemas
B ceTax GSM, UMTS u LTE. MNMpoTokon GTP ncnonb3lyeTtcs onepaTopamMmn MOBMIbLHOM CBA3N Kak
TYHHe b ANda nepefayn faHHbIX. OH COCTOUT M3 ABYX YPOBHEN:

e GTP-C (Control Plane) — cny>xebHasa nHdopmauus, Hanpumep, noas 0 COeANHEHUN,
e GTP-U (User Plane) — nonb3oBaTesibCKME OaHHbIe, TaKNe Kak ronocosas nHpopmaums.

DPI pacwungposeiBaeT GTP-C, 1 31a nHhopmauuna nepegaetca B IPFIX B otyeTbl “GTP dhioy” n
“Cbipont GTP chnoy” B GUL.

GTP-norv NpMMeHAITCA AN Cefywmnx 3anay:

e AHanu3 Harpy3ku Ha basoBble CTaHUMKU: pacnpeenieHne aboHeHTOB Mo 6a30BbIM CTaHUMAM
N MOHMUTOPUHI Tpaduka, 4To nonesHo gna LBS (Location-Based Services).

e MOHUTOPUHI AaHOMAJIMMU: OTCEXMNBAHNE N3MEHEHWNIN B Harpy3ke Ha 6a30Bble CTaHUMK ONs
onpeneneHns OTKJIOHEHWUA OT HOPMbI.

e OTcnexxuBaHue abDOHEHTOB Ha KapTe 1 aHa/n3 NepeMeLLEeHNA: BO3MOXXHa BM3yasim3auus Ha
KapTe, aHa/Jn3 MapLIpPyTOB 1 TEKYLLEr0 MECTOMONOXKEHNS.

Tak)xe HekoTopble onepaTopbl UCNOob3YT GTP-nor ans ceasku IP n IMSI (npeHTudmkaTopa
aboHeHTa), 4T0bbl 06BEANHUTL MHOPMALMIO O NOJIb30BaTeNE U3 Pa3HbIX MHHOPMALMOHHBIX CUCTEM
(DPI, 6unaunHr n gp.).

OT4eT cTpouTCS Ha ocHoBe Bepcun GTP-C V1 n GTP-C V2.

JocTtyn K GTP Log BO3MOXX€eH TOJ/IbKO NnoJsib30BaTesiei, opopMmsLLmMX nmLeH3unio QoE Standard.
MoapobHee

MeTtpuka OnucaHme 1 BO3MOXHbIE 3HAYEHUs

NlaTa [laTa 1 BpeMs perncTpaLuy aboHeHTa Ha BbilKe. B
arrpermpoBaHHOM Jlore 3T0 BpeMs 3aBUCUT OT BPeMEeHM

Bpems arrperauum

Homep SIM-kapTbl
Homep TenedoHa

JlaHHble aboHeHTa

IMEI YHUKaNbHbI NOEHTUPUKALNOHHBIA HOMEP TenedoHa, COAEPKNT
NH(pOPMaLIMIO 0 NPOU3BOAMTENE, MOLENN U MecTe COopKU

IPv4 appec aboHeHTa NlaHHble aboHEHTa, MOTYT MEHATLCS B 3aBUCUMOCTU OT

IPv6 agpec aboHeHTa MeCcTonosioxXeHns aboHeHTa

Bpems, korga 661710 3a(puKCpOBaHO MeCTONoJI0XeHne aboHeHTa

BpemeHHas oTMeTKa aboHeHTa y
(ULI) (korpa aboHeHT nepeknioYmICcs C OLHON BbILLKM Ha APYryio)

Ko CTpaHbi [laHHbIe 0 CTpaHe HAaXOXOEeHNS BbILWKN

0 — He onpepeneHo (?)

Ha3BaHue cTpaHbl 250 — RUSSia
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MeTpuka

OnucaHue u BO3MOXXHbIe 3Ha4YeHus

Kop ceTu (onepaTtopa)

Ha3BaHue ceTun (onepaTopa)

JlaHHble 06 onepaTope, KOTOPOMY MPUHAANEXUT BbILLIKA

0 — He onpegeneHo (?)
1 — MTS

2 — Megafon

20 — Tele2

99 — Beeline

Ko 30Hbl NOKPbLITUA

B kakon "coTe" HaxoauTCcs aboHEeHT. MOXKeT COOTBETCTBOBATb
HeCKO/IbKMM 6a30BbIM CTaHLUMAM

Kop 6a30Boi cTaHUmMK

ba3oBas CTaHUMSA, K KOTOPOWN NoAKM0YMACA aboHeHT. Vix moxeT
ObITb HECKOJIbKO B 30HE MOKPbLITKA

4 DPI Homep DPI, 6epeTca u3z GUI: AaMmuHuctpaTtop - ObopynoBaHue
Bcero Konn4yecTso 3anmcei U3 CbIporo Jiora, CXJIONHyTble B O4HY 3anucb
arrpermpoBaHHOro Jiora
Ceccun KonnyecTtBo MHTepHeT-ceccmin aboHeHTa
WnooTa MecTonono)eHue (wnpoTta) 6a3oBON CTaHUMK, K KOTOPOWN
P noakto4nncs aboHeHT
MecTononoxeHue (gonrota) 6a30Boi CTaHUWN, K KOTOPOM
JonroTa

NOAKYNACSA aDOHEHT

NpaeHTudurkaTop 3nemMeHTa

NoeHTndrKaTop MECTHOCTW, B KOTOPON HaxoaAnTCs abOHEHT.
COCTONT U3 HECKOJIbKUX 3HAYEHUI:

- Kop cTpaHbl

- Koa ceTtun (onepaTtopa)

- Kon 6a30Bon cTaHLmm

- Kopg 30HbI NOKpbITUA

Nmsa snemeHTa

IMs MeCcTHOCTH, B KOTOPOM HaxoamnTcs aboHeHT. CocTonT M3
HECKOJIbKMNX 3HaYeHUN:

- Kog cTpaHbl

- Kop ceTtun (onepaTtopa)

- Kop 6a3oBon cTaHumm

- Kog 30HbI MOKPbITKA

OnuncaHne anemeHTa

OnuncaHne MecTHOCTM, B KOTOPOW HaxoanTcs aboHeHT. CocTouT 13
HECKOJIbKMX 3HAYEHUIA:

- Kop cTpaHbl

- Kop ceTtun (onepaTtopa)

- Kopg 6a30Bo1 cTaHUMK

- Kol 30HbI NOKPLITHSA

NI ceccun ID nHTepHeT-ceccnn aboHeHTa
Bepcua GTP Bepcusa npotokona. Bo3MoOXHble 3HavyeHns: 1, 2
N[ 3anpoca
llaHHble 06 NHTEepHEeT-ceccun
N[ oTBeTa
Kopg pe3sysbTaTa Koa, o6o3Havatowmm nTor onepauumn
Ycnex YKa3biBaeT, 3aBepLueHa 1 onepauunsa ycnewHo




MeTpuka

OnucaHue u BO3MOXXHbIe 3Ha4YeHus

IP cnost ynpasneHua SGW

TEID cnogs ynpasneHua SGW

IP cnos xpaHeHns faHHbIXx SGW

TEID cnos xpaHeHusa OaHHbIX
SGW

IP cnosa ynpasnexHns PGW

TEID cnos ynpasneHusa PGW

IP cnosi xpaHeHns faHHbIX PGW

TEID cnost ynpasneHus PGW

Mong, onucbiBaoLWMe napamMmeTpbl COeAUHEHNA U MAEHTUDUKaL IO
Ha ypoBHe ceTeBbIX Wto30B (SGW 1 PGW) ona nepefaym OaHHbIX U
ynpasneHus. BknoyatoT IP-agpeca n naoeHTUduKaTopbl TyHHeNen
(TEID) pna pa3nmyeHns Tpadurka yrnpasiieHns U Nob30BaTeSIbCKUX
JaHHbIX.

NmMa Touykn gocTyna

Tun Tpadmka. HazBaHne MOXXeT BbITb KaCTOMHOE

Rat

Radio access technology (TexHonorusa pagnonocTtyna). YkasbiBaeT,
KaKoW TexHonormen nonb3yetcs aboHeHT — Bluetooth, Wi-Fi, GSM,
UMTS, LTE wnn 5G.
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