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QoE [awbopp

B pa3zgene QoE AHannTmka - QoE fawbopa cobpaH Habop BCeEX OTYETOB-BUAXKETOB, MMEIOLLINXCA B
cucTeme.

Cioila MOXXHO BbIBECTU N HAaCTPOUTL BCe Heobxoanmsble METPUKN oA y,ﬂ,06CTBa KOHTPOJ14 B BLUAE
YNCNIOBbLIX NHOMKATOPOB WK ouarpamMmm. B BepxHEM MEHI0 MOXXHO Bbl6paTb nepunon CTatuctukKn, no
YMOJ1HaHWUIO BbICTaBJIEHO 2 Yaca.

BuokeTbl MOXHO nepemellaTb, 406aBNATL (NyTeM NepeHoca 13 NpaBol YacTy B NEBYIO), YOANATb.

DedonTtHbIK pawbopn

Mo ymonyaHuio HacTpoeH gawbopp "Default", KoTopble COAEPXUT CneayloLne BUOXKETbI:

e HeTdnoy - MaHenn » CKopocTb Tpaduka

e HeTdnoy - NaHenn » RTT

e Hetdnoy - MaHenn » RTT aboHeHTOB

e Hetdnoy - NMaHenn » RTT pacnpepeneHune

e HeTdnoy - MNaHenn -» RTT no BpeMeHun

e HeTdnoy - MaHenn - CkopocTb Tpacduka

e HeTdnoy - NaHenn -» PeTpaHCMUTLI MO BpeMEeHH

e Hetdnoy - MaHenn -» Ton aboHeHTOB ¢ BbiIcCOKUM RTT (kpyrosas guarpamma)
e Hetdnoy - MNaHenn -» Ton aboHeHTOB ¢ BbiICOKUM RTT (Tabnuua)

e Knukctpum - MaHenn -» Obwime paHHbie

e HeTdnoy - NMaHenn - Ton xocTtoB (KNuUkKcTpum)

e HeTchnoy - MNaHenn - Ton yctpoucts (Knukctpum)

e HeTdnoy - NaHenn -» MOHUTOPUHT anJIMHKOB - MOHUTOPUHT anJIMHKOB

KacToMHble pawbopabl

ECTb BO3MOXHOCTb CO3[1aBaTb KaCTOMHble uam60p,ub| N HaMNONHATb UX NOBLIMK BUIXKETAMMU:

1. HaxaTb Ha "+" (QobaBuTb pgawbopa) Ha naHenn "dawbopabl" B MpaBon YacTu 3KpaHa
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KakuM posisiM _6_yueT AOCTyneH 3ToT faawbopa
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OTMEHUTE CoxXpaHMTE
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3. HaxaTtb “CoxpaHutp”
4. Pa3BepHyTb NaHenb “Bua)keTbl, NepeTalnTb 0TCloAa”, BbibpaTb BUAXKETbI, KOTOPbIE XOTENOCh

6bl BUAETL B Aawbopae v nepetawmTb MX Ha gawbopa.
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BugyxeTaM MOXKHO MeHSATb pa3Mep, NOTAHYB 3@ NPaBbll HUXHWUIA Yro.

MoXXHO nepemeLLaTb BUAXKETHI N0 fawbopay, yaep)XnBas ero 3arosoBok.

Mo KHOMKe = pacKpbIBaeTCA CNUCOK AOMNOJIHUTENbHbIX AeNCTBUA. TaM MOXHO yAaNUTb BULAXKET C
pawbopaa nam nepenTn K HaCTPOMKaM BuaxeTa (AOCTYMNHO He AN BCeX).

BupXxeTthbl

MOHMTOpMHr adMNJINHKOB
TepMuHbl U onpeneneHus

AnnuHkK (Uplink, BocxopsaLwias IMHUA) — 3TO KaHan CBSA3M OT ONepaTopa K BbILLECTOALEMY W/WUN
MaruncTpasbHOMY onepaTopy, OTKyAa onepaTop bepeT NHTepHeT.

RTT (Round-Trip Time, BpeMsa npueMa-nepenaumn) — 3T0 BpeMs, 3aTpavyeHHOE Ha OTMNPaBKy
CUrHana, NcC BpeMs, KoTopoe TpebyeTca And NOATBEPXKAEHUS, YTO CUrHaN Bbl1 Noay4eH. 3To
BPEMSA 3aepXKKK, CliefoBaTesbHO, COCTOUT N3 BPEMEHUN Nepeaayn CUrHana Mexay ABYMS TOYKaMMu.

Ha3sHa4yeHue

CepBuc "MOHMTOPUHI ananMHKOB" No3BosseT 6e3 cneumnanbHbIX 3KCNEPTHbLIX 3HAHWI OHNAWH
BbIABNATbL NpobseMbl C 4OCTYNHOCTbIO CEPBUCA Y MOJb30BaTeNEN, KOTOPbLIE MOTYT BO3HUKHYTh U3-3a
KaHana Mexxay npoBangepom n MHTEPHET-PECYPCOM:

e Mpobnembl UK 3arpyXEHHOCTb BbILIECTOSLLErO orepaTopa (arinHKa).
e MepneHHas paboTa nayM HeJOCTYNHOCTL CaMOro cepsuca.

Ha4yano pa6otbl


https://wiki.vasexperts.ru/doku.php?id=dpi:qoe:use_cases:full_netflow_analytics#описание_rtt

Mepen Havanom paboTbl HEOOXOAMMO BKIOYUTL BO3MOXHOCTb cbopa CTaTUCTUKK. N5 3TOro HaxaTb
Ha UKOHKY = B JIEBOM BEPXHEM YIy 3KpaHa u

BbibpaTb B OTKPbLIBLLEMCA MEHIO NYHKT AAMUHUCTPATOP

BbibpaTb NyHKT KoHpurypaums QoE Stor

QOE Stor

HacTtpovikn cepsunca cbopa ctatuctukm UPLINK LOAD RATE

B nyHkTe Cbop cTatuctukm UPLINK LOAD RATE BbibpaTb BK1t04EHO

vk wNh =

Mocne BbINOSIHEHHbIX AEACTBUIA HaXKaTb KHOMKY COXpaHNTb B BEPXHEN YacTy 3KpaHa.

(]

BHelwiHu# Bupa,

Cepsuc pacnonaraetcsa B QoE aHamTuka = QOE aawbopa. YTobbl nobpaTbca A0 BUOXKETA ANS
MOHUTOPWHIra anJiMHKoB, B 60KOBOW NaHenn ¢ BuaxxeTamm Heobxoaumo BbibpaTb HeTghioy = MaHenn
- MOHUTOPUHI anJMHKOB N NepeTawmTb BUAXKET Ha gawbopa.

Ha 60K0BOIM NaHenn MOXHO HAaCcTPOUTb (1) M yaanuTb (2) KaXKabll BUAXKET.

x]

B okHe HacTponky BugXxeTa (1) MOXKHO U3MEHUTb UMS BUOXKETA Ha aHTINACKOM M PYCCKOM fi3blKax
(3) n ero BugnMocTh (4).

]

B BepxHel 4acTn 3KpaHa MOXXHO BbibpaTb, 3a Kakon nepuog 6yneT oTobparkaTbcs Tpaduk (5),
BblIOpaTb UCTOYHUK OAHHbIX (6).

(]

[N KaXkgoro npoToKosia B ero nianTke 0To6pa>KaeTcs1:

e HaumeHoBaHue npotokona (7)

e 06beM Tpahmka Ha BbiIbpaHHbIA Nepuog (8)

e MepumaHa no RTT K aboHeHTy, ms (9)

e Nenbta Tpaduka, % (10). 3ToO pa3HULa Mexay TpadrKoM 3a BbiOpaHHLIN NEpPUoL BPEMEHU 1
TPahKOM U3 CTAaTUCTMKKN, KOTOPLIA 00bIYHO BbIBAET 3@ aHANOrMYHbIN NEPUOS B TOT XKe AeHb
Hegenm

e Ob6Liasa oueHKa 340poBbsa cepBuca (11):

1. 0-3 6anna — xopowlo, KpuBas 3e/eHOro LuBeTa
2. 4-7 6annoB — yn0BAETBOPUTE/ILHO, KPUBAS XKENTOro LiBeTa
3. 8-10 6annos — nNnoxo, KpMBas KPacHOro LBeTa

L KpMBaﬂ N3MEHEHWNA OUEHKIN 300P0BbA MPOTOKOJIa (12). KpI/IBaFI NMOKa3bIBA€T, CKOJIbKO pa3
MeHAJ1aCb OLUEeHKa NPOTOKOJ1a Ha Bbl6paHHbIVI nepunon BpemMeHn n He ObI10 I NNOXMX OLLEHOK.

]

HacTpoiika NnpoTOKOJIOB B BUpKETe

Mpu HaBe4EHNN Ha BUAXKET B €r0 BEPXHEM MPABOM YTy NOSBUTCS 3HAYOK =. HaxkaB Ha HEro, MOXXHO
nepenTn B HAaCTPOWKK, M6O yaannTb BULKET.

(=]



Mpy HaXXaTUKN Ha NYHKT HacTpoviky 0TKPoeTCsa (hopMa HaCTPONKK. 34eCkb NpeacTaBsieH Crncok
NpoTOoK00B (1), nx konuyectso — oT 1 fo 10. YTobbl 0TObpaxaTb 60sblie 10 MPOTOKOIO0B, MOXHO
no6aBuTb Ha gawbopl HECKOIbKO BUAXKETOB. Hanpumep, MOXHO cenaTbh HECKONbKO TeMaTUYeCKMX
BUAXKETOB — Ha MeCCeHIXepbl 1 couceTn, CTPUMbI 1 NpoYee, B Kaxx4oM A0 10 NnpoToKOo0B.

Nobasnatb (2) nam yaoanatb (3) MOXHO BCe MPOTOKOJbI, KOTOPbIE €CTh B CTaHAAPTHOM cioBape. [Ans
KaXX[0ro NpoTOKOJ/1a MOXXHO HAaCTPOUTb OLEHKM Mo genbTe obbema Tpaduka (4) (B 3aBUCUMOCTH OT
TOro, HAaCKOJIbKO Tpaumk nameHnTcs, bynet pobasneHo ot 0 oo 2 6annos) 1 no nokasatento RTT (5).
[laHHbIA NoKa3aTeb bosiee BaXKHbIN, MO3TOMY HacTpoika bosnee rmbkas ona cepBMCcoB, KOTOPbIE
MOryT ObITb O4€Hb YYBCTBUTEJIbHbI K U3MEHEHUIO 3TOr0 NokKasaTens.

Tak)xe 4519 KaXKL0ro 13 NpoTOKOJI0B MOXHO 3aZlaTh KaTEeropuio BaXXHOCTU (6), koTopas byaeT
nob6aenatb 0T 0 1o 2 6annoB K UTOrOBOW OLEHKE B C/lyHae, eciy CyMma Mo oLeHKaM Tpaduka un
mMeamaHe byaet 6onbLie HynA. PeCypCbl UMEIOT pa3Hyto "4yBCTBMTENbHOCTL". Ba)kHO He fonyckaTb
faxe Hebosblmnx Npobaem ¢ YyBCTBUTENbHBIMK pecypcamMu. KaxxaoMy pecypcy nosib3oBaTeniem
NPVCBaNBaETCA KaTeropmsa BaXXHOCTH:

e KaTeropns 1 — o4eHb NONyNspPHbIA CEPBUC, KPallHe YYBCTBUTENbHBIA K KAYeCTBY M pa3pbiBaM
CBSA3M.

e KaTeropus 2 — HUWLLEBLIA, HO M3BECTHLIN CepBuC, TpeboBaTeNbHbIA K KayecTBy.

» KaTeropusa 3 — CepBWC TOJIbKO Ha4YMHaeT HabmpaTb NOMNYNSPHOCTb, HO CaM HEe MOXXeT
rapaHTUPOBaTb Ka4yeCTBa KOHTEHTA UM KOHTEHT He KPUTUYECKMN BaXKHbIN.

PekoMeH0BaHHbIE 3HAYEHMA BAMAHUA AenbTbl 06beMa Tpaduka Ha OLEeHKY NpoTokona (B %) n
nokasaTtenen RTT onpepensaoTca pa3paboTynkoM n nepenaroTcs onepaTopy, KOTOpbLIN Aanee
HacTpamMBaeT MX UCxoas n3 ocobeHHOCTeN CBOEN CeTH.

]

Y10 penatb B cnyyae I1p06ﬂeMbl

B cnyyae cBOEBPEMEHHOIO BbISIBJIEHNSA 1 NOKaAn3aumm npobaem npoBanaep MOXeT PeLlmnTb uxX:

e [epeKkn4yeHNeM Ha ApYrov ananHk.
e [pnopuTtm3saumnen Tpaduka (NprMeHeHneM "aBapuinHbIX" MOANTUK).
e VIHMummnpoBaHmnem obpalleHns K ananHky o npobnemax.

NMOMEHATbL), TEXHNYEeCKas nogoaepxka nposaﬁmepa CMOXEeT 3KOHOMUTb BpeMsA Ha

) Ecnn peweHne HEBO3MOXHO (Npobnembl y cepBuca MAW anjUHK HEBO3MOXXHO
BbISIBIEHMU Npob/ieM N CBOEBPEMEHHO UH(POPMUPOBATL NOJIb30BaTENEN.

OnucaHue RTT

Bpemsa npuema-nepenaydn (aHrn. round-trip time, RTT) — 3T0 BpeMs, 3aTpayeHHOe Ha OTMpPaBKy
CUrHana, nc BpeMs, KoTopoe TpebyeTca And NOATBEPXKAEHUS, YTO CUrHaN Bbl Noay4eH. 3To
BPEMSA 3alepXKKU, clieloBaTebHO, COCTOUT U3 BPEMEHU Nepefayn CUrHasa Mexay AByMS TO4KaMu B
npegenax ogHoro flow.

3a flow B DPI npvHMMaeTCs BCS ceTeBas akTUBHOCTb B paMkax source/destination socket (source



IP:port /destination IP:port).
Tak Kak Becb flow mexay KnnmeHToM n cepsepoM npoxoanT vyepes DPI, noacyeT RTT Ha DPI
NPOU3BOAMTCA A9 OBYX HarnpaBJieHUN:

1. OT knmneHTa po DPI (o6o3HavyeHue B GUI oT aboHeHTa)
2. OT cepBepa fo DPI (0603HaveHne B GUI K aDOHeHTY)

Pernctpauwns kaxxgoro Hosoro flow Ha DPI nponssoantcs He no coobweHnto SYN oT nHmumatopa TCP
coefnHeHuns, a npu nony4deHun oteeta SYN/ACK, nostomy nogcyet RTT npon3BoAUTCA NCXO4A U3
pa3HULbI Nepesayn 1 npmemMa nocaenyroLmnx coobueHnin:

KNnneHT MOXeT ABNATLCSA CEPBEPOM, a CepBep - KIMEHTOM, B 3aBUCUMOCTU OT TOro, KTO
nHnunanusmpyet TCP coegnHeHne ( TCP SYN ). CooTBeTCTBEHHO, Nlornka noacyeta RTT Torga Toxe
MEHSETCS, U NOACHET BeaeTcs HaobopoT.

Il Ba)XxHO NOHUMaTb, 4TO RTT cynTaeTca ToNbko ans session-oriented ( TCP ) coeguHeHnn. Ons UDP
noacyet RTT He npom3BoaunTcs.

RTT ot aboHeHTa oo DPI

(]

RTT k aboHeHTy - oT cepBepa Ao DPI (B cnyyae ecnu 3aBepLueHne 661710 MHULLMMPOBAHO CO CTOPOHLI KJIMEHTA)

(]

OcobeHHocTn npotokona TCP u pacuet RTT

B Bnay ocobeHHocTen npoTokosa TCP, BO3MOXXHO MHOXECTBO Pa3/iMYyHbIX CUTYaLWiA, BAUAIOWMX Ha
nofcyeT RTT ons KoHKpeTHoro flow.

RTT ot knueHTa Ao DPI ans HekoTopbix flow paBeH HynI0

(]

B cnyyae, ecnn DPI He nony4mnn ACK oT kniveHTa Ha oTnpasneHHbin SYN/ACK. MonobHasa cutyauns
MOXET CNYYUTbCHA MO HECKOJIbKUM MPUYMHAM, HanpuMep, KJIMeHT pa3opBasl coegnHeHne unsnyecku,
nmbo npucnan RST. Bo Bcex noaobHbIx cuTyaumsa, DPI npocTtaBuT 3HaveHune “0” B RTT OT KAMeHTa 4o
DPI ons pnaHHoro flow.

RTT gnsa HekoTopbix flow NpUHUMAIOT oYeHb DonbluMe 3HaYeHUs (AeCATKU CeKyHa)

(]

HanpvmMep, Takas cuTyauns MoXeT BO3HUKHYTb B cjiydae TCP HALF CLOSED CONNECTION
(HanonosmMHy 3akpblTbin TCP), KOrga o4MH U3 Y4aCTHUKOB COeANHEHUS NMpeKpalaeT nepenady
[aHHbIX, 0[JHaKO BCe eLle MOXET MNoJiy4yaTb faHHble OT yAa/leHHOW CTOPOHbl. B TakoM cnydae,
nepegatowas ctopoHa MoxeT rnocnatb FYN/ACK TonbKo rnocne 3aBeplueHns nepenayvn gaHHbIX, B


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:qoe:use_cases:rtt_to.jpg

CnencTeum Yyero, 3HavyeHne RTT 3Ha4YMTENIbHO BO3pPacCTET.

OnucaHue peTpaHCMUTOB

1. O6WuMiA NPOLLEHT PETPAHCMUTOB
2. TpoLUEHT peTpaHCMUTOB, Koraa Tpaduk oT aboHeTa
3. TpOUEHT peTpaHCMUTOB, Koraa Tpaguk K aboHeTy

(=]

Buakl nepesanpocos:

e TCP Retransmission - K1acCM4eCKUN TUN NOBTOPHOM Nnepefayn naketos. OTnNpasuTesb NakeTa,
He MoJly4yMB NOATBEPXAEHUS NoNyYeHUs 0T afpecaTa Mo UCTeYeHUN TanMepa retransmission
timer, oTnpaBssgeT NakeT NOBTOPHO aBTOMATUYeCKMW, Npeanosaras, 4To OH NOTePsH Mo NyTu
CnefoBaHMsA. 3HaYeHMe TanMepa NoACTpanBaeTCa rmbKo U 3aBUCUT OT KPYrOBOro BpeMeHu
nepenayun no ceTn AN KOHKPETHOro KaHa CBA3W. Kak OH pacCYMTbIBAETCSH MOXHO Y3HaTb B
RFC6298 Computing TCP's Retransmission Timer.

e TCP Fast Retransmission - oTnpaBuTenb OTMNPaBAAET MOBTOPHO AaHHbIE HEMELJIEHHO Mnocsie
NpeanosioXXeHns, YTO OTNPABJIEHHbIE MaKeTbl MOTEPSAHbI, HE LOXUAAACh UCTEYEeHUS BpeMeH!
no Tanmepy (ransmission timer). O6bI4HO TPUrrepom ANs 3TOro ABASETCSA NoayyYeHume
HecKonbKknx noapss (06bi4HO Tpr) Ay6AMPOBaAHHbIX MOATBEPXKAEHUI NOJTYHEHNS C OGHUM W
TeM Xe NopsaaKoBbIM HOMepOoM.HanprMep, oTnpaBuTesb Nepenasl NakeT C NOPsSAKOBbIM
HoMepoM 1 1 Nony4nn NOATBEPXKAEHNE - NOPAAKOBLIA HOMep ntoc 1, T.e. 2. OTnpasuTesb
NMOHWMAET, YTO OT Hero XAyT C/lefyLWmnin NakeT ¢ HOMepoM ABa. [peanosoXunm, 4To
crepyowme ABa NakeTa NOTepsanMChb U NoJiyvyaTesb NoJly4aeT AaHHble C NOPSALKOBbLIM HOMEPOM
4. MNony4yaTesib NOBTOPHO OTMNPaB/sSET NOATBEPXKAEHNE C HOMepoM 2. [osy4nB nakeT C
HOMEpPOM 5, oTnpaBuTeNb BCE PaBHO OTNpPaBAAET NOATBEPXKAEHNEe C HoMepoM 2. OTrnpaBuTesb
BUAUT Tpu Ay6MpPOBaHHbIX MOATBEPXAEHNA, MpeanonaraeT, YTo nakeTsbl 2, 3 BblIM NOTEPSHbI
W WNEeT NX 3aHOBO, He J0XWAaAaCh Tanmepa.

e Spurious Retransmission - 3TOT TN NOBTOPHOW Nepefayn nosasuaca B sepcun 1.12 cHudgpepa
Wireshark n 03Ha4aeT, 4T0 OTNpaBMTEIb MOBTOPHO OTMNPABJAET NaKeThbl, HA KOTOpble
noJiy4yaTesib y)Ke 0TrnpaBu NoATBEPXKAEHME.
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