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CnpaBOYHUKHU

KoHdurypauus cnpaBoYHUKOB

Bce cnpaBo4HMKKM HaxoaaTca B nanke /var/qoestor/backend/etc/db/ v nmetoT pacwmnpeHne

LExt

[lns Ka)kaoro crnpaBoyHMKa ecTb obpasel sample. txt. MoXxHO MCMONb30BaTh B KayecTBe WaboHa.

Bce cTonbubl B cipaBoYHUKaXx pasgeneHbl cumaosiom Tabynaumm (\t). Konnyectso \'t fosKHO ObITh
Ha €4MHULY MeHbLUe, YeM Yncio cTonbuos B cnpaBoyHUKe. CneguTe 3a 3TUM BHUMATENbHO.

Mpn n3meHeHun ansios, faHHbIe NOArpyxatTcs B Bl aBToMaTh4YecKu.

HeKOTOpre nosie3Hble KOMaHabl NMpun pa60Te CO CnpaBOYHUKaMW:

. yCKOpI/ITb obHOBNEHME OaHHbIX B CnpaBO4YHNKaX

clickhouse-client --database=qoestor --query="system reload
dictionaries”

. HDOBepI/ITb, €CTb /I oWwmnbKK B CnpaBoOYHNKaX

clickhouse-client --database=qoestor --query="select * from
system.dictionaries"

e [lpoBepuUTb, €CTb SN faHHbIe B CNpaBoYHKKe, HanpuMmep ans subnets local dic

clickhouse-client --database=qoestor --query="select * from
subnets local dic"

Takxe B dpiui2 B pa3aene QoE AHannTuka / AoMuHuctpaTop / MHhopmauma o cripaBoYHUKaXx Bbl
MOXXeTe NOCMOTPETb CMNCOK CMPaBOYHUKOB, OWMOKN 1 cogepxumoe. CM. pasgen VIHhopmauns o
CrnpaBoOYHUKaX.

Cnucok cnpaBO4YHUKOB

CnpaBoYHUK

OnucaHue

Cron6bubl

Mpumep

Mpumevanue

_dic

CnpaBOYHUK
ceTeBbIX
NPOTOKOJIOB.
ObnayHbli
CMpaBOYHUK,
3arpy»aeTca no
pacrnuncaHuio. He
pefaKkTUpyeMblii.

1. Homep AC
2. HasaHue AC

0 -Reserved AS-, ZZ 1

UDEL-DCN, US
ISI-AS, US 5
HN, US 7

LVLT-1, US 2

3 MIT-GATEWAYS, US 4
SYMBOLICS, US 6 BULL-

DSTL, GB 8

RICE-AS, US ...

[Ins NPUHYANTENbHOI 3arpy3Ku CNPaBoYHIKa,
BbIMNOHUTE:

sh
/var/qoestor/backend/app_bash/cron_daily.sh
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CnpaBoOYHMK

OnucaHue

Cronbubl

Mpumep

Mpumeyanue

B maHHbIX
CnpaBoYHMKaXxX
yKasblBaeTcs
CMUCOK BaLUNX
NoKanbHbIX AS 1

NOKaNbHbIX
Eﬁﬁgiﬁmm asnum_local_dic:
:z:onbaymcn ; :g?:ap"'ﬁz asnum _local_dic: [ns ynpasneHns punbTpaumnen no 3Tum cnpaBoyHnKam
onpeaeneHus E)?r:(:eﬁTl;?())KaETc“ B 12345 LOCAL 65535 UNKNOWN ncnonb3ynte napameTpsl SUBSCRIBER_FILTER_MODE u
i TRAFFIC_DIR_DEF_MODE. Cm. pa3aen Ko auns.
::E::l—slolzila-f:ic :agglanlla(!;emn subnets_local_dic: subnets_local_dic: - - M. pashen Konpurypauma
- - (apKT ANBHO 1.IPappec im CIDR  |192.168.1.0/24 LOCAL 10.64.66.0/24 .
o ); oo . 2. Hasgahue (He LOCAL 172.16.0.0 LOCAL Heuuoﬁasnﬂme CAULLKOM 60MbLLYI0 NOACETD.
yCTgHOBJ'IeH ha |oTOGPaX@eTCA B 2a02:2168:aaa:bbbb: : 2 LOCAL Pa3busaiiTe Ha Menkue. OrpaHudenye - 100000000
oT4eTax, Ho popmaT
;)eman:gpea) qum crpaBoyHuKa TpebyeT)
aboHeHTOB
(4T06bI B OTHETAX
no aboHeHTam He
durypuposanu
IP-anpeca
XOCTOB)
B paHHbIX
CNpaBOYHUKaX
yKa3sblBaeTcs
cnucok Balnx AC
1 noacetei
(60 0ANHOYHBIX
IP), koTopble
HeobxoanmMo . asnum_exclude_dic: o
asnum_exclude_dic: - — [ns ynpaeneHns GuabTpaumnen no 3Tum cnpaBoyHNKam
MCKMOMTL U3 |y "hoyenAs 12345 LOCAL 65535 LOCAL ncronb3yitTe napametp SUBSCRIBER_EXCLUDE_MODE.
asnum_exclude_dic arpervupoBantbx |, - sganme Cm. pasgen KoHdurypauuns.

subnets_exclude_dic

noros. MoaceTtw,
yKa3aHHble B

subnets_exclude_dic:
1. IP apgpec unu CIDR

subnets_exclude_dic:
192.168.1.0/24 LOC

AL 10.64.66.0/24

He po6asnsinTe cmikom 60MbLLYIO NOACETD.

byarn |2 Hazeanme T ey PasbuBaiiTe Ha Menkme. OrpaHieHite - 100000000
MrHOPUPOBATLCS
npu 3anucu B
arpernpoBaHHbIN
nor (KoTopblit
ncnonb3lyetcsa
ANA NOCTpoeHns
0T4eTOoB).
1. MCC - Mobile Country
Code - MOBUNGHWIA KO 15 1 17774 4881420
NG Mobile 55.783184763200005  37.525521418974996
Nétwork Code - ko cell _id 0 cell_name_0
cell description 0 250 1 17716

B cnpaBo4Huke
yKa3blBaeTcs
CMUCOK COTOBbIX
6a30BbIX CTaHUUN

MobunbHow ceTn

3. TAC/LAC - Location
Area Code - kop
MECTHOCTY

4. CID/SAC/ECI - Cell ID
- WAEHTUPUKATOP COThI

3398401

55.86518562276

37.66309891922
cell_description_2
3398411 55.8631
37.657007482905

cell id 2
250 1

2193015
cell id 4

cell _name_2
17716

onepatopa ¢ 5. LAT - wipoTa cell _name 4 cell description 4 250 1
gtp_cells_locations_dic |koopanHatamu. |6. LON - ponroTta QzE2 28592911 =B 86379294584 —
CrpaBosHIK 7 CELL ID - 37.661393065359995 cell id 5
ucnonb3yercs NAEHTUDUKATOP COThI cgé;inamggg celliggsgglptéogj 250 L
N8 NOCTPOeHNs |(3apaeTcs c 2 2ok 4‘ I
OTYETOB Ha onepatopom) 37.63568625476 cell id 1 cell name 1
ety 8 CELL NAME - cell description 1 250 1 17781
prax. HéaBaHﬁe CoTbI 2914571 55.799170861170005
(3apaeTcs 37.6376949577 cell_id 6 cell_name_6
onf ronom) cell description 6 256 1 1605
oo P ReLRIPTION - 123895 55.869888445769995
oﬁmcaHfae CoThI 37.64814730281 cell_id_3 cell_name_3
(3apaeTca cell description 3
onepaTopom)
CnpaBoYHUK
ceTeBbIX
NpOTOKO/I0B
0 HOPOPT 1 ICMP 2 IGMP 3 GGP 4
. npotokonos. He |1. Homep nopta
net_protocols_dic - IPv4 5 ST 6 TCP 7 CBT 8 EGP 9 |—
ggﬂgg;‘gﬁ:‘ﬁ'gm 2. Hassarue NpOTOKONA|16p g pBN-RCC-MON 11 NVP-IT ...
obHoBneHnn QoE
Stor.
protocols_dic:
CnpaBOYHUKM 1 tcpmux 12 compressnet 15
NpUKNaaHbIX rje 17 echo 111 systat 7
NMPOTOKOJIOB U protocols_dic: 13 daytime 7 17 gotd 7 18
rpynn 1. Homep nopTa msp 8 19 chargen 7 20 ftp-data L1 NPYHY QMTEAbHOM 33 PY3KI CTIPABOMHIKOR
rotocols dic npUKNagHbIX 2. HassaHue npotokona|9 21 ftp 9 22 ssh 8 23 BRINONHUTE: !
srotocols_groups dic |MPOTOKO/OB. 3. ID rpynnbl telnet 8 25 smtp 5 27 nsw-fe =R ’
h h S:;::::ﬁw i)rféﬁ;;l:ﬁgroups_dm: ELE /var/qoestor/backend/app _bash/cron_daily.sh
3arpyxatTcs no |2. HassaHue rpynnel  |protocols_groups_dic:
pacnucaHuio. He 1 Network services 2 Web browsing 3
pefakTupyeMmble. P2P 4 Gaming 5 E-Mail 6 Instant

messengers
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BUPTYasIbHbIM
KaHanam.

CnpaBoYHNK Onucanue CTonGubl Mpumep Mpumeyanue
TRAFFIC DIR DEF_MODE 0
SUBSCRIBER_FILTER MODE 0
SUBSCRIBER _EXCLUDE_MODE 0
URLS_CATEGORIES DIC_AUTOLOAD_ ENABLED 1
ASNUM _DIC AUTOLOAD_ ENABLED 1
ULR_REPLACE_LOGIN WITH_VCHANNEL 0
ULR_USE_DIC_WHEN_REPLACING LOGIN 0
Cny»xebHbli ULR_VCHANNEL NAME DIC AUTOLOAD ENABLED
CNpaBOYHUK 0 ULR_VCHANNEL_NAME DIC_URL
HaCTpoekK. NAT_AGG_LOG_FIELDS TO SAVE BITMASK
dopmupyeTca 1. Napametp 0x654 NAT_IMPORT_FROM_FULLFLOW
settings_dic cKpUnTamm Ha 2' 3naueHme NAT_AGG_LOG_GROUP_TIME_INTERVAL 15 —
oCcHoBe (hainos ’ FULLFLOW_AGG_LOG FIELDS TO SAVE BITMASK
KOHUrypaumm. 0x39fff
He FULLFLOW_AGG LOG_GROUP_TIME INTERVAL 15
penakTupyemblit. CLICKSTREAM_AGG_LOG FIELDS TO SAVE BITMASK
0x30ff
CLICKSTREAM AGG_LOG GROUP_TIME INTERVAL
15 CLICKSTREAM_ADD_INFO_FROM_FULLFLOW 1
SUBSCRIBER BIND MODE 1
FILL IP LOGIN BINDING_FROM_ FULLFLOW 1
NAT_ADD_LOGIN_FROM_IP LOGIN_BINDING 1
APP_ID qoestor APP_VERSION 1.9.0
1. IP appec
2. NorvH 10.64.66.100 login 5 portl
3. NpeHTugukaTop unit_vendor cabel contract
KOMMyTaTOopa services mac 10.64.66.101 login 2
(moctyna) portl unit_vendor cabel contract
4. MopT KOMMyTaTopa |services mac 10.64.66.102 login 3
5. BeHgop portl unit_vendor cabel contract
ChpaBosHIK aboHeHTCKOro services _mac 10.64.66.103 login 4
subscribers_dic 26OHEHTOB obopyaoBaHus portl unit vendor cabel contract |—
’ 6. Kabenb services mac 10.64.66.104 login 5
7. Lorosop portl unit_vendor cabel contract
8. CepBuChI services mac 10.64.66.105 login 5
9. MAC agpec port2 unit_vendor cabel contract
aboHeHTCKOro services mac 10.64.66.106 login 5
06opynoBaHus port3 unit_vendor cabel contract
(3ape3epBupoBaH and |services mac
6y nyLwmx Lenei)
1. NpeHTudmkaTop
o6opynosaHus Ulnt64
2. HaumeHoBaHve 1 KommytaTtop 1 Ethernet PernoHl
3. Tun Appec 1 10.140.1.18 operl 0 0
WNepapxuyeckunin |4. PaiioH 2 KommyTaTop 2 Ethernet PernoH2
CNPaBoOYHNK 5. Aopec Appec 2 10.140.2.18 operl (¢} 0
obopypnosaHus  |6. IP agpec Bl KommyTaTop 3 Ethernet PerunoH3
switches_dic (KOMMYTaTOPOB  |KOMMyTaTopa Anpec 3 10.140.3.18 operl 0 1 |—
focTyna u 7. OnepaTop portl 4 KommyTaTop 4 Ethernet
MarucTpanbHbix (8. ®nar PervoH4 Appec 4 10.140.4.18 operl
koMMyTaTopoB) (9. UneHTudukaTop 0 3 portl 5 KommyTaTtop 5
BbILLECTOSALLIEr0 Ethernet PernoH5 Appec 5
KOMMyTaTopa 10.140.5.18 operl [¢] 4 portl
10. MopT
11. CoBCTBEHHMK
CnpaBOYHUK 1. NpeHTudmkaTop
cre dic owwwmbok (CRC) Ha [KoMMyTaTopa 2 portl 450 5 portl 550 5
- noprax 3. NopT KoMmyTaTopa |port2 500 4 portl 780
komMMmyTaTOpoB |4, 3HaveHue CRC
CnpaBOYHUKK
KaTeropumn
XOCTOB.
MpenHa3sHayeHsl urlcats dic: L{rlcats_dkic: . . N
nns - unknown software_tools
ornpeneneHns L. Nnerugukatop search_engine 4 0_other 5 school 6 o
. NPVHAANEKHOCTI KaTeropum proxys 7 tabak alkohol 8 religia 15 NpUHY ANTENbHOI 3arpy3Kn CNPaBoYHIKOB,
urlcats_dic 2. Kop kaTeropum — BbIMOJIHUTE:
urlcats:host_dic xoera urlcats_host_dic: | host dic: sh
OMPEACNEHHON 3 'yocr urlcats_host_dic: /var/qoestor/backend/app_bash/cron_daily.sh
KaTeropum. 2. VineHTUdMKaTOp iris@6-gold-ssl.gameloft.com 1 satfrog—
ObnayHble tv.ddns.net:5890 1 vs824.vcdn.biz
KaTeropum
CMPaBOYHUKY, 1 cs05.trafmag.com 1
3arpyxalTcs no
pacnumcaHuio. He
pepakTupyemble.
CnpaBOYHUK
UMeH
BUPTYabHbIX 1. Homep DPI
KaHaJoB. obopyaosaHus 0 1 vchan 0.1 0 2 vchan 0 2 0
ulr vchannel name dic MpepHa3sHaveH 2. Homep Bl vchan 0 3 0 4 vchan 0 4 1 1
- - - lona BMPTYyaNbHOrO KaHana |vchan 1 1 1 2 vchan 12 1 3
dopmuposanuna  |(vchannel) vchan_ 1 31 4 vchan_1 4
cTaTucTkm no (3. HassaHue

Cepsuc OpencCelllD

B cnyvae oTcycTBUSA faHHbIX KOOPAMHAT B cnpaBoYHuKe gtp cells locations_dic ons HeKOTOPbIX
6a30BbIX CTAHLUMI NpeaiiaraeTcs UCNoJib30BaHMe cepBUca ANnA oboraweHusa cnpaBovyHuka GUI
CKAT paHHbLIMU 0 6a30BbIX CTAaHUUAX U3 BHELLHEero UuctoyHuka no API.




Cepsuc OpenCelllD - 3To NpoeKkT, KoTopbin cobupaeT GPS-KOOpAMHATLI BbILLEK COTOBOWN CBSA3M U UX
COOTBETCTBYHOLWME NAEHTUDNKALNOHHBbIE AaHHbIE 061aCT MeCcTonoN0XXeHNs. ba3a AaHHbIX
OpenCelllD nybnukyeTca nog mexayHapoaHon nuueH3nen Creative Commons Attribution-ShareAlike
4.0 nMLeH3MA Ha OTKPbLITOE COAEPXKMMOE C LieNbio COAENCTBUS BecniaTHOMY UCMOJIb30BaHMIO U
PacnpoCTPaHEHNIO AAHHbIX.

AKTVBaLWs cepBuca NponucxoamnT nobasneHnem B
/var/qoestor/backend/.env
Cnepyownim napaMeTpos:

#BknoyeHue aBTo3arpy3km OpenCellID cnoBaps

CELL TOWER AUTOLOAD ENABLED=1

# 0 - BoiksitoyeHo (default)

# 1 - BKnoveHo

#TokeH B LocalAPI nnatdopme

CELL TOWER LOADER API TOKEN=pk.fce9af82655c117ef42c88d36885cc8b
#YpoBeHb N0rnpoBaHns

CELL TOWER LOG=1

# 0 - Info

# 1 - Debug

#BpeMeHHON NPOMEeXYTOK AN 0OHOBMEHUSA NYCTbIX AaHHBLIX AJ15S 0OTYeTa Mo reo No3numsaMm
CELL TOWER RESPONSE HOUR=

#3apaeTcq B Hacax

Mony4yeHme ToKeHa ocyLlecTBaseTca Yepes noptan https://my.unwiredlabs.com/trial. Mocne
perncTpauumn TokeH byaeT fOCTyneH:

]

Mpwn HaxxaTum Show token nosBUTCA 6ecnnaTHbIN KOY C orpaHuMyeHmem 100 3anpocoB B AEHb.
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