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KoHdurypauus IPFIX pecuBepos

IPFIX pecmBepbl MPUHMMAIOT CTaTUCTUKY OT DPI:

¢ Clickstream, Meta, DNS
¢ Full NetFlow

e GTP

o NAT

HacTtponka IPFIX pecnepoBs 4epes ann .env: /var/qoestor/backend/.env
Mo4 KaXkAbll MOTOK HAacTpanBaeTCs OTAE/bHbIN pecuBsep.

CTaHOapTHas KOH(Urypauus BeIrsanT cnegyoumm obpasom:

#IPFIX form DPI 0

IPFIX FULLFLOW PORT TYPE[O]=tcp

IPFIX FULLFLOW PORT[0]=1500

#IPFIX FULLFLOW ROTATE MINUTES[0]=10

#IPFIX FULLFLOW ROTATE DELAY SECONDS[0]=0

#IPFIX FULLFLOW FW MAX QUEUE SIZE[0]=10

#IPFIX FULLFLOW DUMP_INSERT PROCESSES[0]=0

#IPFIX FULLFLOW EXPORT[0]=10.0.0.2/9920/tcp,10.0.0.3/3440/udp

IPFIX CLICKSTREAM PORT TYPE[O]=tcp

IPFIX CLICKSTREAM PORT[0]=1501

#IPFIX CLICKSTREAM ROTATE MINUTES[0]=12

#IPFIX CLICKSTREAM ROTATE DELAY SECONDS[0]=400

#IPFIX CLICKSTREAM FW MAX QUEUE SIZE[0]=10

#IPFIX CLICKSTREAM DUMP_ INSERT PROCESSES[0]=0

#IPFIX CLICKSTREAM EXPORT[0]=10.0.0.2/9921/tcp,10.0.0.3/3441/udp

IPFIX_GTPFLOW_PORT TYPE[@]=tcp

IPFIX GTPFLOW PORT[0]=1502

#IPFIX GTPFLOW ROTATE MINUTES[0]=10

#IPFIX GTPFLOW ROTATE DELAY SECONDS[0]=0

#IPFIX GTPFLOW FW MAX QUEUE SIZE[0]=10

#IPFIX GTPFLOW DUMP INSERT PROCESSES[0]=0

#IPFIX GTPFLOW EXPORT[0]=10.0.0.2/9921/tcp,10.0.0.3/3441/udp

IPFIX NATFLOW PORT TYPE[O]=tcp

IPFIX NATFLOW PORT[0]=1503
#IPFIX_NATFLOW ROTATE MINUTES[0]=10
#IPFIX_NATFLOW ROTATE DELAY SECONDS[0]=0

#IPFIX NATFLOW FW MAX QUEUE SIZE[0]=10

#IPFIX NATFLOW DUMP INSERT PROCESSES[0]=0

#IPFIX NATFLOW EXPORT[0]=10.0.0.2/9921/tcp,10.0.0.3/3441/udp

IPFIX DNSFLOW PORT TYPE[O]=tcp
IPFIX DNSFLOW PORT[0]=1504
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https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_mobile_spec:ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:log

#IPFIX DNSFLOW ROTATE MINUTES[0]=10
#IPFIX DNSFLOW ROTATE DELAY SECONDS[0]=0
#IPFIX_DNSFLOW FW MAX_QUEUE SIZE[0]=10
#IPFIX_DNSFLOW DUMP INSERT PROCESSES[0]=0
#IPFIX_DNSFLOW DPI ID[0]=30

#IPFIX DNSFLOW BALANCER SUB PROTO[0]=tcp

#Traffic direction definition
# 0 - as 1is

# 1 - by AS (for fullflow only)

# 2 - by CIDR (for fullflow and clickstream)
# 3 - by both: AS and CIDR

# 4 - any: AS or CIDR
TRAFFIC DIR DEF MODE=0

#Subscriber filter

# 0 - no filter

1 - by AS (for fullflow only)

2 - by CIDR (for fullflow and clickstream)
3 by both: AS and CIDR

4 - any: AS or CIDR

UBSCRIBER FILTER MODE=0

#
#
#
#
S

#Subscriber exclude

# 0 - no exclude

# 1 - by AS (for fullflow only)

# 2 - by CIDR (for fullflow and clickstream)
# 3 - by both: AS and CIDR

# 4 - any: AS or CIDR

SUBSCRIBER EXCLUDE MODE=0

#Enable host (url) categories dics autoload
URLS CATEGORIES DIC AUTOLOAD ENABLED=1

#Enable asnum dic autoload
ASNUM DIC AUTOLOAD ENABLED=1

#Enable auto replacing Login with vchannel on insert
# 0 - Disabled

# 1 - Enabled

# 2 - Enabled if Login is empty

ULR REPLACE LOGIN WITH VCHANNEL=0

# Use dictionary when replacing login
ULR USE DIC WHEN REPLACING LOGIN=0

# Enable autoload of vchannel name dic
ULR VCHANNEL NAME DIC AUTOLOAD ENABLED=0

# vchannel name dic remote url
ULR VCHANNEL NAME DIC URL=



#Import NAT events from fullflow
NAT IMPORT FROM FULLFLOW

# 0 - Disabled

# 1 - Enabled

#Fields to save when aggregating NAT log (bitmask)
0x1 - Save protocol ID

0x2 - Save event type,

0x4 - Save source ipv4,

0x8 - Save source port,

0x10 - Save destination ipv4,

0x20 - Save destination port,

0x40 - Save post NAT source ipv4,
Ox80 - Save post NAT source port,
0x100 - Save session ID,

0x200 - Save login,

0x400 - Save DPI ID

NAT AGG LOG FIELDS TO SAVE BITMASK=0
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#Time interval for aggregating NAT logs
NAT AGG LOG GROUP TIME INTERVAL

# 1 - 1 minute

#5 - 5 minutes

# 10 - 10 minutes

# 15 - 15 minutes

# 30 - 30 minutes

# 60 60 minutes

B npencTtasneHHon KoHGUrypaumm HacTpoeH 3anyck fullflow u clickstream pecusepos Ha udp
cokeTax 1500 n 1501 cooTBeTCTBEHHO. «0» B MHAEKCE MacCMBa O3Ha4aeT, 4To npuem naet ot DPI
nog Homepom 0.

. J) J'Iy‘-ILIJe MCNnonb30BaThb th, T.K on4 udp MOryT TepATbCA NMakKeTbl NP NMpeBblLUEHNN
pe
MTU.

Cnucok napameTpoB

e |PFIX_FULLFLOW_ PORT TYPE[i] n IPFIX_CLICKSTREAM PORT TYPE[i] onpegensoT Tun Tpaduka,
NPVHMMAEMOro Ha nopTy: tcp nam udp. PekomeHayeTcs CTaBuTb tep

e IPFIX_FULLFLOW_PORTIi] n IPFIX_CLICKSTREAM_ PORTIi] onpenenstoT HOMep nopTa.

e TRAFFIC_DIR_DEF_MODE n SUBSCRIBER_FILTER_MODE onpepenseT pexum huabTpauum
aboHeHTOB coriacHo cnpaBo4HMkam asnum_local_dic u subnets_local_dic. 3Ha4yeHus
TRAFFIC_DIR DEF_MODE=0 n SUBSCRIBER FILTER MODE=0 03Ha4atoT, 4TO BbIHUC/IATb
HanpasneHve Tpaduka n puabTpoBaTh abOHEHTOB He TpebyeTcs.

e SUBSCRIBER _EXCLUDE_MODE onpegenseT pexum punbTpaunm aboHeHTOB coriiacHo
cnpaBoYHuKam asnum_exclude_dic n subnets_exclude_dic. 3HavyeHune
SUBSCRIBER_EXCLUDE_MODE=0 o3Ha4aeT, 4T0 hunbTpaumsa He TpebyeTcs.

e |PFIX_FULLFLOW_EXPORTIi] n IPFIX_CLICKSTREAM_EXPORTI[i] natoT BO3MOXXHOCTb HaCTPOUTb
3KCMOPT Ha CTOPOHHKME pecuBepbl. PopmaT ip/port/protol,ip/port/proto].



e IPFIX FULLFLOW ROTATE_MINUTESIi] n IPFIX_CLICKSTREAM ROTATE_MINUTESIi] natot
BO3MOXXHOCTb HAaCTPOUTb Nepuoa poTauum 4amnos v 3anucb ux B b. Mo ymonyaHumio 310 10
MuHYT ana fullflow n 12 muHyT ons clickstream.

e IPFIX_FULLFLOW_ROTATE_DELAY_SECONDSIi] n
IPFIX_CLICKSTREAM ROTATE_DELAY SECONDSIi] faloT BO3MOXXHOCTb HAaCTPOUTb 3a4ep KKy
BCTaBKW JaHHbIX Ha onpefeneHHoe KOnYecTBo cekyHa. Mo ymondaHuto ans fullflow - 0
cekyHa, ansa clickstream - 400 cekyHA. 3agepxxka ans clickstream otHocutensHo fullflow
Hy>Ha, 4Tobbl obecneynTb coeamHeHns noros fullflow u clickstream ans oboraieHus
CTaTUCTUYECKMX OTHETOB.

e IPFIX_FULLFLOW_FW_MAX_QUEUE_SIZE[i] n IPFIX_CLICKSTREAM_FW_MAX_ QUEUE_SIZE[i]
onpeLensoT MakCManbHbIA pa3Mep ovepean Ha pecmeepax. Jlyylle He TporaThb.

Ecnn KoHGMrypauus nsmeHunacb, HeobxoanMmo BbINOJHUTb

@ fastor-restart

Cnepylowmih npumep KoHpUrypauum no3sonseT HaCTPOUTb NpueM oT HecKosbkux DPI

#IPFIX form DPI ©
IPFIX FULLFLOW PORT TYPE[O]=tcp
IPFIX FULLFLOW PORT[0]=1500

IPFIX CLICKSTREAM PORT TYPE[O]=tcp
IPFIX CLICKSTREAM PORT[0]=1501

#IPFIX form DPI 1
IPFIX FULLFLOW PORT TYPE[1l]=tcp
IPFIX FULLFLOW PORT[1]=1510

IPFIX CLICKSTREAM PORT TYPE[1l]=tcp
IPFIX CLICKSTREAM PORT[1]=1511

#IPFIX form DPI 2
IPFIX FULLFLOW PORT TYPE[2]=tcp
IPFIX FULLFLOW PORT[2]=1520

IPFIX CLICKSTREAM PORT TYPE[2]=tcp
IPFIX CLICKSTREAM PORT[2]=1521

Mpumep KoHpuUrypauum, korga Tpedyercs onpepeneHne aboHentos no CIDR
JaHHasa KoHUrypauns akTyanbHa B c/iydasax, korga CKAT DPI ycTaHoB/IEH Ha 3epkaJie.

TRAFFIC DIR DEF MODE=2
SUBSCRIBER FILTER MODE=2

He 3abyabTe HacTpouTb CipaBoYHMK subnets local dic gns aToro npumepa KoHpurypauun!

MpuMep KOHUrypauumu, Korga HaCTPOEH 3KCNOPT HAa CTOPOHHME pecuBepbl



IPFIX FULLFLOW PORT TYPE[O]=tcp
IPFIX FULLFLOW PORT[0]=1500
IPFIX FULLFLOW EXPORT[0]=10.0.0.2/1600/tcp

IPFIX CLICKSTREAM PORT TYPE[O]=tcp
IPFIX CLICKSTREAM PORT[0]=1501
IPFIX CLICKSTREAM EXPORT[0]=10.0.0.2/1601/tcp

Mepe3anyck pecuBepos

Mepe3anyck BCEX PECMBEPOB MOXXHO BbINOJIHUTb KOMaH0M
fastor-restart

Ecnu TpebyeTcs nepesanyck pecMBepoB Mo OTAENbHOCTY, 3TO MOXXHO CleNlaTh Yepes nepesanyck
CEepBWCOB, HanpuMep Tak

e 1nqa CentOS 7

systemctl restart qoestor fullflow 0.service
systemctl restart qoestor clickstream 0.service

e [1na CentOS 6

service qoestor fullflow 0 stop
service qoestor clickstream 0 stop
service qoestor fullflow 0 start
service qoestor clickstream 0 start

OcTaHOBKa pecuBeposB

e Jlna CentOS 7

systemctl stop qoestor fullflow 0.service
systemctl stop qoestor clickstream 0.service

¢ Jlnsa CentOS 6

service qoestor clickstream 0 stop
service qoestor fullflow 0 stop

OctaHoBka u 3anyck B[l clickhouse

¢ OCTaHOBKa

fastor-db-stop



e 3anyck

fastor-db-restart
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