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KoHdurypauus IPFIX pecuBepos

KoHdurypaums s GUI

IPFIX pecrBepbl NPUHMUMAIOT CTaTUCTUKY OT DPI:

¢ Clickstream, Meta, DNS
o Full NetFlow

e GTP

o NAT

HacTtponka IPFIX pecnepos 4epes ann .env: /var/qoestor/backend/.env
Mon KaXkablh MOTOK HAaCTPauBaeTCs OTAESbHbIA pecmBep.

CTaHpapTHas KOH(Urypauns BeIrNaanT cnefyowmm obpasom:

#IPFIX form DPI ©

IPFIX FULLFLOW PORT TYPE[O]=tcp

IPFIX FULLFLOW PORT[0]=1500

#IPFIX FULLFLOW ROTATE MINUTES[0]=10

#IPFIX FULLFLOW ROTATE DELAY SECONDS[0]=0

#IPFIX FULLFLOW FW MAX QUEUE SIZE[0]=10

#IPFIX FULLFLOW DUMP INSERT PROCESSES[0]=0

#IPFIX FULLFLOW EXPORT[0]=10.0.0.2/9920/tcp,10.0.0.3/3440/udp

IPFIX CLICKSTREAM PORT TYPE[O]=tcp

IPFIX CLICKSTREAM PORT[0]=1501

#IPFIX CLICKSTREAM ROTATE MINUTES[0]=12

#IPFIX CLICKSTREAM ROTATE DELAY SECONDS[0]=400

#IPFIX CLICKSTREAM FW MAX QUEUE SIZE[0]=10

#IPFIX CLICKSTREAM DUMP INSERT PROCESSES[0]=0

#IPFIX _CLICKSTREAM EXPORT[0]=10.0.0.2/9921/tcp,10.0.0.3/3441/udp

IPFIX GTPFLOW PORT TYPE[0]=tcp

IPFIX GTPFLOW _PORT[0]=1502
#IPFIX_GTPFLOW ROTATE MINUTES[0]=10

#IPFIX GTPFLOW ROTATE DELAY SECONDS[0]=0

#IPFIX GTPFLOW FW MAX QUEUE SIZE[0]=10

#IPFIX GTPFLOW DUMP_INSERT PROCESSES[0]=0

#IPFIX_GTPFLOW EXPORT[0]=10.0.0.2/9921/tcp,10.0.0.3/3441/udp

IPFIX NATFLOW PORT TYPE[@]=tcp

IPFIX NATFLOW PORT[0]=1503

#IPFIX NATFLOW ROTATE MINUTES[0]=10
#IPFIX NATFLOW ROTATE DELAY SECONDS[0]=0
#IPFIX NATFLOW FW MAX QUEUE SIZE[0]=10
#IPFIX NATFLOW DUMP_INSERT PROCESSES[0]=0


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:admin_section:qoestor_man:configuration_qoe_stor#ресиверы
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:user_guide:admin_section:qoestor_man:configuration_qoe_stor#ресиверы
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_description
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_description
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_li:li_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:platform:dpi_mobile_spec:ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:log

#IPFIX NATFLOW EXPORT[0]=10.0.0.2/9921/tcp,10.0.0.3/3441/udp

IPFIX DNSFLOW PORT TYPE[0]=tcp

IPFIX DNSFLOW PORT[0]=1504
#IPFIX_DNSFLOW ROTATE MINUTES[0]=10
#IPFIX DNSFLOW ROTATE DELAY SECONDS[0]=0
#IPFIX DNSFLOW FW MAX QUEUE SIZE[0]=10
#IPFIX DNSFLOW DUMP_INSERT PROCESSES[0]=0
#IPFIX DNSFLOW DPI ID[0]=30
#IPFIX_DNSFLOW BALANCER SUB PROTO[0]=tcp

#Traffic direction definition

# 0 - as is

# 1 - by AS (for fullflow only)

# 2 - by CIDR (for fullflow and clickstream)
# 3 - by both: AS and CIDR

# 4 - any: AS or CIDR
TRAFFIC DIR DEF MODE=0

#Subscriber filter
# 0 - no filter

# 1 - by AS (for fullflow only)

# 2 - by CIDR (for fullflow and clickstream)
# 3 - by both: AS and CIDR

# 4 - any: AS or CIDR

SUBSCRIBER FILTER MODE=0

#Subscriber exclude
# 0 - no exclude

# 1 - by AS (for fullflow only)

# 2 - by CIDR (for fullflow and clickstream)
# 3 - by both: AS and CIDR

# 4 - any: AS or CIDR

SUBSCRIBER EXCLUDE MODE=0

#Enable host (url) categories dics autoload
URLS CATEGORIES DIC AUTOLOAD ENABLED=1

#Enable asnum dic autoload
ASNUM DIC AUTOLOAD ENABLED=1

#Enable auto replacing Login with vchannel on insert
# 0 - Disabled

# 1 - Enabled

# 2 - Enabled if Login is empty

ULR REPLACE LOGIN WITH VCHANNEL=0

# Use dictionary when replacing login
ULR USE DIC WHEN REPLACING LOGIN=0

# Enable autoload of vchannel name dic



ULR VCHANNEL NAME DIC AUTOLOAD ENABLED=0

# vchannel name dic remote url
ULR VCHANNEL NAME DIC URL=

#Import NAT events from fullflow
NAT IMPORT FROM FULLFLOW

# 0 - Disabled

# 1 - Enabled

#Fields to save when aggregating NAT log (bitmask)
0x1 - Save protocol ID

0x2 - Save event type,

0x4 - Save source ipv4,

0x8 - Save source port,

0x10 - Save destination ipv4,

0x20 - Save destination port,

0x40 - Save post NAT source ipv4,
0x80 - Save post NAT source port,
0x100 - Save session ID,

0x200 - Save login,

0x400 - Save DPI ID

NAT AGG LOG FIELDS TO SAVE BITMASK=0
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#Time interval for aggregating NAT logs
NAT AGG LOG GROUP TIME INTERVAL

# 1 - 1 minute

#5 - 5 minutes

# 10 - 10 minutes

# 15 - 15 minutes

# 30 - 30 minutes

# 60 - 60 minutes

B npenctasneHHon KoHGUrypaunm HacTpoeH 3anyck FullFlow u Clickstream pecusepos Ha udp
cokeTax 1500 n 1501 cooTBeTCTBEHHO. «0» B MHAEKCE MacCMBa O3Ha4aeT, 4To npuem naet ot DPI
nog Homepom 0.

. J) J'Iy‘-ILLIe NCNoNb30BaTb th, T.K. o4 udp MOryT TeEPATbCA NMaKeTbl NPU NPeBbILLEHNN
p e
MTU.

CnUcoK napaMeTpoB

e IPFIX FULLFLOW PORT TYPE[i] n IPFIX CLICKSTREAM PORT TYPE[i] onpepensatoT Tvn
TpadurKa, NpyHMMaeMoro Ha nopTy: tcp uam udp. PekomeHayeTcs cTaBuTb tcp

e IPFIX FULLFLOW PORT[i] n IPFIX CLICKSTREAM PORT[i] onpepensatoT HOMep nopTa.

e TRAFFIC DIR DEF MODE n SUBSCRIBER FILTER MODE onpenenset pexum uabTpauum
aboHeHTOB cornacHo crnpaBoyHMkam asnum_local dic u subnets local dic. 3HayeHus
TRAFFIC DIR DEF MODE=0 n SUBSCRIBER FILTER MODE=0 03Ha4aloT, 4TO BbIYUCNATb
HanpasJieHVe TpadurKa 1 punbTposaTb aboOHEHTOB He TpebyeTcs.



e SUBSCRIBER EXCLUDE MODE onpepensieT pexum gpuabTpaunm aboHeHTOB COriacHo
cnpaBoyHukam asnum_exclude dic u subnets exclude dic. 3HayeHue
SUBSCRIBER EXCLUDE MODE=0 o3Ha4aeT, 4TO huabTpaums He TpebyeTcs.

e TPFIX FULLFLOW EXPORT[i] n IPFIX CLICKSTREAM EXPORT[1i] matOT BO3MOXHOCTb

HACTPOUTb IKCMOPT Ha CTOPOHHME pecusepsl. PopmaT ip/port/proto[,ip/port/proto].

e IPFIX FULLFLOW ROTATE MINUTES[i] v IPFIX CLICKSTREAM ROTATE MINUTES[i]

JlAl0T BO3MOXXHOCTb HAaCTPOUTbL NepMoA poTaLMUn AaMMoB 1 3anuck ux B BI. Mo ymonyaHuto 3To

10 muHyT ong FullFlow n 12 muHyT ans Clickstream.

e IPFIX FULLFLOW ROTATE DELAY SECONDS[i] m
IPFIX CLICKSTREAM ROTATE DELAY SECONDS[i] patoT BO3MOXHOCTb HaCTPOUTb
3aflepXKKY BCTaBKW AaHHbIX Ha OnpefesieHHOe KOIMYEeCTBO CeKyHA. Mo ymonyaHuio ans

FullFlow - 0 cekyHa, ons Clickstream - 400 cekyHa. 3anepxka ans Clickstream oTHocMTeNbHO
FullFlow Hy>Ha, 4T0bbl 06ecneynTb coeanHeHns noros FullFlow u Clickstream ans oboraweHuns

CTaTUCTUYECKMX OTHETOB.

e TPFIX FULLFLOW FW MAX QUEUE SIZE[i] wn
IPFIX CLICKSTREAM FW MAX QUEUE SIZE[i] onpefenstoT MakCUMalbHbIA pa3Mep
oyepenu Ha pecmeepax. Jlyylle He TporaThb.

EC/in KOH(Urypaums nsmeHmnnach, HeobXx0ANMO BbIMONHUTL

@ fastor-restart

Cnepyiowuih npumep KoHpUrypauum no3sonseT HaCTPOUTb NpueM oT HecKonbkux DPI

#IPFIX form DPI ©
IPFIX FULLFLOW PORT TYPE[O]=tcp
IPFIX FULLFLOW PORT[0]=1500

IPFIX CLICKSTREAM PORT TYPE[Q]=tcp
IPFIX CLICKSTREAM PORT[0]=1501

#IPFIX form DPI 1
IPFIX FULLFLOW PORT TYPE[1l]=tcp
IPFIX FULLFLOW PORT[1]=1510

IPFIX CLICKSTREAM PORT TYPE[1l]=tcp
IPFIX CLICKSTREAM PORT[1]=1511

#IPFIX form DPI 2
IPFIX FULLFLOW PORT TYPE[2]=tcp
IPFIX FULLFLOW PORT[2]=1520

IPFIX CLICKSTREAM PORT TYPE[2]=tcp
IPFIX CLICKSTREAM PORT[2]=1521

Mpumep KoHpuUrypauum, Kkorga Tpedyercs onpepeneHne aboHentos no CIDR

HaHHaa KoH(Urypauns akTyanbHa B csiydasax, korga CKAT DPI ycTaHOBJMIEH Ha 3epkalie.



TRAFFIC DIR DEF MODE=2
SUBSCRIBER FILTER MODE=2

He 3abyabTe HacTpouTb cnpaBo4HMK subnets local dic gns aToro npumepa KoHpurypaumu!

MpuMep KOHUrypauumu, Korga HaCTPOEH 3KCNOPT Ha CTOPOHHME pecuBepbl

IPFIX FULLFLOW PORT TYPE[O]=tcp
IPFIX FULLFLOW PORT[0]=1500
IPFIX FULLFLOW EXPORT[0]=10.0.0.2/1600/tcp

IPFIX CLICKSTREAM PORT TYPE[O]=tcp
IPFIX CLICKSTREAM PORT[0]=1501
IPFIX CLICKSTREAM EXPORT[0]=10.0.0.2/1601/tcp

NMepe3anyck pecuBepos

Mepe3anyck BCEX PECMBEPOB MOXKHO BbIMOJIHUTb KOMaHA0M
fastor-restart

Ecnn TpebyeTcsa nepe3anyck pecMBepoB Mo OTAE/IbHOCTU, 3TO MOXHO CLeNaTh Yepes nepesanyck
CEPBUCOB, Hanpumep:

e Jlnsa CentOS 7

systemctl restart qoestor fullflow 0.service
systemctl restart qoestor clickstream 0.service

e Jlnsa CentOS 6

service qoestor fullflow 0 stop
service qoestor clickstream 0 stop
service qoestor fullflow 0 start
service qoestor clickstream 0 start

OcTaHOBKa pecuBepoB

o 1nqa CentOS 7

systemctl stop qoestor fullflow 0.service
systemctl stop qoestor clickstream 0.service

o 1nqa CentOS 6

service qoestor clickstream 0 stop



service qoestor fullflow 0 stop

OcTtaHoBKa u 3anyck bJ clickhouse

e OcTaHOBKa
fastor-db-stop
e 3anyck

fastor-db-restart



	Содержание
	Конфигурация IPFIX ресиверов
	Перезапуск ресиверов
	Остановка ресиверов
	Остановка и запуск БД clickhouse


