CopepxaHue

MOMCK NCTOYHNKOB FIOOd B CETU OMEPATOPA .......oviiiiiiiiiiiiiiee e eitiiie et e e e e e e e snnnneee s
1. Hactpo#ka otnpaBKn CTATUCTUKMN CO CKAT ............oooomiiiciiiiii e

2. Mouck nctodHUKa FIood (BOTNEL) .................c.oovvmiiiiiiiii e
Monck abOHEHTOB C BbICOKMM KOMYECTBOM fIOW B CEKYHIY wrvvvviieeeeeeiiiiiiiiiiiiinreerreeeeeeeeeeeeannns

MOMCK XOCTOB C BbICOKUM KOMNYECTBOM FIOW B CEKYHAY oovvviiiiiiiiiiiiiiiiiiiiee e

3. bniokupoBka IP ¢ NnOMeLUEHUEM B @BTOHOMHYIO CHCTEMY ...........cocooveeeeiiiiiiiiiiiiiiiiniinnaeneeens
Co3zfaHune nokasibHOM AS (MPUMEP ONA IPVA) oot
Ha3Ha4vyeHne npaBua drop AN JOKANBHOM AS ..o e e e e






NMouck ucrtouHukos Flood B ceTn onepartopa

1. HacTpouka oTnpaBku cTaTUCTUKKU co CKAT

Heobxoaumo BbICTaBUTb B (haisie koHpurypaumm /etc/dpi/fastdpi.conf cnegyowme 3HaveHns
napamMeTpoB:

netflow=12

netflow dev=v1an200

netflow timeout=10
netflow rate limit=900

netflow full collector=10.0.0.0:1500
netflow passive timeout=5
netflow active timeout=20

netflow full collector type=2
ipfix_reserved=1

roe:

e netflow=12 - cbop n akcnopT cTaTucTnku: 8 + 4 = fullnetflow + billnetflow (accounting).

e netflow dev=vlan200 - rge v1an200 - Ha3BaHWe UHTepenca, c KoToporo bynet
OTNPaBAATLCS CTATUCTUKA.

e netflow timeout=10 - nepnon oTNpaBKW B CEKyHAAX.

e netflow rate 1imit=900'- orpaHunyeHne notoka IPFIX.

e netflow full collector=10.0.0.0:1500 - agpec KoneKTopa CoO CTaTUCTUKON - yKa3aTb
KOppeKTHbIN IP QOE.

e netflow passive timeout=5 - BpeMs 0OXXUAaHUA aKTUBHOCTU B CECCMUN MOCIE KOTOPOrO,
€C/in He OblN10 aKTUBHOCTU, CECCUS CHMTAETCA 3aBEPLUEHHON M NPOMCXOAUT nepefada no Hew
NHopmaumn.

e netflow active timeout=20 - Bpems, 4epes KoTopoe coobLiaeTca nHhopMaLms no
LJIMHHBIM ceccusMm (T.e. (hakTU4eCKn AAnHHbIe ceccumn pa3busaoTcs Ha hparMeHTbl LaHHOW
NPOAOJIKUTESIbHOCTK)

e netflow full collector type=2 - 3kcnopt IPFIX Ha TCP konnekTop.

e ipfix reserved=1 - no3BonseT 3ape3epBMpoBaTb HEOOXOANMYIO NaMATb 419 BO3MOXXHOCTU
BKJIIOYEHUA/M3MeHeHNs napameTpoB IPFIX/Netflow.

Mocne n3MeHeHNs NapaMeTpoB NoTpebyeTcs pecTapT cepBuca:

service fastdpi restart

2. Mouck ucrouHuka Flood (BotNet)

Mouck aboHEHTOB € BbICOKMM KonnvyecTBoM flow B cekyHay

1. OTtkponTe oTyeT QOE aHannTuka — Coipot NoAHbIN HeTh0y - OBHapyXeHne aTak - Ton
aboHeHTOB - [0 hroy:
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3. NobaBbTe hmnbTp N0 HanpaBfeHuo Tpaduka - OT aboHeHTa:
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3. OobaBbTe punbTp N0 HanpassieHUo Tpaduka - OT aboHeHTa.
4. Haxxmnte Ha KonoHKy Flow ans 6onee ynobHom cCoOpTUPOBKH.
HangeHHble IP xocToB Heobxoanmo fobaBnTh B IoKanbHyto AS (cM. pa3gen 3.1)

3. bnokuposka IP ¢ nomewieHueM B aBTOHOMHYIO CUCTEMY

Co3paHue nokanbHou AS (npumep ans IPv4)

1. Co3panTe konuto /etc/dpi/aslocal.bin:
cp /etc/dpi/aslocal.bin /etc/dpi/aslocal.bin.backup
2. CkoHBepTupoBaTb aslocal.bin B TXT cann ytunnton bin2as

bin2as /etc/dpi/aslocal.bin > /etc/dpi/list.txt
JInbo ecnn ¢pann aslocal.bin oTcyTcTBYeT B /etc/dpi/, co3panTe:

vi /etc/dpi/list.txt
3. Oob6asuTb B list.txt 3anncm snaa (CIDR <npoben> Homep AS):

10.0.0.1/32 64525
172.16.0.0/12 64525
192.168.0.0/16 64525

e 64525 - AS kKoTopyto B ganbHenwem byaet Heobxoanmo 3ab10KMpoBaThb

4. CkoHBepTupoBaTb cnncok CIDR-ASN u3 TXT B BIN npu nomowwm ytuanTel as2bin:
cat /etc/dpi/list.txt | as2bin /etc/dpi/aslocal.bin

5. BbinonHWTL penoapg cepsuca (ropsa4mi napameTp):

service fastdpi reload

MoapobHee 0 NoaroToBke cnnckos aslocal

Ha3sHayeHue npaBuna drop ans nokanbHou AS

1. Co3panTe Konuio hanna asnum.dscp:
cp /etc/dpi/asnum.dscp /etc/dpi/asnum.dscp.backup

2. CkoHBepTupoBaTb asnum.dscp B TXT ytunuton dscp2as:
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dscp2as /etc/dpi/asnum.dscp > /etc/dpi/asnum.txt

3. OobasuTb B thann asnum.txt 3anucu Bnaa Homep AS <npoben> drop K y>e CyLecTBY LM
3anucam:

64525 drop
4. CkoHBepTupoBaTb TXT B hopMaT yTmanTon as2dscp:

cat /etc/dpi/asnum.txt | as2dscp /etc/dpi/asnum.dscp
5. BbinonHWUTL penoapg cepsuca (ropsaynii napameTp):

service fastdpi reload

MoapobHee o Ha3HavYeHUn DSCP gna ASN
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