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NMouck DDOS aTtak ¢ ucnosib30BaHueM
TpurrepoB B QoE

Tpurrepbl MCNONL3YIOTCA ANS NOUCKa AaHHbIX B QOE Stor no 3agaHHbLIM napameTpam. lMNocne
cpabaTbiBaHWS TpUrrepa BO3MOXHO O4HO U3 AENCTBUN:

e yBefgomneHune B GUI
e HTTP pencraue
e OoTrpaBka email

Heobxogumble onuun CKAT DPI:

e C6op 1 aHaNN3 CTaTUCTUKN MO NPOTOKOIaM 1 HanpaBieHNAM
e YBegomseHne aboHeHTOB

Heobxoaumble JONOJHUTENbHbLIE MOLYIIN:

e DPIUI2 (GUI - T'pathmyeckuin nHTepdenc ynpasieHuns)
e QOE Stor (Mogynb cbopa CTaTUCTNKK)

NMpuMep HACTPOUKHU TpUrrepa Ha NOUCK uctoyHuka DDOS-
aTtaku Tuna Flood

O6wasn nidopmauua Tpurrepa

(]

Ha3zBaHue Tpurrepa «DDOS NonckK NCTOYHUKA», OHWM HeLenn - BCe, YacToTa NpoBepkn - 1 yac,
YyacToTa cpabaTbiBaHUN Tpurrepa - 1 pas, gaTbl 1 BpeEMSA HavaNa/OKOHYaHUA He YCTaHOBNEHDI.

Ka)kablii AeHb NepuoAnYHoOCTbio B 1 Yac ByaeT nponcxoanTb NPoOBEPKA MO YCI0BUSIM
OMUCAHHBLIM HIXXE.

3anpocsbl

(]

¢ [1obaBUTHL None

e Ha3BaHue A

e BuibpaTb Tabnmuy ana ckaHnposaHus: Raw full netflow - Tables —» Attacks detection - Top
hosts IPs » Maxi
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https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start

e BbibpaTb nepuof c: «now - 15minute», nepnog no : «<now»

B 3TOM cniyyae ByneT nNpoucxoauT aHanu3 Tpaduka no BbibpaHHOW CTpaHuue B
nepuop — nocsiefHne 15 MUHyT.

YcnoBus

e lobaBuTh "+" 2 nons

e CBaAska - U

e OyHKUNA - avg

e Cepusi B 1 none - BpeMs Xun3HM ceccun <= 20(Mmc)
e Cepus BO 2 nose - KOM4eCcTBo ceccun >= 1500

@ Mbl 3aganu ycnosme — ansa cpabatbiBaHWS Tpurrepa Heobxoammo, 4To6bl 6binn
. [eTeKTupoBaHbl: VI ceccum ¢ XnN3HbIO MeHbLle nan pasHo 20mc, U ¢ ogHoro IP-xocTa
61710 6os1ee 1500 ceccuin.

Ob6paboTka ownbok

(]

e B none "Ecnn HeT ownbok" — HET AaHHbIX
e B none "Ecnum ecTb owmbka nnm TanMayT" — COXpaHUTb NocieiHee COCTOsAHNE

B 3TON KOHUrypauum — npu 0TCyTCTBUMN OLUIMOOK HUKAKMX AAaHHbLIX COXPAHATLCS He
byneT, Npu MX HAaAWYUU — COXPAHUTCA MHGpopMauua B Buae Tabnuubl o
MOA03PUTENbHBIX CECCUSIX.

DeucTeusa

E-mail pencrBue

(]

e [1n9 aBTOMaTUY4€CKOro 3anoJIHEHNS — KJAUKHYTb MO UKOHKe "</>" (aBTOMaTnyeckoe
3anoJiHeHne popmbl)

e B none "Komy" — yka3aTb agpec 3/1eKTPOHHOW MOYThI

e [pn 3TOM HacTporKke, Npu cpabaTbiBaHUM TPUIFTepa Ha YKa3aHHbIN agpec 3NeKTPOHHOM NOYTbI



6yneT oTrnpaBneHa BCS MHADopMauus o HoTudgmkauun: NI, Ha3BaHMe Tpurrepa, CTaTyc, CCbinkKa
Ha 0TYeT (COXpaHEeHHOe COCTOSHME)

Hotudmkauums

(]

e 1N aBTOMaTUY4ECKOro 3anoIHEHNS — KAUKHYTh "</>" (aBTOMaTU4YeCKoe 3amnosiHeHNE hOpMbI)
e BbibpaTb TN HOTUdUKaumm — "MpeaynpexneHme"
e [lpn 3TOM HacTponke byaeT co3gaHa HoTudUKauma B CKAT

(]

MoNYYNTb CCbIIKY Ha OTYET MOXXHO Yepe3 MEeHI0 HOTUAMKALNIA

(]

BbibpaTb HOTUMKauuio BbibpaTe — "deTann"

(]

MepenTn No CChiNKe Ha 0TYET — OTYET OTKPOETCA B HOBOM OKHe Bpay3epa.

HTTP pencrtBue

(=]

N9 aBTOMaTUYeCKOro 3ano/IHEHNS — KAUKHYTh "</>" (aBTOMaTU4eCcKoe 3anojiHeHne hopMbl)
BeibpaTb MeTon Hanbonee npuemnemsin gns Bawen ticket-cuctemsl n Beectn URL agpec

BXOAALWMX NaKeToB W T.A4. NPUMBeAEHbl yCcpelHeHHO. bonee ToyHas HacTpomka

@ CTOMT NOHMMAaTb — 3HAYEHMEe KONMYeCTBa yCTaHaBAMBAEMbIX CECCUN, KOMYECTBA
[I0J1)KHa NPOM3BOAUTLCA C y4EeTOM 0COBEHHOCTEN Ballen CeTH.

NMpuMep HACTPOUKHU TpUrrepa Ha nouck uenum DDOS-aTaku
T™Mna Flood

OT npegblayLwero npuMepa oT/IM4aeTCA HaCTPOMKON 2 1 3 3TanoB (3anpockl 1 YCI0BUS).

3anpocsl



(]

B none ot4yeT BbIbpaTb Raw full netflow - Tables — Attacks detection —» Top subscribers » Maxi

YcnoBus

(]

Cepua — "ObbemM Flow kK aboHeHTaM, Mak", >= 10000

BXOOAWNMX MaKeToB U T.4. NpunBegeHbl YCpPEAHEHHO. bonee TO4Has HaCTpOVIKa

@ CTOUT NOHMMaTb — 3Ha4YeHWe KOAMYyeCcTBa yCTaHaB/IMBAEMbIX CECCUMI, KONMYeCTBa
[OJKHaA NPOM3BOAUTLCA C y4eTOM 0CODEHHOCTEN Ballen CEeTH.

AHanus BotNet

OT npeblayLwero npuMepa oT/IM4aeTCA HaCTPOMKON 2 1 3 3TanoB (3anpockl 1 YCN0BUS).

3anpochl
(=]
e BuibpaTb Raw full netflow —» Tables - Attacks detection - Top application protocols = Maxi gns
3Ha4yeHnqa "A"

e Raw full network - Tables -» Raw log - Full raw log nna 3Ha4eHus "B"

YcnoBus

(]

T.K. BotNet yawie Bcero ncnonb3yet nopTbl 6667 1 1080 — fobaBnTb KaXkabln NopT
Ha3Ha4YeHns/MCToYHMKa BbibpaB 3anpoc "B" co 3HaveHuem "UJTN", n Flow Pcts/s 6onblue nnm pasHo
2000.

KOJIMYeCTBO npoxoasawmx naketos bynet 6onee 2000 B cekyHay — cpaboTaeT
Tpurrep.

.J Mpwn 3TON KOHGUrypauunm B Cayvyae ecain: XoTb Ha 0AHOM K3 nopToB (6667/1080)

CTOUT NOHMMAaTb — 3HAYEHME KOMNYECTBA YCTAaHAB/IMBAEMbIX CECCUIA, KONMYECTBaA
BXOAALWMX NAaKeTOB W T.A. NPUBeAEHbl ycpelHeHHo. bonee ToYyHas HacTpounka



{ !\ OOJI>KHa NMpon3BognThbCA C Y4€TOM ocobeHHOCTeN BalLen ceTu.

dukcauus nepexona aboHeHTa Ha pecypc KOHKYpPeHTa

O6wan nHopmauusa Tpurrepa

(]

Ha3BaHue Tpurrepa «MHTepec K KOHKypeHTaM», IHU HeJenun - BCe, YacToTa NPOoBepPKU - 1 Yac,
yacToTa cpabaTbiBaHMI TpUrrepa - 1 pas, AaTbl U BPEMS Havyaa/OKOHYaHUS HE YCTaHOBEHDI.

Ka)kablii AeHb NepruoAnYHoOCTbo B 1 Yac ByaeT NnponcxoanTb NpoBEpPKa MO YCI0BUSM
OMUCaHHbIM HIXXE.

3anpochl

=]
e lobaBuTb "+" None
e Ha3BaHue A
BoibpaTb Tabnuuy ana ckaHnposaHus: Raw clickstream - Tables —» Raw clickstream
* Ha3BaHue B

BbibpaTb Tabnmuy ana ckaHnposaHua: Raw full netflow — Tables - Attacks detection - Top
hosts IPs » Maxi

BoibpaTb nepuopg c: «<now - 1 hour», nepmnod no : «<now»

e B 3TOM cnyyae ByaeT nponcxoauT aHanM3 TpadmKa Kaxk bl Yac no BbibpaHHbIM Tabnmuam.

Ycnosus

(]

e lobaBuTh "+" none 3 nons

e [lepBoe none — BblbpaTb Tabnuuy "A"; CesAska - "Nnn"; ®yHkuus - "avg";Cepus Host =
*megafon.ru(nnm Baw noONMbIA KOHKYPEHT)

e BTopoe nose — BuibpaTb Tabnuyy "b"; cesizka "N"; PyHkuma - "avg";Cepusa Flow volume from
subscriber, Pct/s >= 800

@ Mbl 3aganun ycnosume — ans cpabaTtbiBaHus Tpurrepa Heobxoammo, 4To6bl HbINO0
. AeTeKkTnpoBaHo: He meHee 800 NakeToB (He ClyYalHbIN @ OCMbIC/IEHHbIVA Nepexoa) oT
aboHeHTa K CalTy KOHKYpeHTa.



Ob6paboTka owmnbok

(]

e B none "Ecnu HeT owmnboK" — HeT AaHHbIX
e B none "Ecnu ecTb owmnbka nam TanMayT" — COXpaHUTb NocsiegHee COCTOSHME.

B 31O KOHMrypaunm — npu oTCYyTCTBMMN OWNOOK HUKAKNX AAHHBIX COXPaHATLCA He
byneT, Npn MX HaNW4YUM — COXPAHWUTCSH MHGpOpMauus B Buae Tabauubl o
NOLO3PUTENbHBIX CECCUSIX.

DeucTeus

E-mail pencrBue

(]

e [1n9 aBTOMaTUY4eCKOro 3anoJIHEHNS — KIUKHYTb (aBTOMaTU4Yeckoe 3anosiHeHne popmebl)
e B none "Komy" — yka3aTb agpec 3/1eKTPOHHOW MOYThI

Mpun 3TonW HacTpounke, nNpu cpabaTbiBaHWUW TpUrrepa Ha YyKa3aHHbIA agpec
3JIEKTPOHHOWN NOYThl ByaeT oTnpaBaeHa BCS MHDOpMauna o HoTudukauun: U,
Ha3BaHWe Tpurrepa, CTaTyc, CCblsIKa Ha 0TYeT (COXpaHEeHHOe COCTOsAHMe).

Hotudmkauums

(]

e [1n9 aBTOMaTUY4€CKOro 3anoIHEHNS — KAUKHYTh "</>" (aBTOMaTU4yeCcKoe 3anojiHeHne hopMbl)
e BbibpaTb TN HOTUdUKaumm — "MpeaynpexaeHme"
e [pn 3TOM HacTponke byneT co3gaHa HoTUdukauns B CKAT

(]

MoNy4nTb CCbISIKY Ha OTHYET MOXXHO Yepe3 MEeHI0 HOTU(UKaLNIA

(]

BbibpaTb HOTU(MKauuo BeibpaTb — "OeTann"



MepenTn No CChiNKe Ha 0TYET — OTYET OTKPOETCA B HOBOM OKHe Bpay3epa.

HTTP peictBMe

(=]

e [1ng aBTOMaTU4YeCKOro 3anoJIHEHNSA — KAUKHYTb "</>" (aBTOMaTU4eCcKoe 3anosiHeHne opMbl)
e BuibpaTb MeToA Hanbonee npuemnemblin gns Bawen ticket-cuctembl n BBecTn URL agpec

BXOAAWMX MAaKeTOB W T.4. NPpUBEAEHbl ycpeAHeHHO. bonee To4yHas HacTpomrKa

@ CTouT NnoHMMaTb — 3Ha4yeHune KoJImyecTBa YCTaHaBJINBaeMbIX ceccuin, Koam4yecTsa
OOJI>KHa Npon3BognThbCA C y4€TOM ocobeHHOCTeN BalLen ceTu.
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