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AHanuTtuka Full NetFlow

@ DPI BbIrpy>XaeT MHpopMaumnio 0 Bcex ceccusa knneHtos B popmaTe IPFIX (NetFlow
v10).

1. Mouck yxyaLleHUa KayecTBa AOCTyNa K UHTepHeT

DPI BbIFrpy>XaeT NHGOopMaLILIo 0 3a4ep)XKax Mexay KnveHToMm u DPI n mexay DPI n xoctom Bo Bpems
ycTaHoBsieHnsa TCP coeanHeHus - RTT. B cTaTUCTUKe (OUKCMPYETCA 3aep)XXKa B paMKaxX KaXx1oro
npoTokona ¢ npmeaskomn K UserAgent (6epetca ns ClickStream), 4To faeT BO3MOXXHOCTb OTCAeAUTb
paboTy KOHKPETHOro yCTPONCTBa.

Heobxoaunmele 0encTBMA a5 NONCKa:

1. nepentn B pasaen QoE AHanmTuka - > ABOHeHTHI - > HeTdoy
2. co3gaTb punbTp, roe

e NpepaaraeTcs orpaHNYMTbL NOUCK No NpoTokony http/https, 4Tobbl 0OTCEATL BO3MOXHbIE
0cobeHHOCTN ApYyrmnx NPOTOKONI0B Npn ycTaHoBKe TCP coeanHeHuns

* yKa3aTb CPEOHI00 CKOPOCTb, 4TObbI AenaTb BbIOOPKY 13 abOHEHTOB, aKTMBHO MOJIb3YOLWMXCS
NHTEepHeT

® yKa3aTb HWXHWI nopor RTT oT K/iMeHTa

= OQUNLTPb <
+
DuneTp Oneparop JHaveHne
RTT oT afonenta  >= 20 O
MpuknagHdon npotok like http ® U
TpaduK w= 5000000 O

WHTepnpeTauns nofyYeHHON CTaTUCTUKMA:
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e OnnbTP BbIBEN 25 NOTEHUMANbHbBIX KIMEHTOB, Y KOTOPbLIX MOTYT ObITb NPo6aeMbI C 4OCTYMNOM.
e NoapobHee € 3a4ep)KKaMm MO BPEMEHU, KOTOPbIE Y HUX (IUKCUPYIOTCA, MOXXHO 03HAaKOMUTLCS B
OkHe "DleTann".
e Icnonb3ysa pynop, MOXHO NepeHecTn NX B MapKeTUHIOBYO KaMMaHWio 1 NPoBeCcTu
yBe[OMJIeHNE NN 0NpocC Yepes bpay3ep No yA0BAETBOPEHHOCTM YCayramu.
e Bo3MOXXKHa BbIrpy3ka oT4yeTa B yaobHOM hopmarTe.

2. CepBuc "MOHUTOPUHI anJIMHKOB"

TepMuHbI U onpepneneHus

AnnuHk (Uplink, Bocxopswas nMHUA) — 3TO KaHa CBSA3M OT OnepaTopa K BbILeCToAWweMy U/uim
MarncTpasbHOMY ornepaTopy, OTKyAa onepaTop 6epeT NHTepHeT.

RTT (Round-Trip Time, BpeMa npueMa-nepenaymn) — 3T0 BpeMs, 3aTpavyeHHOE Ha OTMNPaBKy
CMrHana, nac Bpems, Kotopoe TpebyeTca ond NOATBEPXKAEHMSA, YTO CUTHAN Obl NOsyYeH. 3TO
BpeMS 3aflepXXKKu, ClefoBaTeslbHO, COCTOMT U3 BPEMEHW Nepelayn curHana Mexxay AByMsa TOYKaAMM,

Ha3HauyeHue

CepBUC "MOHUTOPUHI anjMHKOB" No3BonseT 6e3 cneunanbHbiX 3KCNEPTHbLIX 3HAHUI OHAH
BbIABAATH MPOBAEMbI C OCTYNHOCTHIO CEPBUCA Y MOJIb30BATENEN, KOTOPbIE MOTYT BO3HUKHYThH M3-3a
KaHana MexJy npoBanaepom 1 UHTEPHET-PECypPCoM:

e Mpobnembl UK 3arpyXEHHOCTb BbILIECTOSALLEr0 ornepaTopa (arinuHKa).
e MenneHHas paboTa WAy HeAOCTYNHOCTL CaMOro Cepauca.

Ha4yano pabothbi

MNepen Havyanom pa60Tb| HeobXx0ANMO BKIIOYNTL BO3MOXKHOCTb c60pa CTAaTUCTUKK. 115 3TOro HaxkaTb
Ha MKOHKY = B JIEBOM BEpPXHEM YyrJy 3KpaHa u
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BbibpaTb B OTKPbIBLLEMCA MEHIO NYHKT AAMUHUCTPATOP
BoibpaTb NyHKT KoHpurypaumsa QoE Stor

QoE Stor
HacTtpovikn cepsunca cbopa ctatuctukmu UPLINK LOAD RATE
B nyHkTe Cbop cTatuctukm UPLINK LOAD RATE BbibpaTb BK1t04EHO

vk wh -

Mocne BbIMOAHEHHbIX ,ﬂ,eMCTBVll‘/] Ha>XXaTb KHOMKY COXpaHVITb B BerHe|7| H4aCTn 3KpaHa.
vl vas Exports P— 7 QE St

Houis QoE Stor ¢ KOHEATYPOLMS

= 3 oo e N —— o P
oE test HocTRoRKs Cepmkca copa CTaTMCTIKK UPLINK LOAD RATE

Ynpaanenwe PCRF
Pecmepn Chiop craTuoTiem UPLINK LOAD RATE wa fulflow (UPLINK_LOAD_RATE_ADD_INFO_FROM_FULLFLOW)
QOE aHonuTHKD DUNLTROUMR frnaess
[ onn npw S LOAD RATE NK _L ATE. L ELDS_TO_SAVE_BITMASK)
Cepeucel VAS cloud
HocTpoim Ul
SawoHHLIR Nepexear i MepWoa arpervps coapawce UPLINK LOAD RATE 8 MisyTax
MocTpoimn xypHana FULLFLOW {UPLINK_LOAD_R INTERVAL}

Knacendukatop HocTpoim xypHOnn CLCKSTREAM

HOCTpo#mK XypHona NAT

THCTI UIPLING LOAD RAT

4

HOCTPORKK CopEMca o

CNMEOR 30POMEHHE XOCTOR KOCnepoxora

BHelwlHuM BUA

Cepsuc pacnonaraetcsa B QOE aHanmTuka = QoE gawwbops. Ytobbl nobpaThCa 00 BUAXeTa 4114
MOHUTOPUHIa anJiMHKoB, B 60KOBOW NaHenu ¢ Buaxetamu Heobxoammo BeibpaTb HeTgoy - lNaHenmn
- MOHUTOPUHI anMHKOB 1 NepeTaLnTb BULKET Ha Aawbopa.

Ha 60KkoBOW MaHenn MOXHO HacTpouTb (1) 1 yaannTb (2) Ka)kKabln BUOXKET.

Buawxeto, nepaTawMTe OTCHLO00 &

o

EH B Hetdonoy

] B B Noanenw

E & B MoHMToR annvHKcs 1\2\
L O B AnndHKA - MECCBHLMEpb B O
+ 0O B Annasen ngeo § vrpol B O
B O B AnnaeHkd - chyxethwe npote B

B okHe HacTponku BngxeTa (1) MOXKHO N3MEHUTb MMSA BUOXKETA Ha aHTIMNCKOM U PYCCKOM Si3blKaX
(3) n ero BugmmocTh (4).
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Uplink - messenger

Wise BaweTta (Ru)

AMNEHEM - MeCoeH e D

[v]

OTHESHTE CoONpOHHTE

B BepxHei 4acTn 3KpaHa MOXXHO BbibpaTb, 3a Kakomn nepuog 6yneT oTobparkaTtbcs Tpaduk (5),

BblIOpaTb UCTOYHUK OaHHbIX (6).
5 6

& &

Nepuwog, 16.,03.2023 17:00 - 16.03,2023 18:59 ] No scam DRI yCTRpOACTBOM o

[na Kaxxooro nNpoToKoJia B ero nianTke OT06pa)KaeTCﬂ:

e HaumeHoBaHue npoTtokona (7)

e 006beM Tpahrka Ha BbiIbOpaHHbIA Nepuog (8)

e MepuaHa no RTT k aboHeHTy, ms (9)

e NenbTta Tpaduka, % (10). 3To pa3HULa MexXay TPaprKoM 3a BbiOpPaHHbLIN NEPUOL BPEMEHU 1
TpauKOM U3 CTaTUCTUKN, KOTOPbIA 0ObIYHO BbIBaeT 3@ aHANIOMNYHbIN NEPUOL, B TOT Xe AEeHb
Hegenm

e ObLiasn oueHka 310poBbsa cepBuca (11):

1. 0-3 6ansia — xopoLlo, KpMBas 3eJIeHOro LBeTa
2. 4-7 6annoB — ya0BAETBOPUTE/ILHO, KPUBAS XKENTOro LiBeTa
3. 8-10 6annoB — nNnoxo, KpMBas KPacHOro LBeTa

o KpuBas v3MeHeHNs OLeHKN 310p0Bbsi NPoToKoNa (12). KpnBasi MokasbiBaeT, CKOJIbKO pa3
MEeHS1aCb OLleHKa MPOTOKOJ1a Ha BbIOPAHHbIV Nepro BPEMEHN U He ObIIO NN NMIOXUX OLLEHOK.
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HacTpoika NpoTOKONOB B BUgXXeTe

Mpv HaBegEeHUN Ha BUOXKET B €r0 BEPXHEM NPABOM Yrjy NOABUTCA 3HAYOK =. Ha)kaB Ha Hero, MoXHo
nepenTn B HACTPOMKKN, MO0 yaanuTb BUOXKET.

HacTpoWnkmn

Yoanute

Mpwn Ha)kaTuu Ha NYHKT HacTporkmn OTKPOeTCa popMa HaCTPONKK. 34eCb NpeacTaBsieH CNNCoK
NpoToKonoB (1), nx konnyectso — oT 1 o 10. YTobbl oTobparkaTb 6oabLe 10 NPOTOKON0B, MOXHO
[06aBMTb Ha fawbopl HECKONbKO BUOXKETOB. HanpmuMep, MOXHO CcAeflaTb HECKOJIbKO TEMATUYECKNX
BUO)KETOB — Ha MeCCeHA)Xepbl U COLCETN, CTPUMbI 1 nNpoYee, B KaXxXAoM 0 10 npoTOKO0JI0B.

[o6aBnaTb (2) nam yoanatb (3) MOXHO BCe NMPOTOKOJbI, KOTOPbIE eCTb B CTaHAApTHOM coBape. [ns
KaXX[10ro npoToKOJ1a MOXXHO HAaCTPOUTb OLLeHKM Mo AesibTe obbema Tpaduka (4) (B 3aBUCUMOCTN OT
TOro, HAaCKOJIbKO Tpauk nameHnTcs, bynet gobasneHo ot 0 go 2 6annos) 1 no nokasatento RTT (5).
[laHHbIA NoKa3aTenb 6osiee BaXKHbIN, MO3TOMY HacTpoika bonee rmbkas ana cepBMCcoB, KOTOPbIE
MOryT OblTb 04€Hb YYBCTBUTEJIbHbI K M3MEHEHMNI0 3TOro NnokasaTens.

Takxe 019 KaXXA0oro 13 NpoToK0/I0B MOXXHO 3aflaTb KaTeropuio BaXKHocTH (6), koTopas byneT
nobasnATb 0T 0 fo 2 6anoB K UTOrOBON OLLEHKE B C/lyvae, ec/iv CyMMa Mo oueHkaM Tpaduka un
MelnaHe byaeT 6onblue Hyns. PecypCbl MMEIOT pasHyio "4yBCTBUTENbHOCTL". BaXXHO He gonyckaTb
Laxke HebosblKMX NpobieM ¢ YyBCTBUTEbHLIMU pecypcaMu. KaxxaoMy pecypcy noJib3oBatenem
NPUCBaNBaETCA KaTeropmna BaXKHOCTU:

e KaTeropma 1 — o4eHb NONynAspHbIA CEPBUC, KpaiHe YYBCTBUTESbHbIA K KQYeCTBY U pa3pbiBaM
CBA3MW.

e KaTeropumsa 2 — HULWWEBbLIWA, HO N3BECTHbIN CEPBUC, TPeOOBATENbHLIN K KAa4yeCTBy.

e KaTeropmsa 3 — cepBuC TOJIbKO Ha4YnHaeT HabmpaTb NONYAAPHOCTb, HO CaM He MOXeT
rapaHTUPOBaTb Ka4YeCTBa KOHTEHTA NN KOHTEHT HE KPUTUYECKN BaXKHbIN.

PekoMeHO0BaHHbIE 3HAYEHMA BNAHUA AenbTbl 06beMa TpagunkKa Ha OLLeHKY NpoTokona (B %) n



nokasatenen RTT onpepensaTcs pa3paboTynkoM 1 nepenatoTcs onepaTopy, KOTOpbLIN fanee
HacTpamMBaeT MX UCxoas n3 ocobeHHOCTeN CBOEN CeTH.

"
AeneTd O0baMD TPOEHED ATT &, vagAorEa Eanmm

Crrrmsaams MNperssr s

YTo menartb B chyvyae npobnemsl

B C/ly4a€ CBOEBPEMEHHOIO BbIABJIEHUNA N NNIOKaJIn3aLlnn r|p06neM nposaﬁmep MOXXET PEeWNTb NX:

e [epekoyeHnemM Ha Apyrov anjuHk.
e [propuTtur3saumnen Tpaduka (NprMeHeHneM "aBapunHbIX" MNOANTUK).
e VIHMuuupoBaHmem obpalleHns K ananHky o npobsemax.

Ecnn peweHne HEBO3MOXHO (npobnembl y cepBuca WAM anjUHK HEBO3MOXXHO
\, MOMEHSTh), TEXHUYECKasa Nnoaaepxka npoBalnaepa CMOXXET 3KOHOMUTb BPEMS Ha
BbISIBIEHUU NpobieM 1 CBOEBPEMEHHO MH(OPMUPOBaTL NOJb30BaTENEN.

Onucanue RTT

Bpemsa npuema-nepenaydn (aHrn. round-trip time, RTT) — 3T0 Bpems, 3aTpadYeHHOe Ha OTMPaBKy
CUrHana, nc BpeMs, KoTopoe TpebyeTca And NOATBEPXKAEHUS, YTO CUrHaN Bbli Noay4YeH. 3To
BpPeMS 3alepXKKU, ciieloBaTebHO, COCTOUT U3 BPEMEHU nepefayn CUrHasa Mexay ABYMS TO4KaMu B
npegenax ogHoro flow.

3a flow B DPI npuHMMaeTCs BCS ceTeBas akTUBHOCTb B paMkax source/destination socket (source
IP:port /destination IP:port).

Tak Kak Becb flow Mexay KIMeHToM 1 cepepoM npoxoant Yepes DPI, nogcyeT RTT Ha DPI
NPOV3BOAMTCA AN ABYX HanpasJIeHUN:



1. OT knmneHTa Jo DPI (o6o3HavyeHue B GUI oT aboHeHTa)
2. OT cepBepa Ao DPI (o603HavyeHune B GUI K aDOHeHTY)

Peructpaumns kaxgoro Hosoro flow Ha DPI nponssoaunTcs He no coobweHunio SYN oT nHuymatopa TCP
coefnHeHuns, a npu nonydeHun oteeta SYN/ACK, nostomy nogcyeT RTT npon3BoaAnTCSA NCXons us3
pa3HuLbl Nepegayn n npueMa nocneayumx coobLeHnn:

KNneHT MOXeT ABNATLCSA CepPBEPOM, @ CEpBep - KJIMEHTOM, B 3aBUCMMOCTHK OT TOro, KTO
nHnumanusupyet TCP coegnHeHne ( TCP SYN ). CooTBeTCTBEHHO, flornka noacyeta RTT Torga Toxe
MeHSAeTCs, U NOACYET BeAeTCs HaobopoT.

Il Ba)XHO NOHUMaTb, 4TO RTT cynTaeTcs ToNbko ans session-oriented ( TCP ) coeguHeHnn. Onsg UDP
noacyet RTT He npom3BoanTCA.

RTT ot aboHeHTa go DPI

SYN—
; SYIN——
A SYN-ACK

b SYN-ACK

RTT = (ACK - SYN-ACK)/2
—ACK—— >

' ———ACK >

-— ESTABLISHED CONNECTION— .

RTT Kk aboHeHTy - OoT cepBepa po DPI (B cnyvyae ecnu 3aBeplueHue 66110 MHULMMPOBAHO CO
CTOPOHBI K/IMEHTA)

SYIN——
' SYN——n— >
RTT = (FYN-ACK — FYN)/2
A SYN-ACK —
. ) SYN-ACK——

—ACK——— o
' —ACK .



RTT k aboHeHTYy - OT cepBepa ao DPI (B chyvyae ecnu 3aBepLieHue OblJI0 MHULMMPOBAHO CO
CTOpPOHbI cepBepa)

Oco6eHHocTu npoTtokona TCP u pacyet RTT

B Bnay ocobeHHocTen npoTokosa TCP, BO3MOXXHO MHOXXECTBO Pa3/IMYyHbIX CUTYaLni, BANAIOWMX Ha
noacyeT RTT gns KoHkpeTHoro flow.

RTT ot knueHTa go DPI pna HekoTopbix flow paBeH Hynlo

| —— ..
SYN———— ,
SYN-ACK '

SYN-ACK—

B cnyyae, ecnim DPI He nony4un ACK oT kaneHTa Ha oTnpassieHHbin SYN/ACK. MogobHaa cutyaumsa
MOXXET CNYYUTHLCA MO HECKOJIbKUM MPUYMHAM, HanpuMep, KJIMEHT pa3opBasl CoeanHeHne hunsnyecku,
nunbo npucnan RST. Bo Bcex nofobHbIx cntyaums, DPI npoctaBuT 3HavyeHue “0” B RTT OT KnneHTa 80
DPI pnsa paHHoro flow.

RTT ansa HekoTopbix flow npuHMMaIOT o4eHb OonbLIME 3HAYEHUA (BEeCATKM CeKyHA)

FYN-

b
* FYN—— >
DATA
RTT = (FYN-ACK — FYN)/2 I D,
, P FYN-ACK
: FYN-ACK
ACK~—— b

' ACK >

HanpumMep, Takas cuTyauns MoXeT BO3HUKHYTb B cjiyyae TCP HALF CLOSED CONNECTION



(HanonoBMHy 3akpbITbin TCP), KOrga o4MH U3 Y4aCTHUKOB COeANHEHNS NMPeKpaLlaeT nepenady
[AaHHbIX, 0JHAKO BCE eLle MOXET MNoJiy4aTb AaHHble OT yAa/leHHOW CTOPOHbI. B TakoM cnydae,
nepegatpowas ctopoHa MoxeT nocsiate FYN/ACK TonbKO nocsie 3aBeplueHns nepenayvn gaHHbIX, B
CcnencTBMn 4ero, 3HaveHne RTT 3Ha4YMTeNIbHO BO3pacTeT.

OnucaHue peTpaHCMUTOB

1. O6LWMA NPOLLEEHT PETPAHCMUTOB
2. MpoOLEHT peTpaHCMUTOB, Koraa Tpaduk oT aboHeTa
3. MpoUEeHT peTpPaHCMUTOB, Koraa Tpaduk K aboHeTy

Maret 1 ———

MNaker2 ~ ———
I —— MoaTteep:kaeHue 2

Maker3 —— —
: s — MoatsepxaeHne 2
Maket 4 o TR
Makers €———— —— oparsepxaeHue 2
| — MoaTsepaeHue 2
[NosToOpHa~n

OTNpaBKa nakeTta 2 —

[MosTOpHaA

oTnpaska naketa 3

Buabl nepesanpocos:

e TCP Retransmission - KnaccmM4yeckKui TUn NOBTOPHOW nepegayn nakeTo. OTNpaBMTENb NAKETa,
He NoJly4MB NOATBEPXKAEHUS MONYYEHUSA OT afpecaTa No UCTEeYEeHUM TanMepa retransmission
timer, oTnpaBAseT nakeT NOBTOPHO aBTOMaTUYeCKK, Npeanosiaras, 4To OH NOTEPSH Mo NyTH
cnefoBaHMs. 3HaYeHne TallMepa NoACTpPanBaeTCa rmbKo U 3aBUCUT OT KPYrOBOro BPEMEHMU
nepefayun no ceTn AN KOHKPETHOro KaHan CBA3N. Kak OH pacCYMTbIBAETCSH MOXHO Y3HaTb B
RFC6298 Computing TCP's Retransmission Timer.

e TCP Fast Retransmission - oTrnpaBuTeb OTNPaABASET MOBTOPHO AaHHbIE HEMEONEHHO nocne
NpeanosioXXeHns, 4TO OTNPaBJIEHHbIE MaKeTbl MOTEPSAHbI, HE AOXNAAACH UCTEYEHNS BPEMEHN
no Tanmepy (ransmission timer). O6bI4HO TPUIrTrepPoM A5 3TOr0 ABAAETCA NoJyyYeHne
HeCKOJIbKMX noapag (06b14HO Tpu) Ay6AMPOBaHHbLIX NOATBEPXKAEHWI NONYYEHUSA C OQHUM 1
TeM e NopsAAKOBbLIM HOMepOM.Hanpumep, 0TNpaBUTeNb Nepeaan NnakeT C NOPSAKOBbLIM
HoMepoM 1 1 noay4unn NOATBEPXKAEHME - MOPALKOBBIN HOMep natC 1, T.e. 2. OTnpaBuTeNb
NMOHWMAET, YTO OT HEro XAYT CeayLWmnin NakeT ¢ HOMepoM ABa. MNpeanosoXXunm, 4To
cnepyowme aBa nakeTa noTepsaanch U NoJsiyvyaTesb Nojly4aeT AaHHble C NOPSALAKOBLIM HOMEPOM
4. Mony4yaTtesb NMOBTOPHO OTNPABAAET NOATBEP)KAEHNE C HOMEPOM 2. [oSly4mB nakeT ¢
HOMepOoM 5, oTnpaBuTesib BCE PaBHO OTMpaBfseT NOATBEPXKAEHNe C HoMepoM 2. OTnpasuTenb
BMANT Tpy Ay6aMpoBaHHbIX MOATBEPKAEHUSA, NpeanonaraeT, YTo nakeTbl 2, 3 6bIIN NOTEPSHbI
N LWET MX 3aHOBO, He O0XMNAaACh Tanmepa.



e Spurious Retransmission - 3TOT TN NOBTOPHOW Nepefayn nosasuaca B sepcun 1.12 cHudgpepa
Wireshark n 03Ha4YaeT, 4T0 OTNpaBMTesIb MOBTOPHO OTMNPABJIAET NaKeThbl, HA KOTOpble
noJiy4yaTesib y)Ke 0TrnpaBul NOATBEPXKAEHME.
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