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COOp CTaTUCTUKM C YOaNeHHbIX TOYEeK Yyepes
TZSP

3epkanuposaHue Tpacduka gna aHanusa Ha CKAT ¢
yaaneHHoro mapwpyrtusatopa Mikrotik

3apada: ImeeTca yaaneHHbIn mapwpyTusaTtop Mikrotik ¢ KOTOPOro Hy>KHO 0T3epKaanpoBaTb Tpaghuk
aboHeHTOB Ons aHanm3a Ha CKAT.

Mikrotik ymeeT oTgaBaTb Konuio aboHeHTCKOro Tpaduka no npoTokony TZSP, KOTopbIn
NCNOsb3yeTCs ANA nepeHoca B cebe Apyrnx NpoToKosoB. [nd npuema Konum Tpaduka byaem
ncrnonb3oBaTb caM cepBep CKAT (BO3MOXKHO UCMOJIb30BaTh OTAE/bHbLIN CEPBEP).

Hactpausaem Mikrotik ona otoayn konum Tpaduka:

=
Mepexoanm K HaCTponKe cepepa ansa npuema TZSP 1 nepeHanpaBiieHNa NAakKeTOB Ha NHTepdenc
DNA.

yum install git libpcap-devel tunctl screen

cd /opt/

git clone https://github.com/nuclearcat/sysadmin-tools

cd /opt/sysadmin-tools/tzsp tap/

make

cp tzsp tap /usr/bin/

Cos3paem tap interface

ip tuntap add tap0O mode tap

3anyckaem npuem nakeTtos ¢ Mikrotik 1 nepeHanpasneHue ero Ha tap uHTepgenc:
tzsp tap tap0 37008

Co3paem ckpunT mirror.sh gns nepeHanpasieHns nakeTos Yepes eth0 nHTepdenc:
!/usr/bin/env bash

trap cleanup EXIT

CLEANUP=1

SRC_IFACE=$%1

DST IFACE=$2

function cleanup() {
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if [ $CLEANUP -eq 1 ]; then
tc qdisc del dev $SRC IFACE ingress
tc qdisc del dev $SRC IFACE root

fi

echo

}

if [ $# -1t 2 1; then
echo "Usage: ${0/*\//} <src interface> <dst interface>"
CLEANUP=0
exit 1

fi

echo
echo "Mirroring traffic from $SRC IFACE to $DST IFACE"

# ingress
tc gdisc add dev $SRC_IFACE ingress
tc filter add dev $SRC IFACE parent ffff: \
protocol all \
u32 match u8 0 0 \
action mirred egress mirror dev $DST IFACE

# egress
tc gdisc add dev $SRC_IFACE handle 1: root prio
tc filter add dev $SRC IFACE parent 1: \
protocol all \
u32 match u8 0 0 \
action mirred egress mirror dev $DST IFACE

echo "Hit Ctrl-C or kill this session to end port mirroring"
sleep infinity

trap - EXIT
cleanup
exit 0

3anyckaem ero B screen:

chmod u+x mirror.sh
screen
mirror.sh tap@ eth0

Ctrl+a+d gna ceopaymBaHus screen.

ECM HET BO3MOXXHOCTW COEANHUTL NHTEP(ENnChbl Ha NPAMYI0, TO COeAMHAEM UX Yepe3 KOMMYTaTop,
nobasus nopTel B 0aMH VLAN 1 OTKI04MB Mac learning Ha nHTepdencax
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