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NMpocton DDoS aHanus yepes CLI

Mpobnema

icxopHble gaHHble : KaHan 10réuT, nepnogmyeckasa mowHas DDoS aTaka Ha O4WH U3 ip B CeTU
NnpMBOOUT K Aerpagauunn cepsuca. N'padmk DDoS aTakun ganee, BUAHO, 4TO MOWHOCTbL DDOS aTakn B
CyMMe C TeKyLMM TparKOM MpeBbillaeT eMKOCTb KaHana.

(]

PeweHue

Tak Kak bbICTPO paclumMpuTb KaHas 1 yBeanYnTb MOWHOCTb DPI He NpeacTaBnsnoCh BO3MOXHbIM,
Bbibpann cnepyowmin NyThb: 1. BolYMCaseM cnmcok IP koTopble nogseprance DDoS 2. nepesoaum IP B
null route ( B blackhole )

HacTpouka

1. co3paem gupekTtopuio /home/ddos _check

2. ycTaHaBnuBaeM ipfixreceiver2 Ha cepsep, rge byaem cobupaTb AaHHbIe NoHbIN netflow
MCcnonb3yeM cnepyoLyto KoHpurypauuo gann ipfixreceiverflow?2.ini, He TpebyeTca
rapaHTMpPOBaHHAs AOCTaBKa NO3TOMY mucnosb3dyem UDP TpaHcropT

[connect]
#protocol=tcp
protocol=udp
host=0.0.0.0
port=1599

[dump]

rotate minutes=1

processcmd=/home/ddos check/rcflowprocess %%s
dumpfiledir=/home/ddos check/flow/

[InfoModel]
XMLElements = /etc/rcollector/xml/raw_flow.xml

[Template]

Elements = octetDeltaCount, packetDeltaCount, protocolldentifier,
ipClassOfService, sourceTransportPort, sourcelPv4Address,
sourceIPvbAddress, destinationTransportPort, destinationIPv4Address,
destinationIPv6Address, bgpSourceAsNumber, bgpDestinationAsNumber,
flowStartMilliseconds, flowEndMilliseconds, ingressInterface,
egressInterface, ipVersion, session id, host cn, DPI PROTOCOL, login,
postNATSourceIPv4Address, postNAPTSourceTransportPort,

frgmt delta packs, repeat delta pack, packet deliver time


https://wiki.vasexperts.ru/lib/exe/detail.php?id=dpi%3Aqoe%3Ause_cases%3Adpi_bestpractice_ddos_find_activity&media=ddos_attack.jpg
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix:start

[ExportModel]

Elements = session id, octetDeltaCount, protocollIdentifier,

DPI PROTOCOL, sourceTransportPort, sourceIPv4Address : decode unsigned,
destinationTransportPort, destinationIPv4Address : decode unsigned,
bgpSourceAsNumber, bgpDestinationAsNumber, flowStartMilliseconds :
decode unsigned, flowEndMilliseconds : decode unsigned, login,
postNATSourceIPv4Address : decode unsigned,
postNAPTSourceTransportPort, packetDeltaCount, sourceIPv6Address,
destinationIPv6Address

[logging]

loggers.root.level = information

loggers.root.channel = fileChannel
channels.fileChannel.class = FileChannel
channels.fileChannel.path = /var/log/ipfixreceiverflow2.log
channels. fileChannel.rotation = 1 M
channels.fileChannel.archive = timestamp

channels. fileChannel.purgeCount = 5
channels.fileChannel.formatter.class = PatternFormatter
channels.fileChannel.formatter.pattern = %Y-%m-%d %H:%M:%S.%i [%P] %p
%S - %t

channels.fileChannel.formatter.times = local

coxpaHsem ¢pann B /home/ddos_check
3. BHOocuM B iptables pa3peweHne ons nopta 1599 - UDP, 3anyckaeM ipfixreceiver.

ipfixreceiver2 --daemon --umask=000 --
pidfile=/var/run/ipfixreceiver.1599.pid -f

/home/ddos check/ipfixreceiverflow2.ini
#nposepseMm, 4TO NOpPT Npouecc cayLaeT

netstat -anpl | grep 1599

udp 124968 0 0.0.0.0:1599 0.0.0.0:%
21820/ipfixreceiver

4. co3paem pann obpaboTkn notoka /home/ddos_check/rcflowprocess

#!/bin/bash

export
PATH=/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/root/bin:/bin:/
home/ddos check

export LD LIBRARY_PATH=/usr/local/lib:/usr/local/lib:/usr/local/lib

gzip $1
echo "DDoS statistics" > /home/ddos check/lastminute.txt
date >> /home/ddos check/lastminute.txt

echo -e "\nSessions TOP20\t ip" >> /home/ddos check/lastminute.txt
/home/ddos check/topcnt $1.gz >> /home/ddos check/lastminute.txt



echo -e "\n\nSummary bytes Only Destination TOP20\nsize(Mb) \t ip" >>
/home/ddos check/lastminute. txt

/home/ddos check/topsize $1.gz 2 | sort -n -r| head -20 | awk '{print
$1/1024/1024 " " $2'} >> /home/ddos checklastminute.txt

echo -e "\n\nSummary bytes Only src IP TOP20\nsize(Mb) \t ip" >>
/home/ddos check/lastminute. txt

/home/ddos check/topsize $1.gz 1 | sort -n -r| head -20 | awk '{print
$1/1024/1024 " " $2'} >> /home/ddos check/lastminute.txt

echo -e "\n\nSummary bytes by src+dsc TOP20\nsize(Mb)\tip" >>
/home/ddos check/lastminute.txt

/home/ddos check/topsize $1.gz 0 | sort -n -r| head -20 | awk '{print
$1/1024/1024 " " $2'} >> /home/ddos check/lastminute.txt

mv -f /home/ddos check/lastminute.txt
/var/www/html/ddos check/lastminute. txt

chown apache /var/www/html/ddos check/lastminute.txt
chmod a+w /var/www/html/ddos check/lastminute.txt
chcon -v --type=httpd sys content t
/var/www/html/ddos check/lastminute.txt

OHe 3abbiBaem caenatb chmod a+x /home/ddos_check/rcflowprocess
5. co3paem ckpunT pacyeTa K-Ba ceccui top-20 /home/ddos_check/topcnt

function getipv4() {
s="echo "obase=16; " $1 | bc | sed 's/../0x& /g'"
ip="printf '%d.%d.%d.%d' $s°
echo -n $ip

}

zcat $1 | awk -F '\t' '{print $6 "\n" $8}' | sort | uniq -c -d | sort -
n -r > tmp$$$

head -20 tmp$$$ > tmp2$$$

echo -e "ip\t\thits"
while read p; do
cnt="echo $p | awk '{print $1}'"
ipd="echo $p | awk '{print $2}'°
size="/home/volja/cntsums $1 $ipd | awk '{print $2/1024/1024}'"
getipv4 $ipd; echo -n -e "\t" $cnt; echo -e "\t s=" $size "(Mb)\t("
$ipd ")"
done < tmp2$$$

rm -f tmp$$$ tmp2$$$



OHe 3abbiBaem caenatb chmod a+x /home/ddos_check/topcnt
6. ycTaHaB/vBaeM bc
yum -y install bc
7. co3paem ckpunt /home/ddos_check/cntsums

zcat $1 | grep $2 | awk '{sum += $2; sum2 += $3} END {print "octets= "
sum "\tpackets= " sum2}’

OHe 3abbiBaem caenatb chmod a+x /home/ddos_check/cntsums

8. co3paem ckpunT TOMM-20 no MakcMMmanbHoMy obbeMy Tpaduka /home/ddos_check/topsize

#!/usr/bin/python

# usage:

# by source ip

#./topsize arch/attakl/url 05102017 152100.dump.gz 1 | sort -n -r| head
-20 | awk '{print $1/1024/1024 " " $2'}

# by destination ip

#./topsize arch/attakl/url 05102017 152100.dump.gz 2 | sort -n -r| head
-20 | awk '{print $1/1024/1024 " " $2'}

#

import sys, os, logging, ConfigParser, gzip

def main():
delim="\t'
accumulater={}
for line in openinfile(sys.argv[1l]):
acc=long(0)
fields = line.rstrip('\n').split(delim)
if(sys.argv[2]=="0" or sys.argv[2]=="1"):
# by src
try:
acc=accumulater[fields[5]]
accumulater[fields[5]]=acc+long(fields[1])
except KeyError:
accumulater[fields[5]]=long(fields[1])
if(sys.argv[2]=="0" or sys.argv[2]=="2"):
#by dsc
try:
acc=accumulater[fields[7]]
accumulater[fields[7]]=acc+long(fields[1])
except KeyError:
accumulater[fields[7]]=long(fields[1])

for key, value in accumulater.iteritems():



print str(value)+' '+ipv4str(long(key))

# open input file
def openinfile(filename):
if filename is None:
inf = sys.stdin
logging.debug("input file: stdin")
else:
if ".gz" in filename:
inf = gzip.open(filename, "rb")
else:
inf = open(filename, "rb")
logging.debug("input file: " + filename)
return inf

def ipvé4str(ipv4):

return str((ipv4 >> 24) & OxFF) + '.' + str((ipv4 >> 16) & OxFF) +
".' + str((ipv4 >> 8) & OxFF) + '.' + str((ipv4 & OxFF))
if name == " main_ ":

main()

OHe 3abbiBaem caenatb chmod a+x /home/ddos_check/topsize
9. pobaBnsem cTpoky B /var/spool/cron/root 4To 6bl Yepe3 cyTkK AaHHble flow yaansanuce

15 4 * * * /bin/find /home/ddos check/flow/ -name url \*.dump.gz -cmin
+1440 -delete > /dev/null 2>&1

10. ycTaHaBnnBaeM napameTpsbl Ha DPI

netflow=8

netflow full collector type=1

netflow dev=eth2

netflow timeout=10

#!1130ecb ykaXxnTe ip agpec Ballero npuveMHukKa
netflow full collector=127.0.0.1:1599
netflow passive timeout=20
netflow active timeout=60

o NaHHas HacTpolka TpebyeT pecTapTa

PaboTa co ckpuntamm

Mocne nepesarpysku fastdpi ecniv Bce cKoHUrypuposaam npasunbHo ipfixreceiver HayHeT
npvHMMaTb AaHHble B aupekTopuio /home/ddos_check/flow, nocne nosasneHns *.gz annos (1 pa3 B



MWUHYTY MHTEpBaN poTauum Obln yCTaHOB/IEH B MPUEMHIKE) MPOBOAUM NPOBEPKY CKPUMTOB.

cd /home/ddos check
./topcnt flow/url 05102017 151800.dump.gz

ip hits

77 . XXX.XX.64 144889 s= 5379.99 (Mb) ( 1299787840 )
77.88.8.8 14051 s= 2.26185 (Mb) ( 1297614856 )
128.128.128.8 1642 s= 0.401568 (Mb) ( 134744072 )
77.88.8.1 1578 s= 0.359544 (Mb) ( 1297614849 )
77 . XXX.XX.208 468 s= 1.45243 (Mb) ( 1299785168 )

BMAMM 1 WT. ip B TONE C 04eHb 60/bLWMM OTPLIBOM, 3TOT agpec ddos'aT n3 BHe 3abnBas KaHan
Mposepsem top no pasmepy no scem src u dsc IP: ./topsize
arch/attakl/url_05102017_151800.dump.gz O | sort -n -r| head -20 | awk '{print $1/1024/1024 " " $2'}
5380.01 77.XXX.XX.64 165.881 81.XXX.XXX.79 ... 27.2184 74 XXX.XXX.27 BUANM HTO B TEKYLLYIO
MWHYTY OaHHbIA [P nonyysun n otaan 5.4 M6ant Tpadumka, cneayowmnin Tonbko 165 M6anTt. Takmum
obpa3om noaTBEPAMSIOCL NpeanonoxxeHne o DDoS aTake Ha IP=77.XXX.XX.64.

laHHbI agpec oTnpasnseM B blackhole, Tak Kak MOLWHOCTM KaHaNa He xBaTaeT, T.e. 610KMpoBaThb
MOXXHO TOJIbKO Y BbILLIECTOALLEro nposangepa ¢ nomoLubio null route.

Hactpouka httpd

[nsa onepaTWBHOro focTyna npu Hanu4uu http Ha cepsepe rae nponcxoaut npuem IPFX MOXHO
nponucaTtb B KOHGurypauum /etc/httpd/conf/httpd.conf:

<Directory "/var/www/html/ddos check">
Options Indexes FollowSymLinks
AllowOverride None
Order allow,deny
Allow from all

</Directory>

Alias /ddos check/ "/var/www/html/ddos check/"

XenaTtenbHo ewe nobaBnTb OrpaHM4yeHne 4oCTyna, B JaHHOM NpUMepe He pacCMaTpMBaETCS.
CooTBETCTBEHHO Noce pectapTa httpd MOXXHO NOAY4YUTL CTPAHULY MO CCbiNKe

http://<your_ip http>/ddos check/lastminute.txt

(]

Y10 B ocTaTtke?

NHTepecHo 6b110 NOHATL M.6. MOXXHO 3a6/10KMPOBaTb TOJILKO ip U3BHE? WM UX TaM Napa LeCcATKOB?
co34aeM CKpunT Aas noacyeTta MowHocTK aTakn /home/ddos_check/topip:

#!/bin/bash



function getipv4() {
s="echo "obase=16; " $1 | bc | sed 's/../0x& /g'"
ip="printf '%d.%d.%d.%d' $s°
echo -n $ip

}

zcat $1 | grep $2 | awk -F '\t' '{print $8 "\n" $6}' | grep -v $2 | sort |
uniq -c -d | sort -n -r > tmp$$$

echo -e "ip\t\thits"
echo -n "unique ip="; wc -1 tmp$$$ | awk '{print $1}'
head -20 tmp$$$ > top20$$$
while read p; do
cnt="echo $p | awk '{print $1}'°
ipd="echo $p | awk '{print $2}'"
getipv4 $ipd; echo -e "\t" $cnt
done <top20$$$

rm -f tmp$$$ top20$$$

0 He 3abbiBaeT caenaTtb chmod a+x /home/ddos_check/topip 3anyckaem, bepemM B KayecTBe 2-ro
napameTpa AecaTuyHoe npeactasneHue IP n3 () B8 TOP-20 ceccum:

./topip 'arch/attakl/url 05102017 15*' 1299787840

ip hits
unique ip=58261
202.92.200.6 2626
110.76.131.6 2546

119.235.28.59 2150
38.70.202.194 1874
177.38.144.14 1830
138.204.18.18 1542
212.119.180.222 1452
88.220.134.2 1432
200.186.13.86 1389

KaK BMAHO 13 Tabnnubl B aTake y4acTBYIOT 58 TbiCAY afpecos.

CcbiIKM no Teme

e 3awmTta ot DDOS aTak cpenctsamu BGP
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