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OnucaHue MeTpuk QoE

Excel-chain QOE aHanuTMKa - CNUCOK Nosieit oT4eTOB ByaeT noseseH Npu HacTPOMKe

Tpurrepos. OH MOMOXXeT pa30bpaTbCs, B KAKOM OTHETE HAXOAATCS HY>KHble AAHHbIE.
BkalouuTe MaKpochl ana pabotbl ¢ pannom!

MpumMep: [ONYCTUM, HY>XHO HallTK OTYET, B KOTOPOM COLEPXUTCA MeTpuka RTT.

[Ns 3TOro B Hy)KHO HanTn MeTpuky RTT B BepxHen Tabnuue ang punabTpaunu, B

A4enKe nog MeTpuMkon HanucaTb "[la", 3aTeM HaxaTb Enter.

B pe3ynbTaTe HMXKHAS OCHOBHas Tabauua byneT oTUAbTPOBAHA M CTAHYT BUAHbI

TOJIbKO Te OTYeThbl, B KOTOPbIX €CTb MeTpuka RTT:
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flencaa RTT ot RTT k aboHeHTy,
NOBTOPHbIX RTT, mc
abBoHeHTa, Mc MC
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NG 52 Aenwra RTT or RTT k aGoHeHTy,
NOBTOPHbIX RTT, mc
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7 |CoKkpaweHHBLIA cEIpod nor ) la Na Het Het
g |Ceipoi nor aboHeHTa la Ha Her Her
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37 ChBIpOW KNWKCTPUM ¢ HeTdonoy Her Nla Na [a
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Y Ka)goro oT4yeTa eCcTb NpMMeYyaHue, rae NponucaHo, B KaKkoM pasaene ero HanTu

(4TObbI YBMAETb NPUMEYaAHMNE, HYXHO NPONCTATb B HAYaNl0 AOKYMEHTA).
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MeTpuka OnucaHue 3HauyeHus

IP-agpec, npeobpa3oBaHHbIN
NAT 13 npuBaTHOro B
ny6AnYHbIN NS CBA3N C
BHELUHUMWN YCTPONCTBAMU U
L0CTyNa B UHTEpPHET

MopT, Nnpeobpa3oBaHHkLIN
NAT 13 npuBaTHOro B
nyb6ANYHBLIN ANA CBA3N C
BHELUHUMW YCTPONCTBAMU U
L0CTyra B UHTEPHeT

KaHan — Homep vChannel.
KaHasn/mocT MocT — HOMep MOCTa, Yyepes
KOTOPbIN naeT Tpapuk

Knaccol Tpaguka csO — cs7.

IPv4-appec ncTovHmKa
nocse nat

MopT UCTOYHMKa nocne
nat

0—csO
MoopobHee B pasgene
1—csl
Knacc cepsuca PacnpepneneHue Tpaduka no
Kflaccam ans TapudgHoro
A puc 7 —cs7
niaHa

1 — K KOMYy HanpasneH Tpaguk;

2 — OT KOro McxoguT Tpadguk.

Mpumep:

MepBbI BApUaHT — UCXOAALLMNI TPadUK;
BTopoi BapmaHT — BXOOALWNN TpaguK.

ionyyartena HWMHaexc IP-w

NHpekc IP-nHTepgenca

nony4vatena n IHpekc IP-
y A HanpasneHve Tpaurka

NHTepgenca
oTnpaBuTens
2
1
RTT

Bpems npnema-nepenayn (aHrn. round-trip time, RTT) — 370 Bpems, 3aTpayeHHOE Ha OTNpPaBKY
CUrHana, nac BpemMs, Kotopoe TpebyeTcs ANd NOATBEPXKAEHWS, YTO CMrHan bbii nosyyeH. 310
BpPeMS 3aflepXKKK, ciieloBaTesNbHO, COCTOUT U3 BPEMEHU nepefayn CUrHasia Mexay ABYyMS TOYKaMu B
npenenax ogHoro flow.

3a flow B DPI npuHuMaeTca BCA ceTeBas akTUBHOCTb B paMKax source/destination socket (source
IP:port /destination IP:port).

Tak Kak Becb flow mexay KnnmeHToM n cepsepoM npoxoanT vyepes DPI, noacyeT RTT Ha DPI
NPOU3BOAMTCA AN OBYX HaMnpaBJieHUN:


https://wiki.vasexperts.ru/lib/exe/detail.php?id=dpi%3Aqoe%3Aparamdescript%3Astart&media=dpi:qoe:paramdescript:index.png

1. OT knmneHTa Jo DPI (o6o3HavyeHue B GUI oT aboHeHTa)
2. OT cepBepa Ao DPI (o603HavyeHune B GUI K aDOHeHTY)

Peructpaumns kaxgoro Hosoro flow Ha DPI nponssoaunTcs He no coobweHunio SYN oT nHuymatopa TCP
coefnHeHuns, a npu nonydeHun oteeta SYN/ACK, nostomy nogcyeT RTT npon3BoaAnTCSA NCXons us3
pa3HuLbl Nepegayn n npueMa nocneayumx coobLeHnn:

KNneHT MOXeT ABNATLCSA CepPBEPOM, @ CEpBep - KJIMEHTOM, B 3aBUCMMOCTHK OT TOro, KTO
nHnumanusupyet TCP coegnHeHne ( TCP SYN ). CooTBeTCTBEHHO, flornka noacyeta RTT Torga Toxe
MeHSAeTCs, U NOACYET BeAeTCs HaobopoT.

Il Ba)XHO NOHUMaTb, 4TO RTT cynTaeTcs ToNbko ans session-oriented ( TCP ) coeguHeHnn. Onsg UDP
noacyet RTT He npom3BoanTCA.

RTT ot aboHeHTa go DPI

SYN—
; SYIN——
A SYN-ACK

b SYN-ACK

RTT = (ACK - SYN-ACK)/2
—ACK—— >

' ———ACK >

-— ESTABLISHED CONNECTION— .

RTT Kk aboHeHTy - OoT cepBepa po DPI (B cnyvyae ecnu 3aBeplueHue 66110 MHULMMPOBAHO CO
CTOPOHBI K/IMEHTA)

— &
\ FYN——— >
RTT = (FYN-ACK — FYN)/2
) : FYN-ACK —
. ) FYN-ACK ——

—ACK——— o
' —ACK .



RTT k aboHeHTYy - OT cepBepa ao DPI (B chyvyae ecnu 3aBepLieHue OblJI0 MHULMMPOBAHO CO
CTOpPOHbI cepBepa)

Oco6eHHocTu npoTtokona TCP u pacyet RTT

B Bnay ocobeHHocTen npoTokosa TCP, BO3MOXXHO MHOXXECTBO Pa3/IMYyHbIX CUTYaLni, BANAIOWMX Ha
noacyeT RTT gns KoHkpeTHoro flow.

RTT ot knueHTa go DPI pna HekoTopbix flow paBeH Hynlo

| —— ..
SYN———— ,
SYN-ACK '

SYN-ACK—

B cnyyae, ecnim DPI He nony4un ACK oT kaneHTa Ha oTnpassieHHbin SYN/ACK. MogobHaa cutyaumsa
MOXXET CNYYUTHLCA MO HECKOJIbKUM MPUYMHAM, HanpuMep, KJIMEHT pa3opBasl CoeanHeHne hunsnyecku,
nunbo npucnan RST. Bo Bcex nofobHbIx cntyaums, DPI npoctaBuT 3HavyeHue “0” B RTT OT KnneHTa 80
DPI pnsa paHHoro flow.

RTT ansa HekoTopbix flow npuHMMaIOT o4eHb OonbLIME 3HAYEHUA (BEeCATKM CeKyHA)

FYN-

b
* FYN—— >
DATA
RTT = (FYN-ACK — FYN)/2 I D,
, P FYN-ACK
: FYN-ACK
ACK~—— b

' ACK >

HanpumMep, Takas cuTyauns MoXeT BO3HUKHYTb B cjiyyae TCP HALF CLOSED CONNECTION



(HanonoBMHy 3akpbITbin TCP), KOrga o4MH U3 Y4aCTHUKOB COeANHEHNS NMPeKpaLlaeT nepenady
[AaHHbIX, 0JHAKO BCE eLle MOXET MNoJiy4aTb AaHHble OT yAa/leHHOW CTOPOHbI. B TakoM cnydae,
nepegatpowas ctopoHa MoxeT nocsiate FYN/ACK TonbKO nocsie 3aBeplueHns nepenayvn gaHHbIX, B
CcnencTBMn 4ero, 3HaveHne RTT 3Ha4YMTeNIbHO BO3pacTeT.

PeTpaHCMUTHI

1. O6LWMA NPOLLEEHT PETPAHCMUTOB
2. MpoOLEHT peTpaHCMUTOB, Koraa Tpaduk oT aboHeTa
3. MpoUEeHT peTpPaHCMUTOB, Koraa Tpaduk K aboHeTy

Naker1 —

MNaker2 ~ ———
I —— MoaTteep:kaeHue 2

Maker3 —— —
: s — MoatsepxaeHne 2
Maket 4 o TR
Makers €———— —— oparsepxaeHue 2
| — MoaTsepaeHue 2
[NosToOpHa~n

OTNpaBKa nakeTta 2 —

[MosTOpHaA

oTnpaska naketa 3

Buabl nepesanpocos:

e TCP Retransmission - KnaccmM4yeckKui TUn NOBTOPHOW nepegayn nakeTo. OTNpaBMTENb NAKETa,
He NoJly4MB NOATBEPXKAEHUS MONYYEHUSA OT afpecaTa No UCTEeYEeHUM TanMepa retransmission
timer, oTnpaBAseT nakeT NOBTOPHO aBTOMaTUYeCKK, Npeanosiaras, 4To OH NOTEPSH Mo NyTH
cnefoBaHMs. 3HaYeHne TallMepa NoACTpPanBaeTCa rmbKo U 3aBUCUT OT KPYrOBOro BPEMEHMU
nepefayun no ceTn AN KOHKPETHOro KaHan CBA3N. Kak OH pacCYMTbIBAETCSH MOXHO Y3HaTb B
RFC6298 Computing TCP's Retransmission Timer.

e TCP Fast Retransmission - oTrnpaBuTeb OTNPaABASET MOBTOPHO AaHHbIE HEMEONEHHO nocne
NpeanosioXXeHns, 4TO OTNPaBJIEHHbIE MaKeTbl MOTEPSAHbI, HE AOXNAAACH UCTEYEHNS BPEMEHN
no Tanmepy (ransmission timer). O6bI4HO TPUIrTrepPoM A5 3TOr0 ABAAETCA NoJyyYeHne
HeCKOJIbKMX noapag (06b14HO Tpu) Ay6AMPOBaHHbLIX NOATBEPXKAEHWI NONYYEHUSA C OQHUM 1
TeM e NopsAAKOBbLIM HOMepOM.Hanpumep, 0TNpaBUTeNb Nepeaan NnakeT C NOPSAKOBbLIM
HoMepoM 1 1 noay4unn NOATBEPXKAEHME - MOPALKOBBIN HOMep natC 1, T.e. 2. OTnpaBuTeNb
NMOHWMAET, YTO OT HEro XAYT CeayLWmnin NakeT ¢ HOMepoM ABa. MNpeanosoXXunm, 4To
cnepyowme aBa nakeTa noTepsaanch U NoJsiyvyaTesb Nojly4aeT AaHHble C NOPSALAKOBLIM HOMEPOM
4. Mony4yaTtesb NMOBTOPHO OTNPABAAET NOATBEP)KAEHNE C HOMEPOM 2. [oSly4mB nakeT ¢
HOMepOoM 5, oTnpaBuTesib BCE PaBHO OTMpaBfseT NOATBEPXKAEHNe C HoMepoM 2. OTnpasuTenb
BMANT Tpy Ay6aMpoBaHHbIX MOATBEPKAEHUSA, NpeanonaraeT, YTo nakeTbl 2, 3 6bIIN NOTEPSHbI
N LWET MX 3aHOBO, He O0XMNAaACh Tanmepa.



e Spurious Retransmission - 3TOT TN NOBTOPHOW Nepefayn nosasuaca B sepcun 1.12 cHudgpepa
Wireshark n 03Ha4YaeT, 4T0 OTNpaBMTesIb MOBTOPHO OTMNPABJIAET NaKeThbl, HA KOTOpble
noJiy4yaTesib Y)Ke 0TrnpaBu NoATBEPXKAEHNE.

Knukctpum

Bce meTpukun KNnMKCTpuM onpenensioTcd TobKo ona Tpaduka HTTP.
MeTpukn gna Tpaduka HTTPS Henb3a onpenennTb, Tak Kak OH LNGPOBAHHBLIN.

MeTpuka OnucaHue 3HavyeHums
MyTb Apnpec, no KoTopomy nepellen aboHeHT
Pecypc, ¢ KOTOpPOro NOCTynua 3anpoc.
YPJI MCTOUHMKa 3anpoca cnonb3yeTcs npu nepeagpecauunn: 3anoMmMHaeTCs
agpec, C KOToporo noJjib3oBaTeslb NepeLen Ha
CTpaHuLy nepeagpecauunm
User agent. MNo3BoNseT NOHATb, C KAKOr0 YCTPOMCTBA
AreHT nosib3oBaTens
caenaH 3anpoc
0 —He
onpepeneHo
MeTop MeToq 3anpoca K cepse 1 —GET
P PBERY 2 — POST
3 —PUT
4 — DELETE
200 — OK

Kopg pesynbTaTa

Kog HTTP, KOTOpbI BEPHYN CepBep

400 — Forbidden

Pa3smep KOHTeHTa

Ckonbko 6anT MHMOpMaLMn BEPHYJT CEPBEP B OTBET Ha
3anpoc

Tun KOHTEHTa

Content-Type B HTTP, ucnonb3yeTtcs oas Toro, 41obbl
onpegenntb MIME Tnn pecypca

3abnoknpoBaHo

buToBas Macka, COLEPXUT NPU3HAK TOro, YTO pecypc
6b1n 3a610KMPOBaH UK NepeanpecoBaH

0x3 pnga HTTP
Ox1 pnsa
0CTaJIbHOr o

Tun xocCTa

1 B cnyyae HTTP
2 — CNAME

3 —SNI

4 — QUIC
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