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XXypHanupoBaHue NAT TpaHCnsauuun

JKCMOPT TPAHCAALMNA HA BHELLHUE KOJIIeKTopbl B popmaTe
IPFIX

Ina aHannsa faHHbIX No cosepeHHbIM NAT TpaHCIAUMAM Ha BHELWHUX CUCTEMaX, MOXKHO
3KCNOPTMPOBaTb 3TN AaHHbIX Mo ceTu B hopmaTe IPFIX (aka NetFlow v10)

3kcnopT NAT TpaHCnAUMA HacTpanBaeTCs CiefyWwnMn napameTpamu:

ipfix _dev=eml
ipfix nat udp collectors=1.

.4:1500,1.2.3.5:1501
ipfix nat tcp collectors=1. .6:

2.3
2.3 9418
roe

e eml - uMA ceTeBOro UHTepdenca Ansa sKcnopTa.

« ipfix_nat_udp_collectors - agpeca UDP konnektopos. MoxeT ObITb yKa3aHO MakKCMMyM
ABa KonJseKTopa.

« ipfix_nat_tcp_collectors - agpeca TCP konnektopos. Mo)xeT ObITb yKa3aH TONbKO OAUH

KOJIJIEKTOP.
®opmar IPFIX wabnoHa pnsa akcnopta NAT TpaHcaauumu
ID [IANA Kgn:no Tun OnucaHue NMpuMmevyaHue
auT | BaHHbIX
CncrteMHoe Bpems,
323| 0 8 int64 |SYSTEM_TIME_WHEN_THE_EVENT_OCCURRED|korpga npo13oLuio
cobbiTne
NoeHTndurkaTop
41 0 1 int8  |PROTOCOL,_IDENTIFIER rpoToKo/a
- TPaHCNOPTHOro
YpOBHS
230 O 1 int8  |TYPE_OF_EVENT Tun cobbiTus
8 0 4 IPvd  |SOURCE_IPV4 _ADDRESS ALpec oTnpaBuTens
225| 0 4 IPv4  |POST NAT SOURCE_IPV4 ADDRESS ABpec 0TnpasnTens
- - - - nocne NAT
7 0 2 intl6 |SOURCE_PORT MopT oTnpasuTens
227| 0 2 intl6 |POST NAPT SOURCE_TRANSPORT PORT rlopt oTnpasuTens
- - - - nocne NAT
12 0 4 IPv4  |DESTINATION_IPV4_ADDRESS Appec nonyvatens
11 0 2 intl6 |DESTINATION_TRANSPORT PORT MopT nony4aTens
200043823 8 int64 |SESSION_ID VinerTngpukaTop
- ceccumn
2003(43823 - string  |LOGIN User name npu Bxone
B CMCTEMY

Ona cbopa nHgpopmaumm B hopmaTe IPFIX nogonaet nobon yHuBepcanbHbi IPFIX KonnekTop,
noHUMatoWwmnn wabnoHsl, unm ytunuta IPFIX Receiver


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2

Takxxe nHpopmaumsa o NAT TpaHcnauusax nepepaetcs B nonax postNATsourcelPv4Address v
postNAPTsourceTransportPort npu akcnopte nonHoro Netflow

BeneHue XXypHana TPAHCNALUK B TEKCTOBOM popmaTe

Ana 3anucu NAT TpaHCnAuun B TEKCTOBLIN Nor Ha cepeepe CKAT B KOH(UrypaLWOHHOM (aise
/etc/dpi/fastdpi.conf HacTpanBalOTCS caedyoLlmne napameTpsbl:

ajb _save nat=1

ajb save nat format=ts:ssid:event:login:proto:ipsrc:portsrc:ipsrcpostnat:por
tsrcpostnat:ipdst:portdst

ajb _nat path=/var/dump/dpi

ajb _nat ftimeout=30

roe

* ajb_save nat=1 akTnBMpOBaTbL 3aMnUCb TPAHC/IALNN B TEKCTOBbIN /10T
e ajb_nat_path=/var/dump/dpi mecTo pa3meLLeHns (anioB C 3anNnCbI0 J10ros (Mo yMON4aHUoO
/var/dump/dpi)
e ajb nat ftimeout=30 nepmMoanYHOCTb 3anncu
* ajb_save nat format=ts:ssid:event:login:proto:ipsrc:portsrc:ipsrcpostnat:portsrcpostnat:ipdst:p
ortdst cnncok 1 NopafoK 3anucbiBaeMbIX Nosen, rae
o s - BpeMeHHasa MeTKa
o ssid - ngeHTNGMKaTop ceccmm (ana ceasm ¢ aaHHbiMK Netflow/IPFIX no obbemam)
o event - cobbiTue : 1 - NAT44 Session create, 2 - NAT44 Session delete
o login - login aboHeHTa
o ipsrc - IP agpec NCToYHKMKa 3anpoca (aboHeHTa)
o portsrc - NoOpT MCTOYHMKa 3anpoca (aboHeHTa)
o ipsrcpostnat - IP agpec nctovyHnka 3anpoca (aboHeHTa) nocne NAT TpaHCcasunm
o portsrcpostnat - nopT ncTo4HMKa 3anpoca (aboHeHTa) nocne NAT TpaHCaaumm
o ipdst - IP agpec nonyyaTensa 3anpoca (xocrta)
o portdst - nopT nony4aTens 3anpoca (xocTa)

NFS 1 gpyrux remote), LaHHbIA BapuUaHT XKYPHAIMPOBAHNA PEKOMEHAYETCS TObKO B

dannoBas cucteMa oas 3anncu N10roe AoHKHa ObITb 6bICTp0l7I N NOKaNbHOWN (HUKaKNX
_\)
uenax KpaTKOBpeMeHHOI7I ONarHoCTUKN

OTnpaBka template B IPFIX

1. TpaHcnopTHbIK npoTokoa TCP.
Template oTnpasnseTca oanH pa3 rnocne yctaHosneHmsa TCP-ceccum.

2. TpaHcnopTHbIA NpoTokon UDP.
Template oTnpasnseTcs no ymonyaHuio Kaxgble 20 cekyHA,. PerynmpyeTtcs napameTpoMm
ipfix_udp_ template timer.


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix
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