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XXypHanupoBaHue NAT TpaHCnsauuun

1. 9KCNOPT TPAHCAALUNA HA BHELLHUE KoJJieKTopbl B hopMmaTe
IPFIX

Ina aHannsa faHHbIX No cosepeHHbIM NAT TpaHCIAUMAM Ha BHELWHUX CUCTEMaX, MOXKHO
3KCNOPTMPOBaTb 3TN AaHHbIX Mo ceTu B hopmaTe IPFIX (aka NetFlow v10)

3kcnopT NAT TpaHCnAUMA HacTpanBaeTCs CiefyWwnMn napameTpamu:

ipfix _dev=eml
ipfix nat udp collectors=1.

.4:1500,1.2.3.5:1501
ipfix nat tcp collectors=1. .6:

2.3
2.3 9418
roe

e eml - uMA ceTeBOro UHTepdenca Ansa sKcnopTa.
* jpfix_nat_udp_collectors - agpeca UDP konnekTopos.
* ipfix_nat_tcp_collectors - agpeca TCP KosieKTOpOB.

®dopmart IPFIX wabnoHa ans skcnopta NAT TpaHcnauun
ID |IANA Kgn:ao Tun OnucaHue NMpuMmeyaHue
auT AaHHbIX
CucTteMHoe Bpems,
323 0 8 inté4  |SYSTEM_TIME_WHEN_THE_EVENT OCCURRED|Kor&a npousoLno
cobbITme
NoeHTudurkaTop
4 0 1 int8  |PROTOCOL IDENTIFIER fipoTokona
- TPaHCMOPTHOrO
YPOBHS
230 O 1 int8  |TYPE_OF_EVENT Tun cobbITus
8 0 4 IPvd  |SOURCE_IPV4 _ADDRESS Appec oTrpaBuTens
225| 0 4 IPv4  |POST NAT SOURCE IPV4 ADDRESS Alipec oTnpasuTens
- - - - nocne NAT
7 0 2 intl6 |SOURCE_PORT MopT oTnpasuTens
227 0 2 intl6 |POST NAPT SOURCE TRANSPORT PORT MopT oTnpasuTens
- - - - nocne NAT
12 0 4 IPv4  |DESTINATION_IPV4_ADDRESS Afpec nonyyaTens
11| 0 2 intl6 |DESTINATION_TRANSPORT PORT MopT nonyyaTens
2000143823 8 inté4 |SESSION 1D ineHTugpukaTop
- ceccnm
2003/43823| - string  |LOGIN User name npu sxone
B CUCTEMY

Ina cbopa nHpopmaumm B opmaTte IPFIX nogonaet nobon yHnBepcanbHbin IPFIX KonnekTop,
noHnmatowmin wabnoHsl, nam ytunuta IPFIX Receiver

Takxe nHpopmaums o NAT TpaHcnaumsax nepenaetca B nonsx postNATsourcelPv4Address n


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:utilities:ipfixreceiver2

postNAPTsourceTransportPort npu akcnopte nonHoro Netflow

2. BepeHue XYPHajla TpaHCﬂﬂLl,Mﬁ B TEKCTOBOM cbopMaTe

Ana 3anucu NAT TpaHCAAUUn B TEKCTOBLIN nor Ha cepeepe CKAT B KOH(MrypaLMOHHOM (ainse
/etc/dpi/fastdpi.conf HacTpamBalTCa CiefyoLme napameTpbl:

ajb _save nat=1

ajb save nat format=ts:ssid:event:login:proto:ipsrc:portsrc:ipsrcpostnat:por
tsrcpostnat:ipdst:portdst

ajb nat path=/var/dump/dpi

ajb nat ftimeout=30

roe

* ajb_save nat=1 akTnBMpOBaTbL 3aMnUCb TPAHC/ALMNIN B TEKCTOBLIN /10T
e ajb_nat_path=/var/dump/dpi mecTo pa3meLLeHns (ansoB C 3anNnCbIO J0ros (Mo yMON4aHU
/var/dump/dpi)
e ajb nat ftimeout=30 nepnoAnYHOCTb 3anncu
e ajb save nat format=ts:ssid:event:login:proto:ipsrc:portsrc:ipsrcpostnat:portsrcpostnat:ipdst:p
ortdst cnnMcok 1 NopsAfoK 3anucbiBaeMblX Nosen, rae
o ts - BpeMeHHasa MeTKa
o ssid - ngeHTNMKaTop ceccmm (ana cesasm ¢ aaHHbiMK Netflow/IPFIX no o6bemam)
o event - cobbiTne : 1 - NAT44 Session create, 2 - NAT44 Session delete
o login - login aboHeHTa
o ipsrc - IP agpec NCToYHKMKa 3anpoca (aboHeHTa)
o portsrc - NOpT UCTOYHMKa 3anpoca (aboHeHTa)
o ipsrcpostnat - IP agpec ncto4yHnka 3anpoca (aboHeHTa) nocne NAT TpaHCcasumnm
o portsrcpostnat - nopT nCcTo4YHUKa 3anpoca (aboHeHTa) nocne NAT TpaHChAUUK
o ipdst - IP agpec nonyyaTensa 3anpoca (xocTta)
o portdst - nopT nonyy4aTtens 3anpoca (xocTa)

ansnioBas cMCTeMa Ans 3anuncu 10ros AomKHa 6biTe BbICTPOR 1 ToOKanbHON (HMKakux NFS un
Apyrux remote), AaHHbIA BapuaHT XYPHaNMPOBaHNA PEKOMEHAYETCA TONbKO B LiesiaxX
KPaTKOBPEMEHHON AMArHOCTUKM


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_options:opt_statistics:statistics_ipfix:start
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