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Bonpochbl U OTBEThI

MoyeMy pekoMeHLyeTCs Co34aBaTh My He MeHee YeM U3 2X U 4x agpecos?
Kak onpefenuTb, Kakon 6enbln agpec 13 nyna nosy4mTt aboHeHT?

Mocne nopknoveHna NAT cTanm oTBaMBaTLCA HeaKTUBHbIe SSH ceccun
CkonbKo "cepbix" IP MOXHO cripaTaTh 3a 0aHUM "6enbim" B CGNAT?

KaK NoMeHATb NapaMeTpbl YXKe CyLLeCcTBYIOLWEero n ncrnosis3yemoro nyna?

Kak BblgaTb KOHKpeTHbIN agpec aboHeHTy ¢ NAT 1:17

OwnarHocTuka NAT

Kak HanTu aboHeHTa 3a NAT? PaboTa c abuse letters

N U AW

1 NoyeMy pekoMeHAayeTCs co3paBaTb Ny He
MeHee YeM U3 2X unu 4x appecos?

Hebnoknpyowmin anroputm gucnetyepmsaunm B DPI, pacnpeaensiowmin ceccum no paboymm
NOTOKaM, HakNlafblBAaET OrpaHnYeHme Ha To, Kakown benbint IP agpec MoxeT OblTb Ha3Ha4yeH aboHeHTy
n3 nyna:

- Y106bI rapaHTUPOBaHHO aboHEHT nony4mn ceon benvin agpec, Heobxoammo 4106kl B nyne bbi1o He
MeHbLUe afipecos, 4em paboynx NOTOKOB (B TUMOBOW KOH(pUrypauuu 3710 2 aona CKAT-6 n 4 ana
CKAT-10 un BblLwe).

Y3HaTb 4Mcno paboynx NOTOKOB MOXKHO KOMaHOM

expr $(ps -p “pidof fastdpi® H -o comm|grep wrk|wc -1) / $(ps -p "pidof
fastdpi® H -o comm|grep rx|wc -1)

- Ecnin B nyne Bcero oanH agpec, To He BCeM aboHeHTaM OH MOXeT ObITb Ha3Ha4YeH, a TONbKO TEM,
KOTOpbIe NornaayT noag anropnTMm Gal'laHCI/IpOBKI/I

2 Kak onpenenuTtb, Kakon benbin appec u3
nysa noay4YuT aboHeHT?

MocMoTpeThb, Kakor benbii agpec bbi1 Ha3HaYeH CepoMy, MOXXHO KOMaHA oW
fdpi ctrl list status --service 11 --ip 192.168.4.20

B NAT 1:1 6enbiin agpec BblaenseTcs cpa3y npu HasHaveHun ycayrun, B CG-NAT B MOMEHT Havana
ceccum

Takxe BblaeneHHbln aboHeHTy 6enbin agpec panoptyeTtcs B Radius Accounting B uensx ero
NnorrmposaHna B bunnuHre.
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3apaHee NpeAcKasaTh KakoW-MMeHHO aapec byneT BbidaH abOHEHTY U3 Ny/la HEBO3MOXKHO: 3TO
3aBUCUT OT Pa3HbIX (haKTOPOB 1 B HYACTHOCTU OT TEKYLLEN 3arpy3ku nyna.

3 MNMocne noaknouyeHus NAT ctanum
OTBAaJIMBATbCA HeaKTuUBHbIe SSH ceccum

[encTBUTENLHO, BpeMS XU3HM ceccun B NAT orpaHMYeHo, T.K. KOJIMYECTBO CECCUI ¥ abOHEHTa -
OrPaHUYEHHbIN pecypc 1 6oMbLLIOe KONNYECTBO MEPTBbLIX CECCMI B MyJle YMeHbLIaeT
nponssogmnTensHocTb NAT n obuyto.

Y NAT HeT BO3MOXXHOCTU OT/IMYNTb, yMepa CecCUs aBapumHO UM NPOCTO B HEW HET HNUKaKOW
aKTUBHOCTW, 1 3aKPbIBAET TakKMe A0JIr0 BUCALLME CECCUMN NO TalMayTy HEAKTUBHOCTU. Takoe
noesegeHne npegyCcMoTpeHo CTaHAapTOM U nogaep)xaHo 6oabWNHCTBOM nponssogmTenen CG-NAT.

B CKAT BpeMs )MN3HW CECCUIA MOXKHO KOPPEKTMPOBATL C/leAyOLWMM NapaMeTpamu

lifetime flow=60
lifetime flow long=600

rae lifetime_flow_long BpemMs Xn3HU B cekyHAax HeakTuBHbIX TCP-ceccui, lifetime_flow ocTanbHbix.

Ho He cnepyeT genaTtb 3TW HAaCTPOMKMU CAUWKOM BONbWMMKM, T.K. TOrga MoXeT
C/IMLLKOM pa3pacTucb Tabsamua ceccuin n 3TO NOBANSET Ha NPOM3BOAUTENLHOCTL CG-
NAT, a TakXxe y aboHeHTa MOXET 3aKOHYUTCS NMMUT CECCUn (KOTOPbIA 3agaeTcs B
napameTpax nat nyna).

Mo3TOMYy MpU HEOBXOAMMOCTY MNOAAEPIKAHUS JONFOUTPAOLLNX HEAKTUBHbIX COEAUHEHWIA
PEKOMEHYETCS NCMOo/Ib30BaTb MexaHn3M tcp keep-alive, Koraa neproanyeckn B ceccum nepenaeTcs
MyCTOW NaKeT, KOTOPbIA CUFHANN3UPYET, YTO CeCCUs BCE ellle aKTUBHaA.

HacTpouTs tcp keep-alive MOXHO Kak UHAMBUAYANbHO AN NPUIOXKEHNS Ha CTOPOHE CepBepa Wau
KJMEHTA, TaK 1 Ha YPOBHE OMepPaLIMOHHON CUCTEMbI 415 BCEX MPUIOXKEHUI Cpa3y.

MpuMep HacTponkn Ha ssh cepeepe

B hann /etc/ssh/ssh config pobasnsem cTpoky
ServerAlivelInterval 60

MpuMep HaCTPONKKM Ha ssh kKneHTe

B hann ~/.ssh/config pobasnsiem cTpoku
Host *
ServerAlivelInterval 60
AN B KOMaHLHOWN CTPOKeE
ssh -o TCPKeepAlive=yes -0 ServerAlivelnterval=60 user@example.com



MpuMep HaCTPONKM A5 BCeX NPUIOXKEHUIA B centos

B hbann /etc/sysctl.conf pobasnsem CcTpoku
net.ipv4.tcp keepalive time = 600
net.ipv4.tcp keepalive intvl = 60
net.ipv4.tcp keepalive probes = 20

4 CkonbkKo "cepbix" IP MOXXHO cnpATaTh 3a
onoHuM "0enbiM" B CG-NAT?

PekomeHayeTcsa nogaepXxmnBaTb CooTHowweHMe oT 1:10 (ny4we) go 1:100 (xyxe), xoTs
MOXKHO CNPATaTb U ThICAYY.

MoopobHee:

Mo ymon4yaHuio Ha 1 6enom IP gns CG-NAT pocTynHbl 64512 nopToB (65535-1023, nepsbie 1024
nopTa He NCMOJIb3YKTCH, T.K. ABJIAIOTCA CUCTEMHbLIMK), KaXkabl NopT 370 ogHa TCP ceccuns v ogHa
UDP. Konn4ecTBO ceccuii, KoTopoe co3fatoT aboHeHThl OTANYaeTCs: pu3. auua Co34aT MeHbLUe
ceccun, op. nnua 6onble (N03TOMY AN4 OP. UL HY>KHO UCM0b30BaTb OTAENbHLIN Ny C APYrUM
NMMUTaMN Ha KOJIMYECTBO Ceccuin), aboHEHT C TOPPEHTOM MOXET co3aaTh B nuke fo 1000 ceccuim.

B cpegHeM um3myeckoe nnuo cosgaeT 50-60 ogHoBpeMeHHO paboTatowmnx ceccui, T.e.
64512/60=1075 ¢u3. N1, MOXXHO CNpATaTb 3@ O4HUM CepbiM IP, HO Ha NpakKTUKe TaKyto
3HAYMTENbHYIO NepenoanuckKy NCNosib30BaTb HE PEKOMEHAYETCSH, T.K. MHOrMe NonyJsisipHbie CepBuUChHI
(moyTa, BMAEOD, MOUCK) NCMONb3YIOT 3aWMTy OT aTak BOTHET ceTeln, OCHOBaHHYO Ha IP agpecax.
Mo3TOMy ecnu € ogHOro agpeca UM NpuaeT CAULWKOM MHOIO 3anpocoB, OHU MOTYT MPUHATbL 3TO 3a
aTaky 1 3abn0KMpoBaTb YaCTb 3aNPOCOB UM BKOYUTL Kamnyy, 4TO C034acT HeyaobcTea ons
aboHeHTOB.

Tak e Heobxoanmo y4ecTb 0CobeHHOCTb MexaHn3Ma ocBoboxaeHns noptos B NAT Pool:

1. Mpw nogkntoyveHnn 11 ycnyrun aboHeHTy Ha3HavaeTcs Public IP ncxoas m3 anroputma
pacnpenesieHns

2. Korpga aboHeHT Ha4yMHaeT yCTaHaB/MBaTb Ceccun, NopThl bepyTcs n3 obuien ovepean CKAT
DPI n 3akpennsTCcs ¢ onpefeneHHbIMU TaM-ayTaMu

3. B cnyyae ecnm Ha KOHKpeTHOM Public IP HaxoanTcs MHOro aboHEHTOB, KOTOPbIE HAaYMHAOT
KOHKYpMpOBaTb 3a cBOBOAHbIE MOPTbl, aBOHEHTLI MOrYT HaYaTb YyBCTBOBAaTb NpobieMbl €
LOCTYroMm.

PekomeHpauum npu cosgaHum NAT Pool n akcnayaTaumum:

1. ABOHEHTOB, KOTOPLIE HaxoaaTca B 6a10knpoBKe (5 ycayra + NOAUCUHT), NOMeLWwaTh B
oTaenbHbIi NAT Pool, 4Tobbl OHM He BAnANN Ha paboTy akTMBHbIX aboHEHTOB. Tak BegeT cebs
IPhone, K Nnpumepy, ycTaHaBAMBaeT MHOXECTBO CeCCUi B Noncke paboyero cepsuca.

2. Co3paBaliTe pa3psiXKeHHble Nynbl U pa3aensanTe KAMeHToB B pa3Hble NAT Pool no Tuny:
dusnyeckme nuua n KOpuguyeckne nuua.
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3. OcywecTBANTE MOHUTOPUHT KJIMEHTOB, KOTOPbIE CO3Aat0T BONbLUYIO HAarpy3Ky 1 NpoBoanTe C
HUMK paboTy. ns npuema, obpaboTku 1 xpaHeHus NetFlow ¢ DPI npegnaraem ncnosb3oBaTb
nporpamMmMHbI NpoayKT ans cbopa ctatucTukm QoE Store n rpacduyecknin nHtepdenc DPIUIZ.
Bbl cMOXXeTe npoBecTn aHann3 Tpaduka aboHeHTa 1 caenaTth BbiBOA, 4TO ero MK 3apaxeH.

5 Kak NnoMeHATb NapaMeTphbl yXxe
CyLlecTBYylOLLEero u ucnosnb3yemoro nyna?

1) l3MeHeHne NMMUTa Ha KOJINYeCTBO CecCun :

fdpi ctrl load profile --service --profile.name test nat 2000 --
profile.json '{ "nat ip pool" : "111.111.111.0/24", "nat tcp max sessions"
2000, "nat udp max sessions" : 2000, "nat type" : 0 }'

Wcnonb3yeTca KoMaHAa co34aHna Nyna, MAEHTUYHOMO MPEXHEMY, HO C APYIrMMU HAaCTPONKaMu
nat_tcp_max_sessions n nat_udp_max_sessions

2) DobaBneHne [ONONHUTENbHbIX aApEeCOB B My:

fdpi ctrl load profile --service --profile.name test nat 2000 --
profile.json '{ "nat ip pool" : "111.111.111.0/24,222.222.222.0/25",

"nat tcp max sessions" : 2000, "nat udp max sessions" : 2000, "nat type" : 0
}l

Ncnonb3yeTcs KoMaHAa Co3fhaHua nysaa, UAEHTUYHOr O NPeXXHeMy, HO C AOMOJIHUTENbHbIM MYyJIOM,
YKa3aHHbIM 4epe3 3andaTylto.

3) YMeHbLUeHne nyna

N UCKJIIOYEHUE N3 HEro afpecoB. B 3Tom cnyyae notpebyeTcs ocBoboanTh nyn,

@ B Tekyllel Bepcum He NoAaEPKMBAETCA AMHAMUYECKOE YMEHbLUEHE Pa3MeEPOB MyJia
yOanuTb U CO3[aTb €ro C HOBLIMMW NapaMeTpaMu.

Ona ynobcTBa ycTaHOBMM jq (yTuanTy onsa paboTbl C AaHHbIMK B hopmaTe JSON):

yum install epel-release yum-utils
yum-config-manager --disable epel
yum --enablerepo epel install jq

Mocne 4yero coxpaHum nHdopmaumo 06 aboHeHTax TekyLLero nyna, yaaaum n cosgaaum nyn u
NOAK/IYMUM K HEMY abBOHEHTOB:

fdpi ctrl list all --service --profile.name test nat 4000 --outformat
json|jqg '.lservices[] | .login | select(. != null)’ save users.txt
fdpi ctrl list all --service --profile.name test nat 4000 --outformat

json|jq -r '.lservices[] | .ipv4 | select(. !'= null)’ save users.txt
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fdpi ctrl del all --service --profile.name test nat 4000

fdpi ctrl del profile --service --profile.name test nat 4000

fdpi ctrl load profile --service --profile.name test nat 4000 --
profile.json '{ "nat ip pool" : "111.111.111.0/30", "nat tcp max sessions"
4000, "nat udp max sessions" : 4000, "nat type" : 0 }'

fdpi ctrl load --service --profile.name test nat 4000 --file
save_users.txt

He 3a6yubTe N3MEHUTb B KOMaHOax M4 MnyJia N ero HoBble NMNapaMeTpbl Ha HY>XXHbIE BaM.

6 Kak BblpaTb KOHKPETHbIM agpec aboHeHTy ¢
NAT 1:1?

Ecnn y aboHeHTa BCero oanH cepblin agpec n TpebyeTcs BblAaTb abOHEHTY KOHKPETHbIN Benbiin
aflpec, TO HY>KHO Y4YMTbIBaTb 3aBMCMMOCTb MEXAY CEPbIMU 1 BenbiMn agpecamn, KoTopas
HaKMablBAaeTCsA aropuTMOM HebNOKMpyoLLen aucnetyepmsaunn agpecos B DPI.

benbii_agpec_aboHeHTa & mask = cepbli_agpec_aboHeHTa & mask

roe mask 3aBuUcuT OT Ymcna paboymnx NoTOKOB:

e npu 4 paboynx notokax mask=3 (TunmyHo gnsa CKAT >= 10)
e npu 2 paboynx notokax mask=1 (Tunun4Ho gns CKAT < 6)

®akTunyeckn gna mnagwmx sepcuii CKAT aboHeHTaM C YeTHbIMK CepbIMU aipecaMun HYXXKHO Bbl4aBaTb
4yeTHble besible afpeca, a HeYeTHbIMU — HeYveTHble. [JOCTaTO4YHO Y4YUTbIBaTb TOJbKO MAaawwmm 6ant
NNN B IP agpece XXX.YYY.ZZZ.NNN

COOTBETCTBEHHO /1 CTapLUMX BEPCUIN HYXXHO Y4UTbIBaTb PaBEHCTBO 2 Maaawunx 6uT IP agpeca.

Mpn ogHOM paboyeM NOTOKE 3aBUCUMOCTb MEXAY afpecaMu ncyesaer.

To4yHOe 3Ha4yeHne Mackn MOXKHO NMOCMOTpPeThL B siore DPI:

grep nat hash mask /var/log/dpi/fastdpi alert.log

Ecnu cTtapT 6610 faBHO, TO BbINOAHUTL reload

service fastdpi reload
T.e. Takad 4aCTUYHO OETEPMUHUCTUYECKAA CXeMa pacnpeneneHns pakTuyeckm
npegnonaraeT, YTO Cepble aapeca Toxe byayT BblAaBaTbCA abOHEHTY cTaTuyeckn. U

@ B C/ly4asax KOrga B AOroBope nponucaHa Bblgavya KOHKpeTHoro 6enoro IP agpeca u

TeKyLUiA cepblil afpec aboHeHTa He NoAnaAaeT Mo YKa3aHHYo Bbille opMysy, TO
noTpebyeTcs NOMeHATh Cepblii aapec aboHeHTa Ha TOT, YTO hOpMyJie COOTBETCTBYET.



Mpumep ana CKAT-20: aboHeHTy ¢ cepbiM agpecoM 10.0.0.15 TpebyeTcs BbigaTh 6enbin afpec
188.99.99.27

Macka=3

15&3=3 paBH0 27&3=3 - 3TO 3HA4YUT, TaKOWN agpec BblAaTb MOXXHO (B MPOTUBHOM C/y4ae NMpuLLIOCh
Obl MOMEHATbL AW BblAaBaeMbI abOHEHTY Cepbi aApec, UM Ha3HavYaembln emy benbii)

HasHavyaeM appec aGoOHEeHTY KOMaHAOi:

fdpi ctrl load profile --ip 10.0.0.15 --service 11 --profile.json '{
"nat ip pool" : "188.99.99.27/32", "nat type" : 1 }'

7 DnarHoctuka NAT

1. B npochune aosxkHbl 6biTb MyJsibl 04HOr0 pasmepa’’. MpaBuibHO:

type profile=1, ref cnt=0 d3 { "nat _ip pool"
“1.1.2.0/28,1.1.3.0/28", "nat tcp max sessions" : 2000,

“nat udp max sessions" : 2000, "nat type" : 0 } 11 (0x400)
HenpasubHo:

type profile=1, ref cnt=0 d3 { "nat ip pool"
“1.1.2.0/28,1.1.3.0/26", "nat tcp max sessions" : 2000,

“nat _udp max sessions" : 2000, "nat type" : 0 } 11 (0x400

2. [Ins abOHEHTOB KOTOpbIe B OIOKUPOBKE, CleayeT NoAKIYaTh APYroi Npoduib, C ApyruMu
nynamu. MHorue ceTeBble YCTPOMCTBA, Npy BIOKMPOBKE, MOTYT FreHepupoBaTh 60JbLLOE KOANYECTBO
3anpocoB, YTO MNPUBOAMT K MCMO/Ib30BAaHMIO CBOOOIHLIX MOPTOB Yy Ny6ANYHOr0 ajpeca.

3. MocMOoTpeTb PpaBHOMEPHOCTb pacnpeaesieHns NpMBaTHbIX aapecos No NybanyYHeIM agpecam B
npodune.

fdpi ctrl list all status --service 11 --profile.name nat pool |grep
whiteip|cut -f7|sort|uniq -c|sort -n

4. NocMOTpeTb KONNYeCTBO abOHEHTOB, KOTOPbIE NCMOJIb3YIOT MOPThlI CBEPX 3HAYEHUSA NEepPEMEHHON
$P. B cpenHeM aboOHEHT ncnonb3yeT 0koJs10 600 NopToB.

fdpi ctrl list all status --service 11 --profile.name nat pool | awk 'BEGIN
{FS="[=] MN\tl+"} $15>$P {print $1, $14, $15}' | wc -1

5. MocMOTpeTb, Kak pacnpeaenvnncb agpeca no nynam (noacetsam) B npocpune.

fdpi ctrl list all status --service 11 --profile.name nat pool |grep
whiteip|cut -f7|cut -d"." -f1,2,3|sort|uniq -c|sort -n

1)

Ha4YMHasa ¢ 12 Bepcun 310 TpeboBaHne BonbLue HE aKTyaslbHO
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