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OnucaHue ctatuctukm NAT

BoiBoa ctatuctuku NAT Bo3MoxeH B stat_log v vepes fdpi_ctrl.
BbiBO4 MHOpMauum no ovepensm Bo3MOXHO caenatb dump NAT npoduna vyepes fdpi cli.

BoiBop ctaTucTtukm B fastdpi stat.log

3apaeTca ¢ nomollbio napametpa dbg log mask B /etc/dpi/fastdpi.conf.
Ana npumeHeHns TpebyeTcs penoag cepsuca: service fastdpi reload Mpumep:
dbg_log_mask=0x2000000

0x40000 - BbiBOA B alert nor geTanusauumn nHnumnanmsaumm NAT (npocdunu, benble agpeca n npoyee)
0x100000 - BbiBOA CTaTUCTMKK No Bnokam benbix agpecos (ecnn 3agaHo 0x2000000)
0x2000000 - BbiBOA, cTaTUCTMKK MO NAT.

Ob6wee onsa Bcex npocdunen

[STAT 1[2021/12/22-17:33:17:513859] NAT statistics : itrnsl=0, iprof=2,
profile 'cgnat', nttype=0, ref cnt=1, cidr=94.140.198.84/30
[STAT 1[2021/12/22-17:33:17:513869] NAT statistics : itrnsl=1l, iprof=3,
profile 'natl 1', nttype=1l, ref cnt=1, cidr=16.35.121.0/24

itrnsl - BHYTpeHHWI MHAEKC npeobpa3oBaTens cepbii <--> 6enbii Npoduns.
iprof - BHYTPEHHUWN MHOEKC npodunns
profile - umsa npoguns

nttype - Tunnpoduna (0@ - cgnat, 1 - 1:1)
ref cnt - cyeTyuMK CCbIIOK NCMONL30BaHUSA NpeobpasosaTens NPoPUAAMU
(Mpodunm MoryT ncnoab3oBaTb 04MH Habop becknaccoBbix IP ceTen, HO pa3HOE KOMMYeCTBO
OrpaHNUYeHnn Ha ceccun)
cidr - cnucok BbecknaccoBbix 6enbix aapecos NPohuas

Mpocdpunb CG-NAT

[STAT 1[2021/12/22-17:33:19:252622] NAT statistics : itrnsl=0, iprof=2,
profile 'cgnat', nttype=0, ref cnt=1, cidr=94.140.198.84/30
k=0, itrnsld=0, cidr=94.140.198.84/30
total TCP : 30/20/0/7/17/ 0/0/0 50/20/0/50/0 5516/8/121
actual TCP : 0/0/0/0/0 0/0/0 0/0/0/0/0 0/0/0
total UDP : 13/4/0/13/1/ 0/0/0 17/4/11/17/0 28/1/3
actual UDP : 0/0/0/0/0 0/0/0 0/0/0/06/0 0/0/0
total GRE : 0/0



NHdopmMauma no npeodbpasoBaTenio gaHHbIX

k=0, itrnsld=0, cidr=94.140.198.84/30
Kk - Homep itrnsld
itrnsld - BHyTpPeHHWA NHAEKC AaHHbIX Npeobpa3oBaTend - TOro, KTo 0bcnyxmsaet
becknaccosble IP ceTu

cidr - KOHKpeTHas becknaccoBas IP ceTb
total - CyMMapHasa CTaTUCTUKA
actual - cTaTUCTUKa U3MEHEHUI CHETYMKOB 3a MepPUOS BbiBOAa CTaTUCTUKK (NapameTp

delta alarm, default 15 cekyHn)
total TCP : 30/20/0/7/17 06/0/0 50/20/0/50/0 5516/8/121

YeTbipe rpynnbi:
1 rpynna -- onepaumm ¢ noptamm H6enbix agpecos

30/20/0/7/17:

30 - BblgeneHne HoBoro 6enoro nopTa

20 - noBTOpHOE UCnonb3oBaHMe benoro nopTa

0 - owmnbkKn nonyyeHns Hosoro 6enoro noprta

7 - BbINOJIHAET LEKPEMEHT Konn4yecTBa ceccumn aboHeHTa no ocsoboxaeHuo flow

17 - BbINOMHAET AEKPEMEHT KOJIMYECTBa CECCUA abOHEHTa MO MOBTOPHOMY UCMOJIb30BaHMIO 6enoro
nopTa

2 rpynna -- obwasa ctaTtucTumka
0/0/0:
0 - paccyntann CRC no IP npwu obpaweHun ansa selgeneHns 6enoro agpeca. JomkHO ObiTb ==

0 - NpeBbILLEHNE KONNYECTBa Ceccuii Aa aboHeHTOB
0 - pa3Hble benble agpeca B flow u npeobpa3zoaTensx - LoMKHO BbITb ==

3 rpynna -- CTaTUCTMKa MO K3LWy cepbiv -— bebi

50/20/0/50/0:

50 - nobaBneHo 3anucen B K3LW

20 - yoaneHo 3anuncen 13 Kawa

0 - HanZeHo 3anucen B K3Lle Npu BblgeeHnn HoBoro benoro nopta

50 - He HangeHo no cepomy benbi agpec
0 - ownbkn gobasBneHns B KILL

4 rpynna -- CTaTUCTKa Npeobpa3oBaHuns 6esbivi -— cepbini (inet-—subs)
5516/8/121:

5516 - ycnewHo npoeeaeHa TpaHcnaumnsa 6enbin --> cepbin
8 - nopT He nonagaeT B BblAENEHHbIN Anana3oH 6enbix NopToB



121 - He HamfAeHa TpaHcaaumnsa 6enbin --> cepblit

Ina TCP/UDP n total/actual cTaTucTnka oanHakoBas.

Ona GRE - 310 GRE no ymon4yaHuio (Korga He CMOravm B TYHHENbHOM MPOTOKOe "TOoYKa-TOYKa" HanTun
ceccumio). Ha 6enbin agpec MoxeT bbiTb CO34aHa TOIbKO OfHa Takas Ceccus.

total GRE : 0/0
0 - ncnonb3oBaH agpec
0 - KOJINYECTBO NOMbLITOK CO3AaHNS CECCUMI Ha YXXe 3aHAThIN Benbin agpec

Mpocpunb 1:1

[STAT 1[2021/12/22-17:17:28:749622] NAT statistics : itrnsl=1l, iprof=3,
profile 'natl 1', nttype=1l, ref cnt=1, cidr=16.35.121.0/24
k=0, itrnsld=1, cidr=16.35.121.0/24
total 256/256/0/0/0/0 0/0

CtaTtnucTtnka 2 rpynne:
1 rpynna - 256/256/0/0/0/0
2 rpynna - 0/0

MpuMep:
dbg_log_mask=0x2100000

BbiBO4, CTaTUCTUKM NO OenbiM agpecamMm

[STAT 1[2021/12/22-21:14:48:385991] NAT statistics : itrnsl=0, iprof=2,
profile 'cgnat', nttype=0, ref cnt=1, cidr=94.140.198.84/30
k=0, itrnsld=0, cidr=94.140.198.84/30
total TCP : 26/4/0/4/2/ 0/0/0 30/4/0/30/0 3045/1/36
actual TCP : 0/0/0/0/0 0/0/0 0/0/0/0/0 0/0/0
TCP whiteblck ip mask=0x0, nwhaddr=2
whip=94.140.198.84 : sb=64, 1lsb=64, nb=1008,
whpa=64512, whpb=0, whpf=64512, awhb=4, fwhb=1004, puwhb=0.40%
thr=0, ublock=1, uport=0
thr=1, ublock=1, uport=0
thr=2, ublock=1, uport=0
thr=3, ublock=1, uport=0
whip=94.140.198.86 : sb=64, 1lsb=64, nb=1008,
whpa=64512, whpb=26, whpf=64486, awhb=4, fwhb=1004, puwhb=0.40%
thr=0, ublock=1, uport=0
thr=1, ublock=1, uport=0
thr=2, ublock=1, uport=13
thr=3, ublock=1, uport=13

TCP whiteblck ip mask=0x0, nwhaddr=2 :



ip mask - Macka agpecos
nwhaddr - KosimyecTBO 6enbix aApecoB, KOTOPbIe MONafaT NoL Macky

whip=94.140.198.84 : sb=64 ( 64 ), nb=1008, whpa=64512, whpb=0, whpf=64512,
awhb=4, fwhb=1004, puwhb=0.40%

whip=94.140.198.84 - 6enbin agpec

sb=64 - pa3mep 6s10ka NOpTOB
1sb=64 - pa3mep nocnenHero 6a10kKa
nb=1008 - KoamyecTtBo 6J10KOB NOPTOB

whpa=64512 BCEro nopToB
whpb=0 - 3a@HATO NOpPTOB

whpf=64512 - cBobogHO NopToB
awhb=4 - BblgaHo 6J10KOB
fwhb=1004 - cBobopgHo 6s10K0B

puwhb=0.40% - npoueHT 3aHATOCTN 610KOB

Hob6aeneHo B Bepcum 12.1.0

whp salfs - CKOJIbKO MOPTOB B 'KOPOTKON' o4epenn

whp lalfs - CKOJIbKO MOPTOB B 'OJINHHON' o4epenn

whp_ruse - CKOJIbKO MOPTOB MOXET 6bITb NCM0/Ib30BaHO NOBTOPHO

whp ruse salfs - CKOJIbKO MOPTOB MOXeT BObITb NCM0/Ib30BAaHO MOBTOPHO M3 'KOPOTKOWN'
oyepeau

whp ruse lalfs - CKOJIbKO MOPTOB MOXET ObITb NCMO0/Ib30BAaHO NOBTOPHO W3 'OJIMHHOW'
ovepenu

whp _dthr - CKOJIbKO MOPTOB CO34aHbl B 0AHOM paboyeM NoTokKe, HO NCMONb30BaINCh B
Apyrom

whp _dthr _salfs - cko/sbKO MOPTOB CO34aHbI B 0A4HOM paboyeM NoToKe, HO UCMOb30BaIUCh B
APYroM 13 'KopoTKon' o4epenm

whp dthr lalfs - ckonbko nopToB co3haHbl B 0AHOM paboyem NoToKe, HO UCMOJIb30BaNUCh B

LPYrom u3 'ANvHHON' ovepenn
B pamkax 6enoro agpeca BUAHO pacrnpeneneHne 3axBa4yeHHbIX NopTos/610K0B No paboynM NoTokam

thr=0, ublock=1, uport=0

thr=0 - Homep paboyero NoToKa

ublock=1 - ucnonb3oBaHo 610K0B GesbIX NOPTOB

uport=0 - ucnosb3oBaHO Benbix NOPTOB

thr salfs - CKOJIbKO MOPTOB B 'KOPOTKOM' o4epean

thr lalfs - CKOJIbKO MOPTOB B 'OJINHHOW' o4epean

thr ruse - CKOJIbKO MOPTOB MOXeT BbITb MCM0Ab30BAHO MOBTOPHO

thr ruse salfs - CKONbKO NOPTOB MOXET ObITb NCMONL30BAHO MOBTOPHO U3 'KOPOTKON'
ovepenu

thr _ruse lalfs - cKonbKO NOPTOB MOXET BbITb NCMONL30BAaHO MOBTOPHO U3 'AANHHON'

ovepenu

thr dthr - CKONbKO MOPTOB CO34aHbl B 04HOM paboyeM NoToKe, HO UCNOJIb30BaJIUCh B

npyrom



thr dthr salfs - cKosibKO NOPTOB CO34aHbI B 0A4HOM paboyeM NOTOKE, HO MCMOJIb30BaJIUCh B
LPYrom u3 'KopoTKon' o4yepenu
thr_dthr lalfs - ckosbKo NOpPTOB CO34aHbl B 04HOM paboyeM NOTOKe, HO UCMOJIb30BANNCh B
APpYyrom n3 'OAnHHON' ovepean

dopmMaT BbIBOJa COXPaHUNCA
fdpi ctrl list status --service 11 --ip 192.168.4.20

Autodetected fastdpi params : dev='eml', port=29001
connecting 94.140.198.68:29001 ...

192.168.4.20 crcip=0xd649d853 nttype=0 profile='cgnat'
itrnsl=0 itrnsld=0 whiteip=94.140.198.86 sess tcp=127

active sess tcp=0 sess udp=108 active sess udp=1 indmtd=4
BbiBOA,:

192.168.4.20 - cepbin IP

crcip=0xd649d853 - CRC ceporo IP

nttype=0 - tun NAT: @ - cgnat, 1 - 1:1

profile='cgnat' - nmd npounsa

itrnsl=0 - BHYTPEeHHW nHaekc npeobpasoBaTens cepbit <--> 6enblin Npoduns.
itrnsld=0 - BHYTPEHHWI MHIEKC AaHHbIX Npeobpa3oBaTens
whiteip=94.140.198.86 - Genbin agpec

sess _tcp=127 - Konu4ectso ceccun TCP

active sess tcp=0 - KoJan4ecTBO aKTMBHbIX NAT-TpaHcnaumni gna TCP

sess udp=108 - KoJsinyectBo ceccuin UDP

active sess udp=1 - KOJIN4ecTBO akTUBHbIX NAT-TpaHcnsaumn gns UDP

indmtd=4 - BHYTPEHHWUA NHAEKC AaHHbIX aboHeHTa (MeTafaHHbIX aboHeHTa)

fdpi ctrl list status --service 11 --ip 192.168.4.20 --outformat=json
fdpi ctrl list status --service 11 --ip 192.168.4.20 --outformat=json | jq

fdpi ctrl list all status --service 11
fdpi ctrl list all status --service 11 --outformat=json

dopmMaT aHaJIOrNYHO

JlereHpa KoMaHAbI npocMoTpa ctaTUCTUKU NAT npocduns
yepes fdpi_ctrl

KomaHga:

fdpi ctrl list status --service 11 --profile.name cgnat

BbiBOA:



nttype=0 profile='test nat cgnat' itrnsl=0 nitrnsld=1
itrnsld=0 cidr=94.140.198.84/30
proto=TCP ip _mask=0x0 nwhaddr=2
proto=TCP ip mask=0x0 whip=94.140.198.84

sb=64 1sb=64 nb=1008 whpa=64512 whpb=0 whpf=64512 awhb=4
fwhb=1004 puwhb=0.40% whp salfs=0 whp lalfs=0 whp ruse=0
whp ruse salfs=0 whp ruse lalfs=0 whp _dthr=0
whp dthr_salfs=0 whp dthr_ lalfs=0

nthr=0 ublock=1 uport=0 thr salfs=0
thr lalfs=0 thr ruse=0 thr ruse salfs=0 thr ruse lalfs=0
thr _dthr=0 thr _dthr _salfs=0 thr _dthr lalfs=0

nthr=1 ublock=1 uport=0 thr salfs=0
thr lalfs=0 thr ruse=0 thr ruse salfs=0 thr ruse lalfs=0
thr dthr=0 thr _dthr salfs=0 thr _dthr lalfs=0
Jlerenpa:
nttype - Tun npoguna (@ - cgnat, 1 - 1:1)
profile - MMa npoguns
itrnsl - BHYTpeHHWI nHaekc npeobpasoBaTtesna cepbli<-->6esblil Npoduns
nitrnsld - KOJIMYeCTBO AaHHbIX Npeobpa3oBaTenen npoduns (KOAN4eCTBo
becknaccoBbix IP ceTen)
itrnsld - BHYTPEHHWI UHAEKC AaHHbIX Npeobpa3oBaTens - TOro, KTo 06cyxusaet

becknaccoble IP
cidr

proto

ip mask
nwhaddr

ceTeu
- KOHKpeTHas 6ecknaccoBas IP ceTb

- npotokon TCP/UDP

- MacCKa afpecos

- KonmyecTBo benbix agpecos, KOTopble NonaaatoT nog macky unm nog CRC

(3aBucuT oT NnapameTpa rx _dispatcher)

whip

sb

1sb

nb

whpa

whpb

whpf

awhb

fwhb

puwhb

whp salfs

whp lalfs
whp_ruse

whp ruse salfs
whp ruse lalfs
whp dthr

whp dthr salfs
whp_dthr_lalfs

- benbin apgpec

- pa3mep 6510Ka BblAesISEMbIX MOPTOB.

- pa3mep nocnegHero 61oka

- KoamyecTBo 6J10KOB NOPTOB

- BCero rnopTos

- 3aHATO NOPTOB

- cBobogHo rnopTos

- BblAaHo 610K0B

- cBobogHo 610K0B

- MPOLEHT 3aHATOCTM 6/10KOB

- Haxo4uTCs B 'KOPOTKOW' ovepenun

- HaxoauTCAa B 'OJIMHHOW' ovepeau

- MOXET 6bITb NCMOSIb30BaHO

- MOXeT bbITb MCM0MBb30BaHO B 'KOPOTKOM' 04epesm
- MOXET bbITb NCNOb30BaHO B 'AJIMHHON' 0Yepean

- KoJinyecTBO 351eMeHTOB ithr owner != ithr no oyepensm
- KoJnyecTBO 3n1eMeHTOB ithr owner != ithr no 'short' ouyepeam
- Konu4yecTtBO 3nieMeHTOB ithr owner !'= ithr no 'long' o4epenu

_J
OnucaHwue napameTpa rx_dispatcher no cceiike


https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings#параметры_и_возможные_значения

JlereHpa KOMaHAbI NpocMoTpa ctaTUCTUKUM dump NAT
npocpuns

KomaHpa:

fdpi cli nat dump whaddr queue test nat cgnat

BbiBOA:

profile='test nat cgnat' itrnsl=0

cidr='94.140.198.84/30' itrnsld=0
whip=94.140.198.86

proto=TCP
entryp :
ithr=0, ihead=0, itail=0
ithr=1, ihead=0, itail=0
ithr=2, ihead=133, itail=265
ithr=3, ihead=193, itail=327
data :

sind=129, inext=257, iprev=258,
whport=1152, graddr=192.168.4.20:60637 tml='2023/03/06 16:28:09,
-00:00:10.657 (7472516905147512 ticks)', lifetime=120, canreuse=0, ialf=1,
imtd=516, iown=2, ilst=2, subproto=0, decr sess=0, ind gcache slice=1,
igcache=40

sind=130, inext=151, iprev=148,
whport=1153, graddr=192.168.4.20:52553 tml='2023/03/06 16:27:50,
-00:00:29.455 (7472459405058624 ticks)', lifetime=30, canreuse=0, ialf=0,
imtd=516, iown=2, ilst=2, subproto=0, decr sess=0, ind gcache slice=1,
igcache=1

Jlerenpa:

profile - nMs npoduns

itrnsl - BHYTPeHHWI nHaekc npeobpasoBaTtensa cepbin <--> H6enbii npoguna
cidr - KOHKpeTHas 6ecknaccoBas IP ceTb

itrnsld - BHYTPEHHWI UHAEKC AaHHbIX Npeobpa3oBaTens - TOro, KTo 06cnyxusaer

6ecknaccosyto IP ceTb

whip - benbin apgpec
proto - npotokon TCP/UDP

Peanusauus ovyepenm Ncnonb3yemMbix NOPTOB A5 Oesbix afpecos UCNosb3yeT 04MH MAaCCUB -
Ha3oseM ero WHP, pa3smepom Oxffff. Ha ero ocHoBe NocTpoeH Crnncok Mcnosib3yemblx NOpTOB A4S
paboyero notoka. MHaekc 0 - CNonb3yeTCs Kak 3araylka (nycro).

Ouepenn NOTOKOB HeJb34 BbIBECTW B BUAE CMUCKA, TaK Kak B NMpoLiecce NpouUCXoauT rnepemMeLleHme
3anucen B o4epeau, n3-3a 4ero BblBO4 MOXKET 3aunknnTbes. Nostomy Mmaccus WHP BbIBOAUTCSA as is
A5 3aHATLIX 3anucen.



entryp : 3afaeT TOYKM BXOAa B CNUCOK Benbix NopToB paboyero NoToka

ithr - Homep paboyero noToka
ihead - BepwwMHa cnNUCKa
itail - nocnegHW aNemMeHT CNncKa

data : paHHble MaccuBa 6enbix noptToB WHP (BbIBOAATCA TOJIbLKO 3aHATLIE 3anmcK)

sind - MHAEKC 3anucu
inext - WHOEKC cneq. 3anucu
iprev - VHOEKC npea. 3anucu
whport - 6enbin nopT
graddr - Cepbli afpec, KOTOPOMY Ha3Ha4veH benbin agpec
tml - Bpems nocnenHero obpalleHns K 3anmcu
lifetime - TalM-ayT B CEKYHaxX BPEMS XMW3HU 3anucm (3aBUCUT OT NapaMeTpoB
ans short/long o4epenn)
canreuse - MPUW3HaK, Y4TO 3anncb MOXeT BbITb NCMO/Ib30BaHa MOBTOPHO
ialf - HoMep oyepenun obpaboTku:
en nalfs shrt = 0, # o4epenb C KOPOTKUM BpEMEHEM
XU3HM
en nalfs long = 1, # ponrourpamoowwas oyepenb
indmtd - BHYTPEHHWUN NHAEKC AaHHbIX aboHeHTa (MeTafaHHbIX aboHeHTa)
iown - MNOTOK-BNajesnew, KOTOPbIN NOPOANA 3aMKnChb.
ilst - HOMep NOTOKa, KOTOPLIN nocneaHnin obpalancs K 3anucu
subproto - AJ19 KakOro rnpoTokosa BblgesneHa 3anucb n3 UDP
typedef enum en nat borrw udp: u int8 t
{

ennatborwu ORG 0, # UDP/TCP
ennatborwu DFLTGRE = 1, # obwwun GRE
ennatborwu_MAX 2, # ICMP
} en nat borrw udp t;
decr _sess - MPU3HaK, 4TO NPOM30LLEN OEKPEMEHT CHeTHYMKa MCNOJIb30BaHMA
nopTa Ha CepoM ajpece.
ind gcache slice - uHAekc Kawe-slice nepekoanpoBKyu 'cepblnn --> benbi'
igcache - WHOEKC B COOTBETCTBYIOLWEM K3We-slice nepekoanpoBKM 'cepblit -
-> benbin'

’

MOHMTOPUHI CBOOOAHBLIX/3aHATBLIX NOPTOB Ha OenbiX agpecax

MpeBEHTUBHbIA MOHUTOPUHT NO3BOAUT U3bexaTb NpobseM HexBaTKM CBOBOAHbIX MOPTOB U
COOTBETCBEHHO HEBO3MOXXHOCTW CO3[aHNS HOBbI CECCUIA, BbIAENNB LOMONHNTEbHbIE 610KK Benbix
aZlpecoB WJIN YMEHbLUUB JIMMUTLI BbIAENEHNS MOPTOB MPY MCYEPNaHUN PECYPCOB B TEKYLLEM MyJie.

cBoboaHO nopToB Ha 6enom appece = whpf (He pacnpeneneHsl) + whp_ruse (roToBbl K
nepencrnosib30BaHuio)

3aHATO NOpTOB Ha benom appece = whpb (pacnpeneneHsl) - whp_ruse (roToBbl K
nepencnosib30BaHuo)
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