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OnucaHue ctatuctukm NAT

BoiBoa ctatuctuku NAT Bo3MoxeH B stat_log v vepes fdpi_ctrl.

BoiBop ctaTucTukKm B fastdpi stat.log 3apaet dbg_log mask

0x40000 - BbiBOA B alert nor geTannsauun nHnumnanmsaumm NAT (npocdunu, benble agpeca n npoyee)
0x100000 - BbiBOA cTaTUCTMKK No Bnokam benbix agpecos (ecan 3agaHo 0x2000000)
0x2000000 - BbiBOL cTaTUCTMKK MO NAT.

Mpumep:
dbg_log_mask=0x2000000

OG6wee onsa Bcex npocdunen

[STAT 1[2021/12/22-17:33:17:513859] NAT statistics : itrnsl=0, iprof=2,
profile 'cgnat', nttype=0, ref cnt=1, cidr=94.140.198.84/30
[STAT 1[2021/12/22-17:33:17:513869] NAT statistics : itrnsl=1l, iprof=3,
profile 'natl 1', nttype=1l, ref cnt=1, cidr=16.35.121.0/24

itrnsl BHYTPEHHUIN UHAEKC npeobpa3oBaTens cepbln <--> Benbin npogus.
iprof - BHYTPEHHW MHAEKC Npoduns
profile - ums npodwuns
nttype - Tunnpodguna (0@ - cgnat, 1 - 1:1)
ref _cnt - cyeTyMK CCbIIOK MCNONb30BaHMA NpeobpasoBaTens NpohuaaMm
(Mpodunm MoryT ncnonb3oBaTb 04MH Habop 6ecknaccoBbix IP ceTen, HO pa3HOE KONMYEeCTBO
OrpaHNYeHNn Ha ceccun)
cidr - cnucok becknaccosbix benbix agpecos Npous

MNpocdpunb CG-NAT

[STAT 1[2021/12/22-17:33:19:252622] NAT statistics : itrnsl=0, iprof=2,
profile 'cgnat', nttype=0, ref cnt=1, cidr=94.140.198.84/30
k=0, itrnsld=0, cidr=94.140.198.84/30
total TCP : 30/20/0/7/17/ 0/0/0 50/20/0/50/0 5516/8/121
actual TCP : 0/0/0/0/0 0/0/0 0/0/0/0/0 0/0/0
total UDP : 13/4/0/13/1/ 0/0/0 17/4/11/17/0 28/1/3
actual UDP : 0/0/0/0/0 0/0/0 0/0/0/0/0 0/0/0
total GRE : 0/0

NMHudopmaums no npeobpasoBaTento paHHbIX

k=0, itrnsld=0, cidr=94.140.198.84/30



K - Homep itrnsld
itrnsld - BHyTpeHHW MHIOEKC AaHHbIX Npeobpa3oBaTens - TOro, KTo obcnyxmsaet
6ecknaccosble IP ceTu

cidr - KOHKpeTHasa becknaccoBass IP ceTb
total - CYyMMapHasa CTaTUCTUKA
actual - cTaTWCTUKa U3MEHEeHUN CYEeTYMKOB 3a Mepuos BbiBoAa CTaTUCTUKK (NapameTp

delta alarm, default 15 cekyHn)
total TCP : 30/20/0/7/17 06/0/0 50/20/0/50/0 5516/8/121

YeTbipe rpynnbi:
1 rpynna - onepauuu ¢ nopTamu 6enbix aipecos

30/20/0/7/17:

30 - BblgeneHne Hooro 6enoro nopTa

20 - noBTOpPHOE ncnonb30BaHMe 6enoro nopTa

0 - owmnbku nony4yeHns Hooro benoro nopTa

7 - BbINOJIHAET LEeKPeMeHT Konn4yecTea ceccumn aboHeHTa no ocsoboxaeHuo flow

17 - BbINOMHAET OEKPEMEHT KONNYECTBa ceccuin aboHeHTa No NOBTOPHOMY MCMOJIb30BaHMO 6enoro
nopTa

2 rpynna - obuiasa ctaTucTumka
0/0/0:
0 - paccuntann CRC no IP npwu obpalwieHun gns BeigeneHns 6enoro agpeca. JoKHO ObITh ==

0 - NpeBbILLIEHNE KONNYeCTBa ceccuin Aa aboHeHTOB
0 - pa3Hble benblie agpeca B flow u npeobpasosatenax - JOMKHO ObITb ==

3 rpynna - CTaTUCTUKa Mo K3LWy cepbiv -> besbivi

50/20/0/50/0:

50 - nobaBneHo 3anuncen B KL

20 - ynaneHo 3anncen us Kawa

0 - HanaeHo 3anucei B K3LLE NMpu BblaeseHnn HoBoro 6enoro nopta

50 - He HangeHo no cepomy benbii agpec
0 - owmnbku fobaBEeHNS B K3LW

4 rpynna - CTaTUCTMKa Npeobpa3oBaHns b6enbivi -> cepbiv (inet->subs)
5516/8/121:

5516 - ycnewHo nposegeHa TpaHcnaumua bensin --> cepblin

8 - nopT He monajaeT B BblAENEHHbIN Anana3oH 6enbix NopToB

121 - He HamAeHa TpaHcaaumna 6enbin --> cepblit

IOnsa TCP/UDP n total/actual cTaTucTmnka ognHakoBas.



Ina GRE - 3To GRE no ymon4aHuio (Korga He CMOrav B TYHHENbHOM MPOTOKOe "ToYKa-TO4YKa" HanTu
ceccumio). Ha 6enbin agpec MoxeT bbiTb CO34aHa TOIbKO OfHa Takas Ceccus.

total GRE : 0/0
0 - ncnonb3oBaH agpec
0 - KONNYECTBO NOMbLITOK CO3AaHNSA CECCUN Ha YXKe 3aHAThIN Benbin agpec

Mpocpunb 1:1

[STAT 1[2021/12/22-17:17:28:749622] NAT statistics : itrnsl=1l, iprof=3,
profile 'natl 1', nttype=1l, ref cnt=1, cidr=16.35.121.0/24
k=0, itrnsld=1, cidr=16.35.121.0/24
total 256/256/0/0/0/0 0/0

CtaTuctuka 2 rpynnsi:
1 rpynna - 256/256/0/0/0/0
2 rpynna - 0/0

MpuMep:
dbg_log_mask=0x2100000

BbiBO4, CTaTUCTUKMK NO DenbiM agpecam

[STAT 1[2021/12/22-21:14:48:385991] NAT statistics : itrnsl=0, iprof=2,
profile 'cgnat', nttype=0, ref cnt=1, cidr=94.140.198.84/30
k=0, itrnsld=0, cidr=94.140.198.84/30
total TCP : 26/4/0/4/2/ 0/0/0 30/4/0/30/0 3045/1/36
actual TCP : 0/0/0/0/0 0/0/0 0/0/0/0/0 0/0/0
TCP whiteblck ip mask=0x0, nwhaddr=2
whip=94.140.198.84 : sb=64, lsb=64, nb=1008,
whpa=64512, whpb=0, whpf=64512, awhb=4, fwhb=1004, puwhb=0.40%
thr=0, ublock=1, uport=0
thr=1, ublock=1, uport=0
thr=2, ublock=1l, uport=0
thr=3, ublock=1l, uport=0
whip=94.140.198.86 : sb=64, lsb=64, nb=1008,
whpa=64512, whpb=26, whpf=64486, awhb=4, fwhb=1004, puwhb=0.40%
thr=0, ublock=1, uport=0
thr=1, ublock=1, uport=0
thr=2, ublock=1, uport=13
thr=3, ublock=1, uport=13

TCP whiteblck ip mask=0x0, nwhaddr=2 :

ip mask - Mmacka agpecos
nwhaddr - konuyecTBo 6enbix agpecoB, KOTOPbIE MOMaAaloT NoA4 MacKy

whip=94.140.198.84 : sb=64 ( 64 ), nb=1008, whpa=64512, whpb=0, whpf=64512,



awhb=4, fwhb=1004, puwhb=0.40%

whip=94.140.198.84 - 6enbin agpec

sb=64 - pa3mep 6s10ka NOpPTOB
1sb=64 - pa3mep nocneaHero 6a10kKa
nb=1008 - KoamyecTtBo 6J10KOB NOPTOB
whpa=64512 - BCero nopToB

whpb=0 - 3a@HATO NOPTOB
whpf=64512 - cBobogHO NopToB

awhb=4 - BblgaHo 610K0B
fwhb=1004 - cBoboaHo 610K0B

puwhb=0.40%

NPOLEHT 3aHATOCTU 6nokoB

Hob6aBneHo B Bepcum 12.1.0

whp salfs - CKOJIbKO MOPTOB B 'KOPOTKON' o4epenn

whp lalfs - CKOJIbKO MOPTOB B 'OJINHHON' o4epesn

whp_ruse - CKOJIbKO MOPTOB MOXET 6bITb NCM0JIb30BaHO NOBTOPHO

whp ruse salfs - CKOJIbKO MOPTOB MOXeT BbITb NCMO0/Ib30BAHO MOBTOPHO M3 'KOPOTKON'
oyepeau

whp ruse lalfs - CKOJIbKO MOPTOB MOXET ObITb NCM0/Ib30BAaHO NOBTOPHO U3 'OJIVMHHOW'
ovepenu

whp _dthr - CKOJIbKO MOPTOB CO34aHbl B 0AHOM paboyeM NoToKe, HO NCMOb30BaINCh B
Apyrom

whp _dthr _salfs - cko/sbKO MOPTOB CO34aHbI B 0A4HOM paboyeM NoToKe, HO UCMOb30BaIUCh B
APYroM 13 'KopoTKon' o4epenm

whp dthr lalfs - ckonbko nopToB co3haHbl B 0AHOM paboyem NoToKe, HO UCMOJIb30BaUCh B

LPYrom u3 'ANMHHON' ovepenn
B pamkax 6enoro agpeca BUAHO pacrnpeneneHne 3axBa4yeHHbIX NopTos/6710K0B No paboynM NoTokam

thr=0, ublock=1, uport=0

thr=0 - Homep paboyero NoToKa

ublock=1 - ucnonb3oBaHo 610K0B GesbIX NOPTOB

uport=0 - ucnonb3oBaHO 6510K0B GesbIX NOPTOB

thr salfs - CKOJIbKO MOPTOB B 'KOPOTKOM' o4epean

thr lalfs - CKOJIbKO MOPTOB B 'OJINHHOW' o4epean

thr _ruse - CKOJIbKO MOPTOB MOXET ObITb 1CMO0JIb30BAaHO NOBTOPHO

thr ruse salfs - CKONbKO NOPTOB MOXET ObITb NCMONL30BAHO MOBTOPHO U3 'KOPOTKOMN'
ovepenu

thr ruse lalfs - cKonbKO NOPTOB MOXET BbITb NCMONL30BAaHO MOBTOPHO U3 'AANHHON'
ovepenu

thr _dthr - CKOJIbKO MOpPTOB CO3A4aHbl B 04HOM paboyeM NoToke, HO UCMO/b30BaIUCh B
Apyrom

thr_dthr salfs - ckosbKo NOpPTOB CO34aHbl B 04HOM paboyeM NOTOKe, HO UCMOJIb30BaNNCh B
Apyrom n3 'KopoTKon' ovepeaun

thr dthr lalfs - ckonbko NOpTOB CO3AaHbl B 04HOM paboyeM NoToKe, HO MCMOJIb30BaIUCh B

LPYrom u3s 'OnvHHON' ovyepeam



CDOpMaT BbIBOJa COXpaHWUNCA

fdpi ctrl list status --service 11 --ip 192.168.4.20
Autodetected fastdpi params : dev='eml',6 port=29001
connecting 94.140.198.68:29001 ...

192.168.4.20 crcip=0xd649d853 nttype=0 profile='cgnat'
itrnsl=0 itrnsld=0 whiteip=94.140.198.86 sess tcp=127
sess udp=108 indmtd=4

BbiBOA,:

192.168.4.20 - cepbin IP

crcip=0xd649d853 - CRC ceporo IP

nttype=0 - tun NAT: @ - cgnat, 1 - 1:1

profile='cgnat' - nmd npoguns

itrnsl=0 - BHYTPEHHWI MHAEeKC npeobpa3oBaTens cepbii <--> 6enblii Npoduns.
itrnsld=0 - BHYTPEHHWUA NHAEKC AaHHbIX Npeobpa3oBaTens
whiteip=94.140.198.86 - benbin agpec

sess tcp=127 - KosinyectBo ceccuin TCP

sess udp=108 - Konu4ectBo ceccun UDP

indmtd=4 - BHYTPEHHWUA NHAEKC AaHHbIX aboHeHTa (MeTafaHHbIX aboHeHTa)

fdpi ctrl list status --service 11 --ip 192.168.4.20 --outformat=json
fdpi ctrl list status --service 11 --ip 192.168.4.20 --outformat=json | jq

fdpi ctrl list all status --service 11
fdpi ctrl list all status --service 11 --outformat=json

dopmaT aHaJIOrNYHO

JlereHpa KoOMaHAbI npocMoTpa ctaTUCTUKU NAT npocduns
yepes fdpi_ctrl

KomaHpAa:

fdpi ctrl list status --service 11 --profile.name cgnat

BriBoA:
nttype=0 profile='test nat cgnat' itrnsl=0 nitrnsld=1
itrnsld=0 €idr=94.140.198.84/30
proto=TCP ip mask=0x0 nwhadd r=2
proto=TCP ip _mask=0x0 whip=94.140.198.84
sb=64 1sb=64 nb=1008 whpa=64512 whpb=0 whpf=64512 awhb=4

fwhb=1004 puwhb=0.40% whp salfs=0 whp lalfs=0 whp ruse=0



whp ruse salfs=0 whp ruse lalfs=0 whp _dthr=0

whp dthr salfs=0 whp dthr lalfs=0
nthr=0 ublock=1 uport=0 thr salfs=0
thr lalfs=0 thr ruse=0 thr ruse salfs=0 thr ruse lalfs=0
thr dthr=0 thr dthr salfs=0 thr dthr lalfs=0
nthr=1 ublock=1 uport=0 thr salfs=0
thr lalfs=0 thr ruse=0 thr _ruse salfs=0 thr ruse lalfs=0
thr dthr=0 thr dthr salfs=0 thr dthr lalfs=0
Jlerenpa:
nttype - Tun npoguna (O - cgnat, 1 - 1:1)
profile - nMsA npogunsa
itrnsl - BHYTPeHHWI nHaekc npeobpasoBaTtensa cepbin<-->06enblil Npoduns
nitrnsld - KOJINYeCTBO AaHHbIX Nnpeobpa3oBaTenen Npoduas (Koanm4ecTso
becknaccosbix IP ceten)
itrnsld - BHYTPEHHWI MHAOEKC AaHHbLIX Npeobpa3oBaTens - TOro, KTo obcnyxxmnpaet
becknaccosble IP ceTen
cidr - KOHKpeTHas becknaccoasa IP ceTb
proto - npotokon TCP/UDP
ip mask - MacCka aJpecoB
nwhaddr - Konu4yecTBo b6enbix aapecoB, KOTOpble NonagatoT nog Macky mam nog CRC
(3aBucuT oT NapameTpa rx_dispatcher)
whip - benbin agpec
sb - pa3mep 6710Ka BblAesiseMbIX NOPTOB.
lsb - pa3mep nocnenHero 6a10kKa
nb - KoamyecTBo 6J10KOB NOPTOB
whpa - BCero nopTos
whpb - 3aHATO NopTOoB
whpf - cBoboaHoO nopTos
awhb - BblOaHo 6/10KOB
fwhb - cBobonHO H610KOB
puwhb - MPOLEHT 3aHATOCTN 610KOB
whp salfs - HaxoauTCA B 'KOPOTKOW' ovepeam
whp lalfs - Haxo4uTcs B 'ONIMHHON' 04epenm
whp ruse - MOXeT bbITb MCNOJIb30BAHO

whp ruse salfs - MoxeT BbITb MCMONb30BAHO B 'KOPOTKOM' 04epesm
whp ruse lalfs - MoxeT ObITb MCMONBL30BAHO B 'AJIMHHON' 0OYepeam

whp_dthr - KOJIn4yecTBO 371emMeHTOB ithr owner != ithr no ovepepsm
whp dthr_salfs - konuyecTtBo 3nemMeHToB ithr owner != ithr no 'short' ovepeam
whp dthr lalfs - konunyecTtBo 3nemMeHToB ithr owner != ithr no 'long' o4epeam

we| OnucaHne napameTpa rx_dispatcher no ccoinke

JlereHpa KoMaHAabl npocMoTpa ctatucTuku dump NAT npocdpuns

KomaHpa:


https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings:start#параметры_и_возможные_значения

fdpi cli nat dump whaddr queue test nat cgnat
BbiBOA:
profile='test nat cgnat' itrnsl=0

cidr='94.140.198.84/30"' itrnsld=0
whip=94.140.198.86

proto=TCP
entryp :
ithr=0, ihead=0, itail=0
ithr=1, ihead=0, itail=0
ithr=2, ihead=133, itail=265
ithr=3, ihead=193, itail=327
data

sind=129, inext=257, iprev=258,
whport=1152, graddr=192.168.4.20:60637 tml='2023/03/06 16:28:09,
-00:00:10.657 (7472516905147512 ticks)', lifetime=120, canreuse=0, ialf=1,
imtd=516, iown=2, ilst=2, subproto=0, decr sess=0, ind gcache slice=1,
igcache=40

sind=130, inext=151, iprev=148,
whport=1153, graddr=192.168.4.20:52553 tml='2023/03/06 16:27:50,
-00:00:29.455 (7472459405058624 ticks)', lifetime=30, canreuse=0, ialf=0,
imtd=516, iown=2, ilst=2, subproto=0, decr sess=0, ind gcache slice=1,
igcache=1

JlereHpa:

profile - uMma npoguns

itrnsl - BHYTPEHHWIN UHAEKC npeobpa3oBaTens cepbin <--> 6enbii npoduns
cidr - KOHKpeTHas becknaccosas IP ceTb

itrnsld - BHYTPEHHWI UHAEKC AaHHbIX Npeobpa3oBaTens - TOro, KTo 0b6cyxusaeT

becknaccosyo IP ceTb

whip - benbin apgpec
proto - npotokon TCP/UDP

Peanusaumns ovyepeamn ncnosb3yembix NopToB Ans benbix agpecos NCnosb3yeT 04NH MacCuB -
Ha3oseM ero WHP, pa3smepom Oxffff. Ha ero ocHoBe NOCTPOEH CNUCOK NCMOJIb3yeMbIX NOPTOB A5
paboyero notoka. MHAekc 0 - NCNoNb3yeTCs Kak 3arayLka (nycro).

Oyepenn NOTOKOB HeNb3S BLIBECTW B BUAE CMNCKA, Tak Kak B MPOLIECCe MPONCXOAUT NepeMeLLeHne
3anucei B o4epeamn, n3-3a Yero BblBOA MOXET 3aunkanTbCs. MosaTomy maccus WHP BbiIBOAUTCS as is
ONS 3aHATbIX 3anncen.

entryp : 3afaeT TOYKM BXOAa B CNUCOK Benbix nopToB paboyero NoToka
ithr - HoMmep paboyero NoToka
ihead - BepwwmHa cnuUcka
itail - nocnegHwWi SneMeHT cnucka



data : paHHble MaccuBa benbix nopToB WHP (BbIBOAATCA TOJIbKO 3aHATLIE 3anucK)

sind -
inext

iprev

whport

graddr

tml

lifetime

ans short/long o4epegn)

canreuse
ialf

XU3HU

indmtd
iown
ilst
subproto

decr sess
nopTa Ha CepoM ajpece.

MHAEKC 3anncu

NHIOEKC cnieq. 3anucu
NHOEKC npea. 3anucu

Benbii nopT

Cepbll agpec, KOTOPOMY Ha3Ha4eH benbin agpec

BpPeMs nocseaHero obpalleHuns K 3anmcm

TallM-ayT B CEKYHAAX BPEMS XXM3HW 3anucK (3aBUCUT OT NapaMeTpoB

MPU3HAaK, YTO 3aMnCb MOXeT ObITb NCMOJIb30BaHa MNOBTOPHO
HoMep o4epeamn obpaboTku:
en nalfs shrt

0, # o4yepelb C KOPOTKUM BPEMEHEM

en nalfs long 1, # ponrourparowas o4yepenb
BHYTPEHHWUN MHAEKC AaHHbIX aboHeHTa (MeTafaHHbIX aboHeHTa)
NoTOK-BNlafeneL, KOTopbI MOPOANI 3anunch
HOMep MOTOKa, KOTOPbLIN NocaeaHnA obpaluanca K 3anncu
ON9 KakKoro NpoToKoJa BblgeneHa 3anuce 13 UDP
typedef enum en nat borrw udp: u int8 t

{

ennatborwu ORG 0, # UDP/TCP
ennatborwu DFLTGRE = 1, # obwmn GRE
ennatborwu_ MAX 2, # ICMP
} en _nat borrw udp t;
MPU3HaK, YTO NPOU30LLEN AEKPEMEHT CHETYMKA UCMOJIb30BAHUS

’

ind gcache slice - uHpekc kswe-slice nepekoAMpOBKK ‘cepbint --> Benbin'

igcache
-> 6enbliin'

WHOEKC B COOTBETCTBYIOLWEM K3lWe-slice nepekoanpoBKU 'Cepblnt -

MOHUTOPUHI CBOOOAHbIX/3aHATDbIX MOPTOB Ha benbix agpecax

[MpeBEeHTMBHbLIN MOHUTOPUHT NO3BOAUT M3bexaTb NpobneM HexBaTKM CBOOOAHbLIX MOPTOB U
COOTBETCBEHHO HEBO3MOXXHOCTMW CO3[aHNS HOBbIA CECCUiA, BbIAENIMB AONONHUTENbHbIE 610KM Benbix
aZlpecoB WM YMEHbLUNB IMMUTLI BblAESIEHUS NOPTOB NPW UCHeprnaHuy pecypcoB B TeKyLLeM nyne.

cBoboaHO nopToB Ha benoM appece = whpf (He pacnpeneneHsl) + whp_ruse (roTosbl K

nepencrosib30BaHunIo)

3aHATO NopToB Ha benom appece = whph (pacnpepeneHsl) - whp_ruse (roToBbl K

Nnepencnosib30BaHuio)
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