Table of Contents

Onucanme ctaTUCTUKKN NAT ...,
O6uiee ons BCex MPOPUNEN .........ccccvvvvvneee.
Mpouriib CG-NAT ..o

NHdopmaLma no npeobpa3oBaTento JaHHbIX

MPOMPUIbL Li1 i
BbiBOA CTaTUCTMKKM No BenbiM agpecaM .......

MOHUTOPUHI CBOBOAHbBIX/3aHATBIX MOPTOB Ha BEMBIX AAPECAX wivviivrrieieesiiiirrreessiiireeeeeesniines 10






OnucaHue ctatuctukm NAT

BoiBoa ctatucTuky B fastdpi_stat.log 3apaet dbg_log_mask.

0x40000 - BbiBOA B alert nor geTanusauun nHnumnanmsaumm NAT (npodunu, benble agpeca n npoyee)
0x100000 - BbiBOA CTaTUCTMKK No Bnokam benbix agpecos (ecan 3agaHo 0x2000000)
0x2000000 - BbiBOA, cTaTUCTUMKKN NO NAT.

Mpumep:
dbg log_mask=0x2000000

Ob6wee ponsa Bcex npocdunen

[STAT 1[2021/12/22-17:33:17:513859] NAT statistics : itrnsl=0, iprof=2,
profile 'cgnat', nttype=0, ref cnt=1, cidr=94.140.198.84/30
[STAT 1[2021/12/22-17:33:17:513869] NAT statistics : itrnsl=1l, iprof=3,
profile 'natl 1', nttype=1l, ref cnt=1, cidr=16.35.121.0/24

itrnsl BHYTPEHHWIN UHAEKC Npeobpa3oBaTens cepbin <--> 6enbin npoduns.
iprof - BHYTPEHHWUA NHLEKC NpPOotns
profile - ums npogwuna
nttype - Tunnpoguna (0 - cgnat, 1 - 1:1)
ref _cnt - cyeT4MK CCbIIOK MCMONb30BaHMA Npeobpa3oBaTens NpopuasaMm
(Mpodunm MmoryT ncnonb3oBaTb 0anH Habop becknaccoBbix IP ceTen, HO pa3HOe KONMYEeCTBO
OrpaHNYeHNn Ha ceccun)
cidr - cnucok becknaccosbix benbix agpecos Npoguns

Mpocpunb CG-NAT

[STAT 1[2021/12/22-17:33:19:252622] NAT statistics : itrnsl=0, iprof=2,
profile 'cgnat', nttype=0, ref cnt=1, cidr=94.140.198.84/30
k=0, itrnsld=0, cidr=94.140.198.84/30
total TCP : 30/20/0/7/17/ 0/0/0 50/20/06/50/0 5516/8/121
actual TCP : 0/0/0/0/0 0/0/0 0/0/0/0/0 06/0/0
total UDP : 13/4/0/13/1/ 0/0/0 17/4/11/17/0 28/1/3
actual UDP : 0/0/0/0/0 0/0/0 0/0/0/0/0 06/0/0
total GRE : 0/0

NHdopmMauums no npeobpasoBaTesnio faHHbIX

k=0, itrnsld=0, cidr=94.140.198.84/30
k - Homep itrnsld
itrnsld - BHyTpeHHWI MHOEKC AaHHbLIX Mpeobpa3oBaTens - TOro, KTo obCcnyxmaet
becknaccosble IP ceTu
cidr - KOHKpeTHas becknaccoBas IP ceTb



total - CyMMapHasa CTaTUCTUKa
actual - cTaTuCTUKa U3MEHEeHUN CYEeTYMKOB 3a Nepuos BbiBoAa CTaTUCTUKK (NapameTp
delta alarm, default 15 cekyHn)

total TCP : 30/20/0/7/17 0/06/06 50/20/06/50/6 5516/8/121

YeTbipe rpynnbi:
1 rpynna - onepauun ¢ nopTamu 6enbix afpecos

30/20/0/7/17:

30 - BblgeneHne Hoeoro 6enoro nopTa

20 - noBTOPHOE MCNosib3oBaHWe besnoro nopta

0 - ownbKK nonyy4eHns Hosoro benoro nopta

7 - BbINOJIHAET LEeKPEMEHT Konn4yecTea ceccun aboHeHTa no ocsoboxgeHunto flow

17 - BLINOMIHAET OEKPEMEHT KOAUYeCcTBa ceccuin aboHeHTa No NOBTOPHOMY MCMOJIb30BaHMO Henoro
nopTa

2 rpynna - obwas cTaTUCTuKa
0/0/0:
0 - paccuntann CRC no IP npwu obpalwieHun gns BoigeneHns 6enoro agpeca. JoKHO ObITh ==

0 - NpeBbILLIEHME KOSIMYECTBa ceccuit ana aboHeHTOB
0 - pa3Hble benble agpeca B flow u npeobpa3oBaTensix - LOMKHO ObITb ==

3 rpynna - CTaTUCTWKa MO K3y cepbivi -> benbivi

50/20/0/50/0:

50 - pobaBneHo 3anncen B KLU

20 - ynaneHo 3anmcen us Kawa

0 - HanpeHo 3anucei B K3Le NMpu BblaesieHMn HoBoro 6enoro nopta

50 - He HanpaeHo no cepomy benbint agpec
0 - owmnbkn gobaBsIeHUS B K3LW

4 rpynna - CTaTUCTMKa Npeobpa3oBaHns benbivi -> cepbiv (inet->subs)
5516/8/121:
5516 - ycnewHo nposefeHa TpaHcnsauna bensin --> cepolin

8 - MopT He NonagaeT B BblAe/IEHHbIV Anana3oH 6esbix NopToB
121 - He HanAaeHa TpaHcasuns 6enbin --> cepbin

Insa TCP/UDP n total/actual ctaTucTmnka ognHakoBas.

Ona GRE - 310 GRE no ymonyaHuio (Korga He CMOrav B TYHHENbHOM MPOTOKOJ1e "ToYKa-To4Ka" HanTu
ceccuio). Ha 6enbin agpec moxxeT bbITb CO34aHa TONbKO O4HA Takas Ceccus.

total GRE : 0/0



0 - ucnonb3oBaH agpec
0 - KOJINYECTBO MOMbITOK CO34aHNS CECCUMIA Ha YXXe 3aHAThIN benbin agpec

MNpocpunb 1:1

[STAT 1[2021/12/22-17:17:28:749622] NAT statistics : itrnsl=1l, iprof=3,
profile 'natl 1', nttype=1l, ref cnt=1, cidr=16.35.121.0/24
k=0, itrnsld=1, cidr=16.35.121.0/24
total 256/256/0/0/0/0 0/0

CraTtuctuka 2 rpynnbi:
1 rpynna - 256/256/0/0/0/0
2 rpynna - 0/0

Mpumep:
dbg log_mask=0x2100000

BbiBOO, CTaTUCTUKMU NO OenbiM appecam

[STAT 1[2021/12/22-21:14:48:385991] NAT statistics : itrnsl=0, iprof=2,
profile 'cgnat', nttype=0, ref cnt=1, cidr=94.140.198.84/30
k=0, itrnsld=0, cidr=94.140.198.84/30
total TCP : 26/4/0/4/2/ 0/0/0 30/4/0/30/0 3045/1/36
actual TCP : 0/0/0/0/0 0/0/0 0/0/0/0/0 0/0/0
TCP whiteblck ip mask=0x0, nwhaddr=2
whip=94.140.198.84 : sb=64, lsb=64, nb=1008,
whpa=64512, whpb=0, whpf=64512, awhb=4, fwhb=1004, puwhb=0.40%
thr=0, ublock=1, uport=0
thr=1, ublock=1, uport=0
thr=2, ublock=1, uport=0
thr=3, ublock=1, uport=0
whip=94.140.198.86 : sb=64, lsb=64, nb=1008,
whpa=64512, whpb=26, whpf=64486, awhb=4, fwhb=1004, puwhb=0.40%
thr=0, ublock=1, uport=0
thr=1, ublock=1, uport=0
thr=2, ublock=1, uport=13
thr=3, ublock=1l, uport=13

TCP whiteblck ip mask=0x0, nwhaddr=2 :

ip mask - Macka agpecos
nwhaddr - konuyecTBO Hesnbix agpecos, KOTOPbIE NOMAAAT NoA4 MacKy

whip=94.140.198.84 : sb=64 ( 64 ), nb=1008, whpa=64512, whpb=0, whpf=64512,
awhb=4, fwhb=1004, puwhb=0.40%

whip=94.140.198.84 - 6Genbln agpec
sb=64 - pa3mep 6s10ka NOpTOB



1sb=64 - pa3mep nocneaHero 6a10kKa

nb=1008 - KoamyecTBo 6J10KOB NOPTOB
whpa=64512 - BCero nopToB

whpb=0 - 3aHSATO NOPTOB
whpf=64512 - cBobogHO nopToB

awhb=4 - BblgaHo 6/10k0B
fwhb=1004 - cBoboaHo 610K0B

puwhb=0.40% - npoueHT 3aHATOCTN 6JI0KOB

Hob6aBneHo B Bepcun 12.1.0

whp salfs - CKOJIbKO MOPTOB B 'KOPOTKOW' o4epeam

whp lalfs - CKOJIbKO MOPTOB B 'OJIMHHOW' o4epean

whp ruse - CKOJIbKO MOPTOB MOXET BbITb NCMOAb30BAHO MOBTOPHO

whp ruse salfs - cKonbKo NOPTOB MOXET ObITb MCMOJIb30BAHO NOBTOPHO M3 'KOPOTKOM'
ovepenu

whp ruse lalfs - CKOJIbKO MOPTOB MOXET ObITb NCMOJIb30BAaHO NOBTOPHO U3 'OJIMHHOW'
ovepean

whp dthr - CKONbKO MOPTOB CO3A4aHbl B 04HOM paboyeM NOTOKe, HO MCNOJSIb30BaJIUCh B
Apyrom

whp dthr salfs - ckonbko nopToB co3haHbl B 0AHOM paboyem NoTOoKe, HO UCMOJIb30BaNUCh B
LPYrom 13 'KopoTKon' o4yepenu

whp dthr lalfs - ckosibKO NOPTOB CO3AaHbl B OAHOM paboyem NoToKe, HO UCNOb30BaNCh B

APpYyrom n3 'OanHHON' ovepean
B pamkax 6enoro agpeca BMAHO pacrnpeaeneHne 3axBavyeHHblX NopToB/6/10KoB No paboymM nNoTokam

thr=0, ublock=1, uport=0

thr=0 - Homep paboyero noToka

ublock=1 - wucnonb3oBaHo 6510K0B GesbIX NOPTOB

uport=0 - wucnonb3oBaHo 6710K0B Hesibix MOPTOB

thr salfs - CKOJIbKO MOPTOB B 'KOPOTKON' o4epenn

thr lalfs - CKOJIbKO MOPTOB B 'OJIMHHOW' o4epean

thr ruse - CKOJIbKO MOPTOB MOXET 6bITb NCM0JIb30BaHO NOBTOPHO

thr ruse salfs - CKONbKO NOPTOB MOXET BbITb MCMONL30BAHO MOBTOPHO U3 'KOPOTKOMN'
ovepeau

thr ruse lalfs - CKOJIbKO MOPTOB MOXeET BbITb NCMONL30BAHO MOBTOPHO U3 'OJNHHON'
ovepenu

thr dthr - CKOJIbKO MOpPTOB CO3/aHbl B 04HOM paboyeM NoToKe, HO UCMO/b30BaIUCh B
Apyrom

thr dthr salfs - ckonbko NOpPTOB CO3AaHbl B 04HOM paboyeM NoToKe, HO MCMOJIb30BaIUCh B
Apyrom n3 'KopoTKon' ovepeamn

thr dthr lalfs - cKosbKO MOPTOB CO34aHbI B 0A4HOM paboyeM NOTOKe, HO MCNOJIb30BaJIUCh B

APYrom un3 'OAvHHON' o4epeam
®opmaT BbIBOLA COXpPaHWJICA

fdpi ctrl list status --service 11 --ip 192.168.4.20



Autodetected fastdpi params : dev='eml',6 port=29001
connecting 94.140.198.68:29001 ...

192.168.4.20 crcip=0xd649d853 nttype=0 profile='cgnat'
itrnsl=0 itrnsld=0 whiteip=94.140.198.86 sess tcp=127

sess udp=108 indmtd=4

BbiBOA,:

192.168.4.20 - cepbin IP

crcip=0xd649d853 - CRC ceporo IP

nttype=0 - tmn NAT: O - cgnat, 1 - 1:1

profile='cgnat' - uMg npouns

itrnsl=0 - BHYTPEeHHW nHaekc npeobpasoBaTens cepbit <--> 6enblil Npoduns.
itrnsld=0 - BHYTPEHHW MHIEKC AaHHbIX Npeobpa3oBaTens
whiteip=94.140.198.86 - benbi apgpec

sess tcp=127 - Konu4ectso ceccun TCP

sess udp=108 - KoJinyectBo ceccuin UDP

indmtd=4 - BHYTPEHHWU NHAEKC AaHHbIX aboHeHTa (MeTafdaHHbIX aboHeHTa)

fdpi ctrl list status --service 11 --ip 192.168.4.20 --outformat=json
fdpi ctrl list status --service 11 --ip 192.168.4.20 --outformat=json | jq

fdpi ctrl list all status --service 11
fdpi ctrl list all status --service 11 --outformat=json

dopmMaT aHasIornyHo

JlereHpa KkoMaHAabl npocMoTpa ctaTucTUKU NAT npodpuns yepes fdpi_ctrl

KomaHpAa:

fdpi ctrl list status --service 11 --profile.name cgnat

BbiBOA:
nttype=0 profile='test nat cgnat' itrnsl=0 nitrnsld=1
itrnsld=0 €cidr=94.140.198.84/30
proto=TCP ip _mask=0x0 nwhadd r=2

proto=TCP ip _mask=0x0 whip=94.140.198.84
sb=64  1sb=64 nb=1008 whpa=64512 whpb=0 whpf=64512 awhb=4
fwhb=1004 puwhb=0.40% whp salfs=0 whp lalfs=0 whp ruse=0
whp ruse salfs=0 whp ruse lalfs=0 whp dthr=0
whp _dthr _salfs=0 whp _dthr lalfs=0

nthr=0 ublock=1 uport=0 thr salfs=0

thr lalfs=0 thr ruse=0 thr ruse salfs=0 thr ruse lalfs=0

thr dthr=0 thr dthr salfs=0 thr dthr lalfs=0



nthr=1 ublock=1 uport=0 thr salfs=0

thr lalfs=0 thr ruse=0 thr ruse salfs=0 thr ruse lalfs=0
thr dthr=0 thr dthr salfs=0 thr dthr lalfs=0
Jlerenpa:

nttype - Tun npoguna (O - cgnat, 1 - 1:1)

profile - nMs npogunsa

itrnsl - BHYTPeHHWI nHaekc npeobpasoBaTtensa cepbli<-->6eblil Npoduns
nitrnsld - KOJINYeCTBO AaHHbIX npeobpa3oBaTenent Npoduas (Koanm4ecTso
becknaccoBbix IP ceten)

itrnsld - BHYTPEHHWUA NHAEKC AaHHbIX Npeobpa3oBaTens - TOro, KTo obcnyxmeaet
becknaccosble IP ceTen

cidr - KOHKpeTHas becknaccoBas IP ceTb

proto - npotokon TCP/UDP

ip mask - MacCka aJpecoB

nwhaddr - KonmyecTBo benbix agpecos, KOTopble NonaaatoT nod macky unm nog CRC
(3aBucuT OT NapameTpa rx_dispatcher)

whip - benbin agpec

sb - pa3mep 6510Ka BblAesiseMbIX NOPTOB.

lsb - pa3mep nocnenHero 610kKa

nb - Konu4yecTtBo 6/10KOB NOPTOB

whpa - BCEro nopTos

whpb - 3aHATO NOpTOB

whpf - cBoboaHoO nopTos

awhb - BblOaHoO 6/10KOB

fwhb - cBobonHo 610KOB

puwhb - MPOLEHT 3aHATOCTN 6J10KOB

whp salfs - Haxo4uTCs B 'KOPOTKOW' ovepeaun

whp lalfs - Haxo4uTCs B 'OJIMHHON' 04epenm

whp ruse - MOXET 6bITb NCNONb30BaHO

whp _ruse salfs - MoxeT BbITb UCMONL30BAHO B 'KOPOTKOM' 04epeam
whp ruse lalfs - MoxeT BbITb MCMONL30BAHO B 'AJIMHHON' OYepeam

whp_dthr - Konu4yecTBO 3/1eMeHToB ithr owner != ithr no o4yepepsam
whp dthr salfs - konuyecTBo anemMeHToB ithr owner != ithr no 'short' ovepegm
whp _dthr lalfs - konuyectBo 3nemeHTOB ithr owner != ithr no 'long' ouepeam

El
OnuncaHuve napameTpa rx_dispatcher no ccoinke

JlereHpa KkoMaHAabl npocMoTpa ctaTUCTUKU dump NAT npoduns

KomaHga:
fdpi cli nat dump whaddr queue test nat cgnat

BbiBOA:


https://wiki.vasexperts.ru/doku.php?id=dpi:opt_cgnat:%D1%81gnat_settings:start#параметры_и_возможные_значения

profile='test nat cgnat' itrnsl=0
€cidr='94.140.198.84/30"' itrnsld=0
whip=94.140.198.86

proto=TCP
entryp :
ithr=0, ihead=0, itail=0
ithr=1, ihead=0, itail=0
ithr=2, ihead=133, itail=265
ithr=3, ihead=193, itail=327
data

sind=129, inext=257, iprev=258,
whport=1152, graddr=192.168.4.20:60637 tml='2023/03/06 16:28:09,
-00:00:10.657 (7472516905147512 ticks)', lifetime=120, canreuse=0, ialf=1,
imtd=516, iown=2, ilst=2, subproto=0, decr sess=0, ind gcache slice=1,
igcache=40

sind=130, inext=151, iprev=148,
whport=1153, graddr=192.168.4.20:52553 tml='2023/03/06 16:27:50,
-00:00:29.455 (7472459405058624 ticks)', lifetime=30, canreuse=0, ialf=0,
imtd=516, iown=2, ilst=2, subproto=0, decr sess=0, ind gcache slice=1,
igcache=1

Jlerenpa:

profile - MMa npoguns

itrnsl - BHYTpeHHWI nHAekc npeobpasoBaTtens cepbin <--> Hesnbii npoguns
cidr - KOHKpeTHas becknaccoBass IP ceTb

itrnsld - BHYTPEHHWA NHAEKC AaHHbIX Npeobpa3oBaTens - TOro, KTo obcnyxmsaer

6ecknaccosyto IP ceTb

whip - benbin apgpec
proto - npotokon TCP/UDP

Peanusauus o4yepenm ncnoab3yemMbix NOPTOB A5 6enbix aapecoB NCMoJb3yeT 0AMH MACCUB -
Ha3oseM ero WHP, pa3mepom 0xffff. Ha ero ocHoBe NOCTPOEH CANCOK UCMOJIb3yEMbIX NOPTOB AJ14
paboyero notoka. MHAekc 0 - nCNoNb3yeTCs Kak 3arayLwka (nycro).

O4yepenn NOTOKOB Heb35 BLIBECTW B BUAE CMUCKA, TakK KaK B NpoLecce NponucxoaunT rnepeMelleHmne
3anucen B oyepeLnun, U3-3a Yero BbIBOL MOXKeT 3aunknnTtbca. Nostomy maccue WHP BblBOLUTCSA as is
ANS 3aHATLIX 3anucen.

entryp : 3a4aeT TOYKM BXOAa B CNUCOK Gesnbix MOPTOB paboyero noToka

ithr - HoMep pabo4yero NoToka
ihead - BepwwMHa CnNUCKa
itail - nocnegHW anemMeHT Chncka

data : paHHble MaccuBa 6enbix noptoB WHP (BbIBOAATCA TOJILKO 3aHATLIE 3aMucK)

sind - WHAOEKC 3anucu
inext - WHAeKc cnepf. 3anucu
iprev - VMHOEKC npea. 3anucu



whport
graddr
tml
lifetime

ans short/long o4epegn)

canreuse
ialf

XU3HU

indmtd
iown
ilst
subproto

decr sess
nopTa Ha CepoM ajpece.

Benbii nopT

cepbin agpec, KOTOpoMy Ha3HayeH benbin agpec

BpeMs nocnegHero obpalleHuns K 3anmcu

TallM-ayT B CEKYHAAX BPEMS XXWN3HW 3anucK (3aBUCUT OT NapaMeTpoB

NPU3HaK, YTO 3aNNCb MOXET BbITb NCNOJIb30BaHa NMOBTOPHO
HoMep o4epeamn obpaboTku:
en nalfs shrt = 0, # o4epelb C KOPOTKUM BpeEMEHEM

en nalfs long = 1, # ponrourpamoowas oyepenb
BHYTPEHHWUN MHAEKC AaHHbIX aboHeHTa (MeTagaHHbIX aboHeHTa)
NOTOK-BlafeneL, KOTopbI MOPOANI 3anunch
HOMep MOTOKa, KOTOPbLIN NocnefHUA obpaLlanca K 3anmcu
[J15 KAKOro NpoTOoKOJ1a BbigeneHa 3anucb n3 UDP
typedef enum en nat borrw udp: u int8 t
{
ennatborwu ORG 0, # UDP/TCP
ennatborwu DFLTGRE = 1, # obwun GRE
ennatborwu_ MAX 2, # ICMP
} en_nat borrw udp t;
Npu3HaK, 4TO NPoU3oLEs JeKPEMEHT CHYETUYMKA NCMOJIb30BaHUA

’

ind gcache slice - uHAekc kawe-slice nepekoanpoBKK ‘cepbin --> Benbin'

igcache
-> benbin'

WHOEKC B COOTBETCTBYIOLWEM K3lWwe-slice nepekoanpoBKU 'CepbInt -

MOHUTOPUHI CBODOOOHbIX/3aHATbIX NMOPTOB Ha benbix apgpecax

[MpeBeHTMBHbIN MOHUTOPUHT MO3BOAUT M3bexxaTb NpobneM HexBaTKM CBOOOAHbLIX MOPTOB U
COOTBETCBEHHO HEBO3MOXXHOCTMW CO3[aHNS HOBbIA CECCUiA, BbIAENIMB AONONHUTENbHbIE B10KM Benbix
aflpecoB WM YMEHbLUNB MMUTLI BblAESIEHUS NOPTOB NPW UCHeprnaHuy pecypcoB B TeKyLLeM nyne.

csoboaHo nopTos Ha 6enom agpece = whpf (He pacnpeneneHsl) + whp_ruse (roToBbl K
nepencnosib30BaHMI0) 3aHATO NOPTOB Ha benom agpece = whph (pacnpegeneHsl) - whp_ruse (roToBbl

K Mepencnonb30BaHuIo)
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