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OnucaHue U cueHapuu

Carrier Grade NAT no3BonserT:

e NPefoCcTaBAsATb 0ANH Ny6AnYHbIN IPv4-anpec HecKonbKnMy aboHeHTamn 6e3 noTepu KavyecTBa
NHTEPHET COeAMHEHNA — 3a 0A4HMUM NybAnYHbIM IP-agpecoM MOXET pa3mMecTuTb Ao 100
npuBaTHbIX (MOeanbHOe COOTHoWweHne — 1:10);

* MPOO/INTb NCMNOIb30BAaHME OrPaAHNYEHHOr0 agpecHoro NpocTpaHcTea IPv4 n cokpaTtuTb
pacxonbl Ha rnokyrnky IPv4-agpecos Ha 90%;

* MOArOTOBUTLCA K BHeApeHwuto IPv6-agpecaunn 3a cqeT nogaepxku Dual Stack v4-v6
(noooepxkun obenx Bepcuin NPpoToKO1a 0AHOBPEMEHHO).

Mpw ncnonb3oBaHmm NAT Heob6Xx0A4MMO YUMTbIBATb, 4TO B AaHHOM ciiydae NAT siBnsieTCs ycnyronm,
npenocTasnsemon DPI, KOTOpbIN He SBASETCS MapLIPYTU3aTOPOM U paboTaeT B pexume
npo3payvyHoro mocta. CnefyeT y4nuTbiBaTb 3TO NPU BHEAPEHUN U KOHDUTYPUPOBAHUN CBOEr0
obopypoBaHus.

Tuvnbl

CG-NAT (NAT44)

TpaHCcAaumsa ceTeBblX aApecoB 1 MOPTOB NO3BOASAET HECKOIbKMM abOHEHTaM COBMECTHO
MCNONb30BaTb 0AMH NybanyHbIN agpec IPv4 1 paclumpseT UCnoib3oBaHne OrpaHNYeHHOro
aflpecHOoro NpocTpaHcTBea IPv4.

BiNAT (NAT 1:1)

TpaHcnAaumMa ceTeBbiX agpecoB 1-k-1 no3BonseT NPefoCTaBUTb YCAYry cTaTuydeckoro nybauyHoro IP
afgpeca 6e3 nsmMeHeHus HacTpoek Ha CPE Yepes TpaHCAALMIO BCEX MOPTOB NPMBATHOMO afipeca B
0AWH Ny6AnYHbIN agpec.

CueHapuum npuMeHeHus

L3-Connected NAT

B pexxume Bridge (akTyanbHo ons L3 BRAS) CKAT He nmeeT IP agpeca Ha nHTepgencax ons
0bpaboTkn aboHeHTCKOro Tpadumka. icxoas u3 storo, Heobxoammo Ha bopaepe ob6aBUTb
ctatuyeckuin mapwpyT ans NAT nyna afpecos, B KOTOPOM afpecoM Cineayouero MmapLlpytusaTopa
byneT ABNATbLCA, aApec, Haxoaawmmncsa 3a CKAT.
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MpuMep YyCTaHOBKM Ha CeTb

B ceTn ecTb poyTep R1, KOTOPLIA SBASETCS LIO30M A5 TOKaJIbHbIX aDOHEHTOB C afpecamm
10.0.0.0/24, v norpaHn4HbIn poyTep BR, koTopbin nmeeT cBs3b ¢ R1 B nogcetn 10.0.1.0/30. Mexay
HUMW ycTaHoBfeH DPI, Ha KoTopoM Ania aboHeHTOB BkJtoYeHa ycnyra NAT. Ona NAT nyna Bblgenmm
nogcetb 100.0.0.0/24.

10.000724 10002024

Subscriber R1 Border Internet
Router

10.01.730

Ha R1 wnto3om senseTcsa Haw bopaep. na Toro 4Tobbl 0becnevynTs NpoxoxaeHne Tpaguka u3
NHTepHeTa K aboHeHTam Heobxoaumo Ha bopaepe fobasuTe MaplpyT: ip route add 100.0.0.0/24 via
10.0.1.2 Nocne 310 Tpadwmk ana NAT nyna byneTt MapLuipyTnsnpoBaTbCs Ha Br B cTopoHy R1, no nyTu
K KoTopoMy, nonagas Ha DPI, 6yaeT noaseprHyT NAT. Tpaumk K agpecam, Ans Kotopbix HeT NAT
TpaHcasumm byaeTt oponHyT Ha DPI.

L2-Connected NAT

B pexxume L2 BRAS crienyeT ncnosib308aTh B Ka4eCcTBe C/iefyoLlero xorna B MapLupyTe agapec,
YKa3aHHbIM B NapaMeTpe bras _arp ip. [JaHHbIN MapLlwpyT NO3BOJISET MapLIPyTU3MPOBaTb Tpaduk
ans agpecos 13 NAT nyna B cTtopoHy DPI, roe B nakeTax afapec nonyyatens byaet nameHeH ¢ 6enoro
Ha CepbI cornacHo Tabaunue TPaHCAALNIA, 1 Ha CNefyoWNA MapLUPYyTN3aTopP B CETM NakeT
nobepeTca ¢ y)xe “cepbiM” nonyvaTeNeM 1 y)Ke AafbHeNWwas MapwpyTnlaumnsa B CETU HUYEM He
byneT oTAan4aThbCA.

NMpuMmep yCTaHOBKM Ha CeTb

B paHHOM cxeMme wno3oM An1a aboHeHToB BbicTynaeT DPI. Ha DPI HacTpoeH IP-agpec 10.10.10.1, Ha
Border Router HacTpoeH IP-agpec 10.10.10.2. Ins NAT nyna sbigenum nogcetb 100.0.0.0/24. Ans
Toro 4Tobbl 0becneynTb NPOXoOXKAeHNE Tpadurka N3 NHTEPHeTa K aboHeHTaM, HeobxoaANMO Ha
6opaepe nobaBnTb MapwpyT: ip route add 100.0.0.0/24 via 10.10.10.1.

Subscriber Switch Border Router Internet

POIC0E0 1002002530
BapuaHTbl BHeapeHus

CG-NAT
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Knaccunyeckas cxema BkatodeHns yctponctea CG-NAT B ceTb — Mexay BNG n poyTepom ans
obecneyeHns TpaHcnsaumMm ceTesbix agpecos. NAT log nepepaetcs no npotokony IPFIX (NetFlow v10)
Ha BblAeNeHHbIN cepBep nam VM, rae yctaHosneHa 6a3a faHHbin QoE Stor n GUI. [laHHOe pelueHne
no3BosseT 3HEKTUBHO XPaHUTb K ocyLLecTBAATb nouck B NAT log.

CG-NAT + DPI
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Mbl npefnaraem coBMecTuTb PyHKLMOHaN CG-NAT ¢ DPI Ha ofHOM yCTponcTBe, YTobbl NONY4YNUTH
BO3MOXXHOCTb HE TOJIbKO TPaHC/IMPOBaTh afipeca, HO TakKXKe pacno3HaBaTb M KJTACCUPULIMPOBATL
TpadvK N0 NPOTOKOIaM M HanpaBieHUAM, UCMONb30BaTb NOANCUHI 06LLEero KaHana, pa3MmeyaTb
Tpaduk, pabotaTth co ctaTuctmkon (Full NetFlow n Clickstream).

JlononHuTenbHasa nHgpopmauma 06 aboHeHTax NCMOIb3yeTCsA B OTAENaX MPOAaXK, MapKeTuHra u
TEXHUYECKOWN MOOAEPKKN.

CG-NAT + DPI + BNG
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Hanbonee BbIrOAHbLIN BapnaHT — COBMECTUTb PyHKLMOHaNbHOCTL CG-NAT, DPI n BNG Ha ogHOM
YCTPONCTBE N TaknM 06pa3oM NOCTPOUTL FMOKOE 1 Nerko ynpaeaseMoe S4po CeTU — 3TO
3Ha4YNTEesIbHO COKpaLLLaeT COBOKYMHYIO cToMMOCTb BnageHus (TCO, Total Cost of Ownership) 3a cyet
KOMMaKTHOCTU, BbICOKOW NPOM3BOANTENILHOCTUN, €AMHO0OPa3HOro yrnpaBaeHUs 1 sKCnayaTaumm.

Stpport Marketing

B paHHOM Cxeme, MOMMMO TPaHCALUN CETEBLIX aApPecoB 1 ryboKoro aHaam3sa Tpagrka Takxe
peann3oBaHa aBTopu3aumsa IPOE/PPPoE aboHeHTOB, BGP/OSPF, nnterpaumnsa c bunnnHrom (AAA)
ocyuwiecTtensetca Yyepes PCRF.

Bo3Mo>xHocTu CG-NAT ot VAS Experts

Full Cone NAT (EIM+EIF)

B dpyHKumn CG-NAT ncnonb3yetca texHonorus Full Cone NAT (EIM+EIF), pa3pewatoLias 0TApaBKy
NakeToB, NPUXOAALLNX C OO0 BHELIHEN CUCTEMBI, MO BHEWHeMY 0Tobpa)kaemomy nopty TCP/UDP,
KOTOpbIN NpeacTaBnseT cobor MCTOYHUK Tpaduka oT aboHeHTa. ObecneynBaeT MakCMasbHYO
COBMECTUMOCTb Mexay P2P-knneHTamu, pacnonoxeHHbiMu 3a NAT pa3Hbix nposangepos (urpsbl, IP-
TeneoHus, BUAEOKOH(EPEHLUN, TOPPEHTHI).

EIM (Endpoint-Independent Mapping) npepnocTtasnseT cTabunbHbIA BHEWHUIA IP-agpec 1 nopT (Ha
onpefeneHHbIn Nepruos BpeMeHu), K KOTOPOMY MOryT NOAKYaTbCS BHELLIHME XOCThI.
EIF (Endpoint-Independent Filtering) KOHTpoMpyeT, Kakne BHELLIHWE XOCTbl MOryT MOAKJI0YATLCA K



BHYTPEHHEMY XOCTY.

Hairpinning

A6oHeHTbl BHYTpU NAT obpaluatoTcs K nybanyHbIM agpecam apyr apyra 6e3 TpaHcasauum un
nepecbIKM NakeToB 3a Npefesbl yCTPOWCTBa.

JIumutbl Ha TCP- u UDP-coeauHeHus ansa aboHeHTa

Ana kaxxporo nyna IP-agpecos HAMBUAYAIbHO YCTAHABANBAETCS IMMUT Ha Koanvectso TCP- n UDP-
coeanHeHn ans aboHeHTa, YTO NO3BOASET ONepaTopy 3KOHOMHO pacrnpefensiTb pecypcbl afpecHoro
NMPOCTPaHCTBa MeXAY KOPNOpPaTUBHLIMA N YaCTHbIMU KANeHTaMW. [pn OTCYTCTBUM aKTUBHOCTU
Hencnonb3yemble COeIMHEeHNS 3aKpblBAOTCS, BbICBODOXAas NOPThI.

Paired IP address pooling

Bce coeanHeHns aboHeHTa C 04HOro NPMBATHOrO afipeca NPUBSA3bIBAOTCA K 0AHOMY Nyb6anyHomy IP-
ajpecy.

)KypHanupoBaHue TPaHCAALUNA

CeTeBble TPaHCAALMM 3aMUCbIBAIOTCA B TEKCTOBLIV (halil MM NepenatoTCa Ha BHELIHUA KONNEKTOP
no npoTtokony IPFIX (n3secTHoMy Takxe, kak NetFlow v10).

Mpo3pavyHocTb ana P2P u OHNauH-urp

Mpenckasyemoe noseneHme NAT obecneumsaeTcsa yHkumnamm Full Cone n HairPinning.
Monb3oBaTeslbCKMe KBOTbI 0becneymBaloT paBHOMepHoe pacnpegeneHve nybamyHbix IP-nopTos
Mexay aboHeHTaMmu, a BUPYCbl U BPeLOHOCHbIE MPOrpaMMbl HE MOTYT UCTOLWUTL UX PecypChl.

Moppepxka ALG

[ onepaTopoB BaXKHO NOALEPKMBATb CBA3HOCTb AJ18 BCEX NPUKIALHbLIX YC/Yr 1 NoJib30oBaTenen,
obecneymBas Npu 3TOM LENOCTHOCTb NPUAoXKeHUN. ALG cnegdTt 3a TeM, 4ToObl NMPOTOKONbI — Takue,
Kak FTP, TFTP, RTSP, PPTP, SIP, ICMP, H.323, ESP, MGCP n DNS — ocTaBanucb paboTocrnocobHbIiMK.
MHorune yctapeswune peanusaumm NAT He obecrneynBatoT Takoro ypoBHS NpPO3payHOCTH.

Noppep>xka VLAN u On-Stick

B CG-NAT nopgnepxka VLAN 3KkOHOMUT NopTbl B 060py0BaHUN orepaTopa v NoBbILaeT
3 pekTuBHOCTL ncnosb3oBaHusa NIC. Brarogaps 3ToMy BO3MOXXHO onpefesieHne BXO4ALero n
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ncxopgdwero Tpaduka He no NIC, a no VLAN ID, 4To B CBOIK 04epefb CO34aeT BO3MOXXHOCTb
NCMosb30BaTb OLHY N Ty XKe CEeTEeBYI0 KapTy W AN BXOAALEro, n AN ncxoaswero tpaguka. 3ta
onumsa ocobeHHo achheKTUBHA, Koraa ncnonb3lyertcs BMmecte ¢ LACP.

LACP

Link Aggregation Control Protocol no3sonseT 06beanHATbL HECKOJIbKO (h3MYEeCKUX NOPTOB ANs
thopMmpoBaHNS eQUHOr0 JIOrMYEeCKOro KaHasla v MOBbILEHNS 0TKa30yCTONYMBOCTH.

BbicoKas pOCTYNHOCTb

Hage)XHOCTb pelleHnsa rapaHTMpyeTCcs Npu NoMoLLmn pe3epsHbIX pexnmos Active-Standby n Active-
Active. B obonx BapnaHTax 3a,eMCTBOBAHO ABa YCTPONCTBA: eC/iv NepBoe (aKTUBHOE) BbIXOAUT U3
CTpOA, TO TpauK NepeknoyaeTcs Ha BTopoe 6e3 NoTepb C MOMOLLbIO MPOTOKOJI0B MapLUpyTU3aLnn.
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