CopepxaHue

Pabota ¢ NAT Flow. Kak HaTh a0OHEHTa 3@ NAT ...
MpumMep PaboTbl C ADUSE IELEEIS ...
T O T = = 17 o = S

LWar 2. Nwem akTUBHOCTb @aBOHEHTA B GUI CKAT wvveeiiiiiiee e






Pabota ¢ NAT Flow. Kak HauTu aboHeHTa 3a
NAT

Onsi paboThl AaHHOW PYHKLMOHANBHOCTN HEOBXOAMMbI ClIeAYIOLINE KOMMOHEHTDI:

1. Mogynb QoE Stor
2. NHTepdenc ynpasneHns CKAT DPI

Jinuensunm:

e CKAT: CG-NAT — TpaHcnsaumsa ceTeBbiX afpecoB M Bbirpy3ka CTaTUCTUKN B
¢dopmaTe IPFIX

e QoE: C6op cTatuctukm NAT Flow, CkaTue, NoNb3oBaTeNbCKME (PUALTPLI

OnucaHune HacTpounkm NAT Flow B QOE: nat_flow

Mpumep paboThl ¢ abuse letters

Nwem KOHKPETHOro aboHeHTa, Ha KOTOpOro npuwen BHeLWHM abuse.

B nuceme c abuse, kak npasuno, npuseneH "benvin” agpec n3 NAT-nyna, TpebyeTcs NOHATHL KTO U3

aboHeHTOB B U3BeCTHOe BpeMsd 3a 3TuM NAT-nysioM XO4MN Ha pecypc, rae 3apukCnpoBaHa BUPYCHas
AKTUBHOCTb.

Hy>XHO coenaTh 2 wara — HanTu B abuse nucbMe Heobxoammble NpusHakm 1 no HUM B GUI CKAT
naeHTuhunumnposaTs aboHeHTa.

LWar 1. Nwem B nucbMe

1. Anpec n3 ceoero NAT-nyna (source IP).
2. Agpec aTakyemoro pecypca (destination IP)
3. Bpemsa akTMBHOCTM Ha aTaKyeMoM pecypce (C y4eTOM YacoBbIX 10sCoB!)

e NMpumep 1.
Frami "EGF Aburs Dt g il s JFITT &5 199,184 08 45Fakns RO AT, et
Dwin: Sen Feb 15 702 3 LVEAT-1T GMT0000 [Conndirated Lineserzl Tme]
Toi =cphussicioudnnoaston oo, <techB closdinsovation og;
Subject: | EGP Cleadbleck ABL / 1676831816 37977 | | probefecantvruynojan | 45000184, 708 (FTR: -3 (AEAT: extramedy preblematic /34, 12-63 abushve heala)

---------- X-ARF STyle Summary ssssssssss
Date:FOII03- 10T 1936 SE+0 100
Zource: E":. 159.1584 .-'I.'IHI

Type of Abuse: Portscan/Malware/|Intrusion Attempts

Logs: 19:35:48.510541 rule 0/0|match): block in on wma(: 45,185 184 20842305 =B, 190 98 8.55801) Flags [5], seq 35176645983 win 0, opteons [mss 1413], length 0
e e e T whom it may concemn 45.159,184.208 is reported to you for performing unwanted activities toward owr

e Mpumep 2.

Baz by 1 @ owenviesw af necestly retonded abuive activity fross 85, 195.53.6/32

Scagroe |P [ Targeted host | lsuee processed @ Log eckry [1ee notes below|
e 45,156,590, (RG22 mach 3 builders. ol [T T IO TIT A TG o 5,43 12 43802 rube 10{matchi: block in on wrmed
459593 8,404 JILTR T TTET0] Flags |5, seq 261101070, win 0, optiens frs 1413), length 0

F 45,195 93 5 10T inbch S b s, nl DO3300-30T15 4534404 500 15:45: 1 1L ET0ITE sube 00| matek): bk in en armd 45,195 9340423 = 91 19098 11 445 Flags [3], seq 268100 1070, win 0, eptionm
[=ais 1412), gt 0


https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:configuration:nat_flow

ELle n3 none3Horo B NCbMe MOXET bbITh:

1. MpwuymHa abuse
Date: 2023-02-27T00:53:34+01:00
Source: 45,199.184,192
[Type of Abuse: Portscan/Malware/Intrusion Attempts|
Legs: 00:53:29.425121 rule 0/0(match): block in on vmx0: 45.199.184,192.65001 > 91.190.98.8.59891: Flags (5], seq
3803861910, win 0, options [mss 1412], length 0

2. WcTopusa abuse (ecnm akTMBHOCTb Bblla HEOAHOKPATHOWN)
The reported IP address 45.199.184.192 is part of 45.199.184.0/24;
33 of this network's 256 IP addresses (12.89%) were abusive in the last 90 days

Host Last logged attempt (Netherlands time zone)

45.199.184.1 (2022-12-24T720:58:33+01:00)
45.199.184.3 (2023-01-22T718:20:44+01:00)
45,199.184.4 (2023-01-03T16:19:43+01:00)
45,199.184.13 (2022-12-22T06:00:34+01:00)

OTO MOXEeT NoMoYb NOHATb MaCLIJT86 I'Ip061'leMbI N BblABNATb aHaJ10r'M4HbIe I'Ip06ﬂeMbI B CeTW.
War 2. NweM akTUBHOCTL aboHeHTa B GUI CKAT

3agadva — onpeaenuTb No sioram, kakon aboHeHT 3a NAT-nynom (source IP), yka3aHHbIM B NUCbMe, B
3T0 BpeMs obpawancs K agpecy destination IP.

MNepefn Ha4yanoM NOUCKA CTOMT MPOBEPUTL 2 (haKTa:

1. OaHHbin NAT-nyn 3aBegeH Ha CG-NAT CKAT.

Black ond whits: st Lles protection J A
3 fike stat
t
3 H Protis HAT fmorrus Full SEetus Cplsded Siatus
- W TGP ibiaearrh UDF st
& 1 af FLAT fi
" O ne o @
L} L} i bed
L4 peb-d bk ahin ] L 124 o
3 WBrases o
MAT I pool * 187 Béiad 0537
BT B i
*CEf |
i bl
Qo oralytics CLRITT WIa184 0 a o
30 B Brasies o

TOP mexniona frona el

ADMINSTIToT O
Canesl S

2. Bpemsa xpaHeHusa noros NAT 3axBaTbiBaeT BpeMs abuse-akTUBHOCTU. [TOCMOTPETb U HACTPOUTb


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_pool.png
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Hanee B GUI CKAT Heobxoammo oTkpbITb pa3gen NAT flow, BeibpaTb nepuof, 3aBecT source u
destination IP.
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https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_log_lifetime.png
https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_flow_src_dest_1.png
https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_flow_src_dest_2.png

ﬂ C HangeHHbIM abOHEHTOM HYXHO MPOW3BEeCTW HeobxoAMMble OENCTBUS OIS
NPoUNaKTUKN AaNbHENWNX abuse.
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