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Pabota c abuse letters. Kak Hautu aboHeHTa
3a NAT

Ons paboTel 4aHHON (YHKLNOHANLHOCTU HeobxoAuMbl cnefyowme KOMMOHEHTbI:
\y Mogzynb QOE Stor n UHTepdenc ynpasneHus CKAT DPI.

OnucaHue HacTponkn NAT B QoE: KoHdurypaumsa NAT Flow

Nwem KOHKpPETHOro aboHeHTa, Ha KOTOpOro npuwen BHeLHW abuse.

B nncbme ¢ abuse, kak npasuno, npueeneH "benbin" agpec n3 NAT-nyna, TpebyeTcs NOHATL KTO 13

aboHeHTOB B M3BeCTHOE BpeMs 3a 3TuM NAT-nysoM Xogmnn Ha pecypc, rae 3adpukcupoBaHa BUPYCHas
aKTUBHOCTb.

Hy>XHO coenaTth 2 wara — HanTu B abuse nucbme HeobxoammMble NpusHakm 1 no HUM B GUI CKAT
NaeHTUGMLUMPoBaTb aboHeHTa.

Lar 1. Nluem B nucbMe

1. Agpec n3 ceoero NAT-nyna (source IP).
2. Agpec aTakyemoro pecypca (destination IP)
3. Bpemsa akTMBHOCTM Ha aTakyeMoM pecypce (C y4eTOM YacoBbIX 10sCoB!)

e NMpumep 1.
Fiaimi "EGF Abirs Dipn " plii s ool s 3FITT &5 199,184 (8 458 bnr #4006 o oo i, it
Dwin: Sen Feb 15 702 3 LVEAT-1T GMT0000 [Conndirated Lineserzl Tme]
Toi = cphyse@cioudnngrpti

e, <techEcimdingvatics

Subject: | EGP Clousdblock ABL / 1676831816 37977 | | probe'scanfvirusEmojan | 45200 164,108 (PTR: -) [AERT: extramely preblamatic #34, 12-63 abusive hoats)

sssssazsas X-4AF Siyle Summary ssssssssas
Date:FOII03- 10T 1936 SE+0 100
Zource: Eh. 159.1584 .J'I.'IHI

Type of Abuse: Portscan/Malware/Intrusion Attemgls

Logs: 19:36:48.510541 rule 0f0|match): bhack in on wmad: 45,192,184, 2084 2205 =B1.190.98.8. 5080 Flags [3], seq 3517664582, win O, optsans [mss 1413], length O
----------------------------------------- To whom it may concern, 45.1%9,184.208 is reported to you for performing urwanted activities toward ouwr

e Mpumep 2.
Babow i am owerview of recently recorded albuoive aciivity froms 5. 155536532

Scwrce IP { Targated howt | see processed @ J Log enkry (use notes below)

oo ® 4%, 154,578 b2 2. maschd buicers.ni [T 0130 T1 6 % 1500 00015 &5 12435802 nale Inimaschl: blnck in on wmed
459593 8,404 JILTR T TTET0] Flags |5, seq 261101070, win 0, optiens frs 1413), length 0

F 45,195 93 5 10T inbch S b s, nl DO3300-30T15 4534404 500 15:45: 1 1L ET0ITE sube 00| matek): bk in en armd 45,195 9340423 = 91 19098 11 445 Flags [3], seq 268100 1070, win 0, eptionm
[=ais 1412), gt 0

Ewe n3 nonesHoro B nncbMe MOXeT ObITb:

1. MpuynHa abuse
Date: 2023-02-27T00:53:34+01:00
Source: 45,199,184,192

[Type of Abuze: Portscan/Malware/Intrusion Attempts |

Legs: 00:53:29.425121 rule 0/0(match): block in on vmx0: 45,199.184,192.65001 > 91.190.98.8.59891: Flags [5], seq
3803861910, win 0, options [mss 1412], length 0

2. WcTtopusa abuse (ecnn akTUBHOCTb Bblla HEOAHOKPATHOWN)



https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:dpiui:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:configuration:nat_flow:start
https://wiki.vasexperts.ru/doku.php?id=dpi:dpi_components:qoestor:configuration:nat_flow:start

The reported IP address 45.199.184.192 is part of 45.199.184.0/24;
33 of this network's 256 IP addresses (12.89%) were abusive in the last 90 days

Host Last logged attempt (Netherlands time zone)
45.199.184.1 (2022-12-24T720:58:33+01:00)
45.199.184.3 (2023-01-22T18:20:44+01:00)
45,199.184.4 (2023-01-03T16:19:43+01:00)
45,199.184.13 (2022-12-22706:00:34+01:00)

9TO MOXXEeT NOMOYb MOHATb MacLTab I'IpO6)'IeMbI N BbIABNATb aHa/lI0rMYHbIe I'Ip06ﬂeMbI B CeTwu.

Lar 2. NweM akTuBHocTb aboHeHTa B GUI CKAT

3afava — onpenennTb No noram, kakon aboHeHT 3a NAT-nynom (source IP), yka3aHHbIM B MUCbME, B
3T0 Bpems obpaltancs K agpecy destination IP.

Mepen HavyasIOM MonCKa CTOUT MPOBEPUTHL 2 (PakTa:

1. OaHHbin NAT-nyn 3aBeneH Ha CG-NAT CKAT.

il vas Experts t

Prodtie HAT fmorus Full SLaTus Cotlislid 50STus

-----------

OO0
AdminisTraror JGP §dsdenic

it L

2. Bpems xpaHeHus noroB NAT 3axBaTbiBaeT BpeMs abuse-akTUBHOCTW. MOCMOTPETbL U HACTPOUTh


https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_pool.png
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Hanee B GUI CKAT Heobxoammo oTkpbITb pa3gen NAT flow, BeibpaTb nepuof, 3aBecT source u
destination IP.
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https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_log_lifetime.png
https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_flow_src_dest_1.png
https://wiki.vasexperts.ru/lib/exe/fetch.php?media=dpi:opt_cgnat:cgnat_faq:nat_flow_src_dest_2.png

ﬂ C HangeHHbIM abOHEHTOM HYXHO MPOW3BEeCTW HeobxoAMMble OENCTBUS OIS
NPoUNaKTUKN AaNbHENWNX abuse.
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